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EDA COLLABORATIVE 
FRAMEWORK (ECF) 
 
ARCHITECTURE AND FEATURES 

 
 

Executive Summary 

 

Objectives 
ECF Framework is designed to cover the main functions: 

 Enable pMS to enter and update records within own organization (Plans, Programs, Capabilities, 

Standards) 

 Enable pMS to validated Open Source records 

 Enable import of open source resource 

 Enable pMS to search open source or validated data 

 Enable reporting of relational data 

 

Architecture Application Blocks 
1. Application Roles and Management 

2. Record Management  

3. EDA Taxonomy Management 

4. Search Records  

5. Import/Export Records  

6. Administration  

7. Integration with different parties  

8. Reporting 
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1. Roles 
 

Roles are managed via EDA’s bespoke Identity and Access Management System (IAM, also called 

AppSecStore). An integration with this IAM is mandatory for all applications accessible to EDA’s external 

users. 

The IAM maintains a database of external users and takes care of their registration, identification and 

authentication which can be one-factor (password) or two-factor (password+token) depending on the 

required security of each application. 

IAM is managed by EDA moderators (outside the IT team) who have full control over the security and 

access rights of each user to each application. 

The moderators assign each user to one or more roles within each application. The security of 

applications shall be designed on the basis of user roles. The application design shall assume that an 

Active Directory group corresponding to each defined role is available in the target EDA environment. The 

management of the groups and the user membership is taken care of the by EDA IAM. 

If the application requires dynamic creation of user roles (e.g. it creates/deletes in real time data objects 

with per-object access control) then it must interface with the EDA Active Directory and initiate the 

creation and deletion of the respective AD groups. 

The application does not need its own user management module so it should not be included in the 

development. 

ECF User Roles are as follows: 

 EDA Administrator 

 EDA User 

 National Administrator 

 Organization Administrator (Organization Publisher/Validator) 

 Local Admin (National Administrator or) 

 Open Source Manager 

 Publisher/Author 

 Reader (default role) 
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1.1  EDA Administrator 
Role for EDA Application Project Officer. EDA Admin validates any change request coming from local 

publisher. 

1.2  Organization Administrator 
Role for organization administrator. Publish validated change requests. 

1.3  Publisher 
The user can create/update/delete entries. A publisher can create/edit/delete entries and upload files for 

import. A draft will be created and any of his actions should be validated by EDA Admin. 

1.4  Reader 
Default role for each user with access in Application. A reader can execute a search, open in read only 

mode any entry, create reports and statistics.  

 

2. Records  
 Entries will be stored in a SQL relation database 

 Each entry will have a unique code in this format: XX_9999 (Country/organization 

annotation). 

 Import for any other system, as long as the file provide corresponds the ECF format. 

 Field URL (icon: Go to) and (available) commands to be displayed obligatory 

 Pictures 

 Documents or Link to doc’s in the ECP 

 Tooltips for all Fields 
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3. Records Management 

 

 Only the published entries will be visible to readers into the search result. 

 A Publisher is able to Create/Update/Delete entries.  

 The modified entry will be marked as draft until EDA Amin has validated it and Local Admin 

has published it.  

 The draft entries will be visible only within the organization which created them, and have 

specific icons in search results. 

 After the EDA Admin validates the draft entry, Local admin can validate it. 

 Local Admin can validated only draft entries from its own organization. After the Local Admin 

published the entry, it can be returned by a search by any reader from any organization. 

All notification should be displayed via a dashboard screen. 

  

Modify Entry

Create Draft Version

Check for errors

Validate Entry

Creates Validation  
Request

Creates Publish  
Request

PUBLISHER

Publish Entry

Arhive Priveous Entry

EDA CODABA ADMIN ORGANISATION ADMIN
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Entry property page 
 The entry fields are splinted in groups (tabs) 

 Mandatory fields: Entity in Lead, Title 

 The EDA Admin should decide per user and modules what fields and group are available. 

 

Entry Properties Groups 

Main 
 Reference to classified information 

 Classification level 

 Entity in lead 

 Additional entities 

 Title 

 Abbreviation 

 Subtitle 

 Source 

 Entry link 

 Creation date 

 Modification date 

 Record Type (Metadata) 

 Scope/Aim 

 Detail Description 

 Seeking Cooperation 

 Seeking Cooperation Details 

 (List of Tab to Visualize) 

Relationship 
List of: 

 Linked entry 

 Type of Entry (Child, Parent …) 

Activity 
 List of Activity Type (Meta Data) 

 List of Method (Meta Data) 

 Method Details 

 List of Framework (Meta Data) 

 Activity/Framework link 

 Probability of implementation 
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Timelines 

 Start Date 

 Duration 

 End 

Milestones 
List of: 

 Date 

 Name 

 Description 

 Hyperlink 

Phases 
List of: 

 Name 

 From To 

 Description 

 Hyperlink 

PoC 
List of: 

 Point of Contact 

 Organisation 

 E-Mail 

 Description 

Interest 
List of: 

 Point of Contact 

 Organisation 

 E-Mail 

 Description 

Documents (documents are stored on ECP) 

 Name 

 Description 

 Upload/Link 

Taxonomy 

 EDA to complete 

 Entry Link 

 Auto Update 

 List of Domain Category (meta data) 

 List of Branch Category (meta data) 

 List of Lines(s) of Capability Development (Meta data) 

 List of Military Tasks (GMTL) (Meta data) 

 List of Capability Codes and Statements (Meta data) 

 List of CDB Priority Actions (Meta data) 

 List of Research & Technology Taxonomy (Meta data) 
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 List of Test & Evaluation Taxonomy (Meta data) 

 List of Cyber Taxonomy (Meta data) 

 List of Collaborative Opportunity and Landscaping (Meta data) 

Capability 

 Initial Operation Capability 

 Final Operational Capability 

 Estimated End-of-Lifecycle 

Concept and Doctrines 

 Entry Link (Auto Update) 

 Name 

 Concept and Doctrine Name  

 List of Concepts and Doctrine Taxonomy (Meta Data) 

 Concepts and Doctrine Details  

 Concepts and Doctrine Link 

Equipment 

 Gather from other Entry (select entry) 

 Auto Up-date  

 Name is name of entry 

 Equipment Name 

 List of Equipment Category (Meta Data) 

 Equipment Category Description  

 List of Equipment Category Type (Meta Data) 

 Equipment Basis Model (Meta Data) 

 Quantity 

 Add to over-all 

 Equipment Details 

 Equipment Link 

Information 

 Gather from other Entry (select entry code) 

 Auto Up-date  

 name is name of entry  

 Information Name  

 List of Information Category (Meta Data) 

 Information Details  

 Information Link 

 

Infrastructure 

 Gather from other Entry (Select Entry Code) 

 Auto Up-date  

 name is name of entry  

 Infrastructure Name  

 List of Infrastructure Category (Meta Data) 

 Infrastructure Details  

 Infrastructure Link 
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Leadership 

 Gather from other Entry  

 Auto Up-date  

 name is name of entry  

 Leadership Name  

 Leadership Category  

 Leadership Details  

Logistics 

 Gather from other Entry  

 Auto Up-date  

 name is name of entry  

 Logistics Name  

 Logistics Category  

 Logistics Details  

 Logistics Link 

Organisation 

 Gather from other Entry  

 Auto Up-date  

 name is name of entry  

 Organisation Name  

 Organisation Category  

 Organisation Details  

 Organisation Link 

Personal 

 Gather from other  

 Entry Auto Up-date  

 Personnel Category  

 Total Number of Personnel  

 Add to over-all.  

 Number of Personnel (Officers)  

 Number of Personnel (NCO)  

 Number of Personnel (Soldiers)  

 Number of Personnel (Civilian)  

 Number of Personnel (Contractors)  

 Personnel Details  

 Personnel Link 

Training 

 Gather from other Entry  

 Auto Up-date  

 name is name of entry  

 Training name  

 Training Category  

 Training Details  

 Training Link 
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Supplier 
List of: 

 Supplier  

 Supplier Type  

 Contract Date  

 Value  

 Supplier  

 Comment  

 Supplier Link 

 

4. Search Entries 

 

Search Results 

 Row operation: “Expand Related”, ”Edit”/”View”, “Delete” 

 Add new entry 

 Search result should use paging (user should be able to define the number of item per page)  

 Fields in search result may have a different presentation (icon, link, …) 

Search on attributes / full text 
 The user can at any moment filter the entries 

 The search on attributes should be combined with text search. 

 The use can lock search result items so they will appear in the next search result even they don’t 

complete the criteria. 

Search

Search result

Search on attributes
Search on Text

Save Seach Criteria

Save Search Result Export Search Result Creates Statistics / Reports
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Save a search criteria 
 The user should be able to save and manage the criteria, and execute later the same search using 

a previous saved criteria, and forward the criteria cu another user. 

Distribute a search criteria 
 Criteria leading to a search result can be stored (link on the dashboard) in order to work on the 

search result 

 EDA Admin can “distribute” saved search criteria to specific users / organisations 

Enable Matching 
 Define EDA operation on the search result (bulk operation on fields).Ex: Matching edit one field 

directly in the grid and propagate the charge for the rest of the fields. 

 Search result should allow fast update of some fields (only for EDA Admin) 

Export a search result 
 Search result may be exported to the standard CODABA excel file or to a word template. 

Add linked entries to search results 
 Search may be expanded with entry links, the related entries should be grouped after the main 

entry 

Customization 
 The user can define witch fields he gets in search result (maximum 6). 

 The same for EDA Admin (no field count limitation). 

 The user should be able to predefine the fields used in search pane. 

 

5. Import / Export entries 
 The IT tool will have a standard EXCEL format file to import and export. For any other format 

a translation will have to be done. Make sure the EXCEL file can be imported also as CSV. 

 A Publisher is able to upload different file formats. The EDA Admin will process the file, 

import the file, all new or updated entries will be have the status draft. The Local admin will 

publish the entries. 

 Use XML (Milestones, Phases, PoC, Interest, Participants, Multiple Fields) 

6. Reports 
 A search result can be visualized using multiple visualization methods: Maps (i.e. Inventory 

per Country, Plans per country), Charts (i.e. quantity of inventory + planned quantity over 

time) and Tables. For each (maps, charts, tables), there will be a predefined visualisation 

dropdown menu. Export to Word or Excel. 

 Reports already created: “Fiches” and “Overview”, “Contributions”.  
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Modules (Attributes): 
 Bulletin Imports 

 Open Source 

 Validated Entries 

 Cyber Defence Market Place 

 Research & Technology 

 Test & Evaluation 

 Education Training & Exercises  

Architecture Layer  
 

 

  

CODABA 3.0

DB

UI

Bussness layer

Management Module

Administration Module

DTEB

DB

CDP

DB

eQuip

DB

EDA CENTRAL REPOSITORY

Service End Points

Object 
Management Module

Repository DB

AppSecStore

Integration Layer
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EDA Central Repository 
It manages common entities over multiple EDA Portals (CODABA, DTEB, eQuip, CDP). 

 Countries and organizations 

 Taxonomy (Domain/Category) 

 Dictionary: 

o Record Type 

o Method 

o … 

The Central EDA Repository is a standalone application with roles and permissions managed in EDA IAM. 

It is available only to EDA Project Officers.  

It is possible to define more dictionary types. 

 

 


