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Annex A -  CONCERNING LOT 2
IT ENVIRONMENT IN EUROSTAT – version April 2019
The tenderer's hardware and software infrastructure must be compatible with Eurostat IT standards described below:

Desktop Environment

Eurostat works with a Microsoft Windows 7/10 (64bit) based Local Area Network (LAN). 
All PCs are connected to this LAN (TCP/IP) using Active Directory environment.

The PCs and Laptops are equipped with standard processors and graphics cards for office use. They have at least 4 GB of main memory (RAM). 

Operating System:

· MS Windows 7 (64bit) with BitLocker activated (replaced by Windows 10 in 2019) 
· MS Windows 10 (64bits) will gradually be rolled out until the end of 2019
Installed Software:

· Window 7 Platform

· MS Office 2010 (32bit) (including WORD, EXCEL, POWERPOINT, ACCESS, INFOPATH Designer/Filler and ONENOTE)

· MS Outlook 2010 (32bit) (mail program)

· Windows 10 Platform

· MS Office 2016 (32bit) (including WORD, EXCEL, POWERPOINT, ACCESS, and ONENOTE)

· MS Outlook 2016 (32bit) (mail program)

· MS Edge 
· Internet Explorer 11 
· Firefox 60 ESR*
· Google Chrome 73 *
· McAfee VirusScan (Virus scanner)

· 7-zip

· Several AddIns/Templates for MS Word (Eurolook, Legiswrite)

· Some other applications (i.e. terminal emulations, Adobe Reader etc.)

Database drivers / runtime environment:

· PowerBuilder Run-Time

· Oracle Net Client ** (32bit) 

· Java™ SE Runtime Environment 7.0 Update 151 (32bit) ***
· MS .Net Framework * 1.0, 1.1, 2.0, 3.0, 3.5, 4.0 and 4.5.x (32bit and 64bit)

· MS Visual C++ * 2005/2008/2010/2012/2013 Redistributables (32bit and 64bit)

· MS App-V 4.6 SP3 - 5.1*
User restrictions

· Users have only write access in their profile folder C:\Users\[userID], C:\ProgramData and C:\User\Public. 
· Users do not have local administrator rights. Application Locker (AppLocker) is activated. Execution of files is only allowed if they are installed in specific folders like C:\Program Files, C:\Program Files (x86) on Windows 7/10 environments or C:\pgm on Windows 7 environment only
· The new Windows 10 environment will include additional user restrictions.
Server Environment

EUROSTAT server environment has fully moved to a centralised server environment provided by DG DIGIT. 
The different hosting services provided by DG DIGIT are listed below.

Front-End Application Layer

	Technology
	Product

	LAMP/T Service
	RHEL v 6*/7  64bit

Apache 2.4.x

PHP 7.0.x

Tomcat 8.0.x

Java JDK 1.8_0.x

MySQL 5.6.x

Python 2.7.10

Perl 5.22.0

	Liferay Portal
	Liferay 6.2

	Web Server Service
	Apache 2.4.x



	WebLogic Platform
	WL 12C (12.1.3)

WL 12C (12.2.1)

	Coldfusion Platform
	CF11  (Phasing out - not to be used for new systems)


Back-End Application Layer

	Technology
	Product

	Oracle SOA/BPM Suite Service
	Oracle BPM Suite 12C (12.2.1.2)

Runs on WLS 12.2.1.2
JDK8

Oracle SOA Suite

(Service Orchestration)

12C (12.2.1.2)

Runs on WLS 12.2.1.2
JDK8

Oracle Service Bus 12C (12.1.3)

Runs on WLS 12.1.3

	BODS Hosting
	BODS Server

	BizTalk
	BizTalk Server

	GIS Service
	ESRI ArcGIS Server

ESRI ArcSDE


Reporting Application Layer

	Technology
	Product

	Qlikview
	QV Server 12

	Business Objects XI
	BO XI


Database Layer

	Service
	Technology

	Oracle RDBMS
	Oracle RDBMS 11.2.0.4  and 12C

	MySQL RDBMS
	MySQL Enterprise Edition 5.6.x

	SQL Server Service
	SQL Server 2012/4


Application Housing

	Service
	Technology

	Housing containers
	RHEL version 6* - 7 64bit

MS Windows 2012 R2 64bit


These servers are connected to different TCP/IP Networks, depending on their content and the access is protected by firewalls.

Please note that list of hosting service provided by DIGIT may change and the final delivery target environment available during the contract can be clarified at the beginning of the contract period to match the infrastructure evolution on request.
It is likely that during the contract period new versions of hardware and software will be used. 
* 
Software version scheduled to be included or updated during 2019
**
The actual software version be used during the contract will be communicated on request.
***  
To be deprecated as browser plugin during 2019
((((((((((((((
