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ANNEX 1. Administrative information form

A standard form is available on Eurostat website http://ec.europa.eu/eurostat/callsfortenders - Section "Other documents".
Identification of the tenderer

(to be completed)

Acting in the capacity of:

 FORMCHECKBOX 

Member of consortium (specify role ………………..)

 FORMCHECKBOX 
 
Single tenderer

	PRIVATE AND PUBLIC ENTITIES

(To be filled in by each member of the consortium in case of a joint tender)

	
	
	
	

	LEGAL NAME OF ORGANISATION :
	 

	 
	 
	 
	 

	PERSON AUTHORISED TO SIGN THE CONTRACT
	 

	Name
	 

	First name
	 

	Function 
	 

	SECOND PERSON AUTHORISED TO SIGN THE CONTRACT
	 

	Name
	 

	First name
	 

	Function 
	 

	 
	 
	 
	 

	 
	YES/NO
	

	Are they authorised to sign independently of each other?
	 
	 
	 

	Have you enclosed a copy of the notice of appointment of the persons authorised to represent the tenderer in dealings with third parties?
	 
	 
	 

	 
	 
	 
	 

	CONTACT PERSON
	 

	Name
	 

	First name
	 

	  Function 
	 

	Telephone
	 

	Fax
	 

	Email address
	 

	Other contact details
	 


	INDIVIDUALS (To be filled in by each member of the consortium in case of a joint tender)

	 
	 
	 
	 

	NAME :
	 

	First name
	 

	Function
	 

	Telephone
	 

	Fax
	 

	Email address
	 

	Other contact details
	 

	 
	 
	 
	 


ANNEX 2. Legal entity form

Available on internet address: http://ec.europa.eu/budget/contracts_grants/info_contracts/legal_entities/legal_entities_en.cfm#en
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ANNEX 3. Financial identification form

Available on internet address:  http://ec.europa.eu/budget/contracts_grants/info_contracts/financial_id/financial_id_en.cfm#en
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ANNEX 4. Questionnaire for joint bids and/or subcontracting

This questionnaire only has to be completed if your tender involves a joint bid or subcontracting.

Joint bid

1. 
Does your bid involve more than one tenderer?

Yes

No

The questions No 2 – 4 shall be answered only if the answer is affirmative. 

2. 
Please fill in the name of the company having power of attorney for the group of tenderers and acting as a co-ordinator:

…….….……………………………….………………………………………..

3. 
Please fill in the names of the other companies taking part in the joint offer:

…….….……………………………….………………………………………..

…….….……………………………….………………………………………..

4. If a consortium or similar entity exists, please fill in the name and the legal status of the entity:

…….….……………………………….………………………………………..

…….….……………………………….………………………………………..

Subcontracting

5. 
Does your bid involve subcontracting?

Yes

No

If the answer is yes, please complete question number 6, and the next page once for each subcontractor. 

6. 
List of subcontractors:

  …….….……………………………….…

  …….….……………………………….…

  …….….………………………………….

  ……….………………………………..…

  …….….……………………………….…

Reasons, roles, activities and responsibilities of subcontractors.

Please complete this page once for each subcontractor.

Name of the subcontractor:

…….….……………………………….………………………………………..

Contact person: 

…….….……………………………….………………………………………..

Telephone number, e-mail address: 

…….….……………………………….………………………………………..

Reasons for subcontracting:

…….….……………………………….………………………………………..

Role, activities and responsibilities of the subcontractor:

…….….……………………………….………………………………………..

The volume or the proportion of the subcontracting:

…….….……………………………….………………………………………..

Do you intend to rely on capacities from the subcontractor in order to fulfill the selection criteria? If yes, specify which selection criterion – financial and economic capacity or technical and professional capacity – and be aware that the tenderer must provide the documents which make it possible to assess the selection criteria to the extent that the subcontractor puts its resources at the disposal of the tenderer. 

…….….……………………………….………………………………………..

…….….……………………………….………………………………………..

ANNEX 5. Letter of availability of a proposed expert/subcontractor(s)

A standard form is available on Eurostat website http://ec.europa.eu/eurostat/callsfortenders - Section "Other documents".

Letter of availability of proposed expert

INVITATION TO TENDER ESTAT/E/2015/025
All specific features of a specific project or lot are set out in the detailed description of the project/lot in Part 2 (Technical specifications) of this invitation to tender.

Statement of intent

For the attention of: (name of the tenderer’s enterprise)

I, (name) the undersigned, do hereby grant authority to (company name) to submit my Curriculum Vitae for the purposes of submitting their bid/proposal responding to Lot x of Eurostat’s Invitation to Tender No ESTAT/E/2015/025.
I also confirm that in the event that (name of tenderer) is successful in securing this project, I shall make my services available to this company by working on this project.

I am not engaged in any other project in a manner which would restrict my intended role as an expert for this project. Should any elements concerning my availability change during the tendering process, I will immediately report this to (name of tenderer).

I agree to the personal data relating to me being processed as described in section 3, point 3.4.1 of the specifications relating to this invitation to tender.

Date                                                                              Signature  

Letter of availability of proposed subcontractor

All specific features of a specific project or lot are set out in the detailed description of the project/lot in Part 2 (Technical specifications) of this invitation to tender.

Statement of intent

For the attention of: (name of the tenderer’s enterprise)

We, (name) the undersigned, do hereby grant authority to (company name) to submit Curriculum Vitae of our employee(s) for the purposes of submitting their bid/proposal responding to Lot x of Eurostat’s Invitation to Tender No ESTAT/E/2015/025. We also confirm that in the event that (name of tenderer) is successful in securing this project, we shall make our services available to this company by working on this project.

We are not engaged in any other project in a manner which would restrict our intended role as expert for this project. Should any elements concerning our availability change during the tendering process, we will immediately report this to (name of tenderer).

We agree to the personal data relating to us being processed as described in section 3, point 3.4.1 of the specifications relating to this invitation to tender.
Date                                                                              Signature  

ANNEX 6. Power of attorney
Model 1

(Designating one of the companies of the group as leader and giving a mandate to it)

We the undersigned:
· Signatory 1 (Name, Function, Company, Registered address, VAT Number)

· Signatory 2 (Name, Function, Company, Registered address, VAT Number)

· …..

· Signatory N (Name, Function, Company, Registered address, VAT Number),

Each of them having the legal capacity required to act on behalf of his/her company,

HEREBY AGREE AS FOLLOWS:

(1) (1)
The European Commission has awarded Contract following Invitation to Tender No  XX/SXX title: xxxxx,  lot n° xxxx…. (« the Contract ») to Company 1, Company 2, …, Company N (« the Group Members »), based on the joint offer submitted by them on … ….. for the supply of ….. and/or the provision of services for … (« the Supplies and/or the Services »).

(2) (2)
As co-signatories of the Contract, all the Group Members :

(a)
Shall be jointly and severally liable towards the European Commission for the performance of the Contract.

(b)
Shall comply with the terms and conditions of the Contract and ensure the proper execution of their respective share of the Supplies and/or the Services.

(3) (3)
To this effect, the Group Members designate Company X as Group Leader. [N.B.: The Group Leader has to be one of the Group Members]

(4) (4)
Payments by the European Commission related to the Supplies or the Services shall be made through the Group Leader’s bank account. [Provide details on bank, address, account number, etc.].

(5) (5)
The Group Members grant to the Group Leader all the necessary powers to act on their behalf in connection with the Supplies and/or the Services. This mandate involves in particular the following tasks :

(a)
The Group Leader shall sign any contractual documents —including the Framework Contract, Specific Agreements and Amendments thereto— and issue any invoices related to the Supplies or the Services on behalf of the Group Members.

(b)
The Group Leader shall act as single point of contact for the European Commission in connection with the Supplies and/or the Services to be provided under the Contract. It shall co-ordinate the provision of the Supplies and/or the Services by the Group Members to the European Commission, and shall see to a proper administration of the Contract.

Any modification to the present agreement / power of attorney shall be subject to the European Commission’s express approval.

This agreement / power of attorney shall expire when all the contractual obligations of the Group Members towards the European Commission in connection with the Supplies and/or the Services to be provided under the Contract have ceased to exist. The parties cannot terminate it before that date without the Commission’s consent.

Signed in …. on ……….. ………

	Name
Function
Company
	Name
Function
Company

	Name
Function
Company
	Name
Function
Company


Power of attorney

Model 2

(Creating the Group as separate entity, appointing a Group Manager and giving a mandate to him/her)

We the undersigned:
· Signatory 1 (Name, Function, Company, Registered address, VAT Number)

· Signatory 2 (Name, Function, Company, Registered address, VAT Number)

· …..

· Signatory N (Name, Function, Company, Registered address, VAT Number),

Each of them having the legal capacity required to act on behalf of his/her company,

HEREBY AGREE AS FOLLOWS:

(6) (1)
The European Commission has awarded Contract following Invitation to Tender No  XX/SXX title: xxxxx,  lot n° xxxx….  (« the Contract ») to Company 1, Company 2, …, Company N (« the Group Members »), based on the joint offer submitted by them on … ….. for the supply of ….. and/or the provision of services for … (« the Supplies and/or the Services »).

(7) (2)
As co-signatories of the Contract, all the Group Members :

(a)
Shall be jointly and severally liable towards the European Commission for the performance of the Contract.

(b)
Shall comply with the terms and conditions of the Contract and ensure the proper execution of their respective share of the Supplies and/or the Services.

(8) (3)
To this effect, the Group Members have set up under the laws of ……. the Group ….. (« the Group »). The Group has the legal form of a .….. [Provide details on registration of the Group: VAT Number, Trade Register, etc.].

(9) (4)
Payments by the European Commission related to the Supplies or the Services shall be made through the Group’s bank account. [Provide details on bank, address, account number, etc.].

(10) (5)
The Group Members appoint Mr/Ms ……. as Group Manager.

(11) (6)
The Group Members grant to the Group Manager all the necessary powers to act alone on their behalf in connection with the Supplies and/or the Services. This mandate involves in particular the following tasks :

(a)
The Group Manager shall sign any contractual documents —including the Framework Contract, Specific Agreements and Amendments thereto— and issue any invoices related to the Supplies or the Services on behalf of the Group Members.

(b)
The Group Manager shall act as single point of contact for the European Commission in connection with the Supplies and/or the Services to be provided under the Contract. He/she shall co-ordinate the provision of the Supplies and/or the Services by the Group Members to the European Commission, and shall see to a proper administration of the Contract.

Any modification to the present agreement / power of attorney shall be subject to the European Commission’s express approval.

This agreement / power of attorney shall expire when all the contractual obligations of the Group Members towards the European Commission in connection with the Supplies and/or the Services to be provided under the Contract have ceased to exist. The parties cannot terminate it before that date without the Commission’s consent.

Signed in …. on ……….. ………

	Name
Function
Company
	Name
Function
Company

	Name
Function
Company
	Name
Function
Company


ANNEX 7. Declaration on grounds for exclusion (to be provided by each partner in case of joint tender and by each subcontractor)

A standard form is available on Eurostat website http://ec.europa.eu/eurostat/callsfortenders - Section "Other documents".

Exclusion Criteria Form

INVITATION TO TENDER ESTAT/E/2015/025
Title: Verification of the suitability of the method proposed to produce early CO2 emission estimates
(Complete or delete the parts in yellow italics in parentheses)
[Choose options for parts in yellow between square brackets]
The undersigned (insert name of the signatory of this form):

· in [his][her] own name (for a natural person)
or

· representing the following legal person: (only if the economic operator is a legal person)

full official name:

official legal form:

full official address:

VAT registration number:

· declares that [the above-mentioned legal person][he][she] is not in one of the following situations:

a) is bankrupt or being wound up, is having its affairs administered by the courts, has entered into an arrangement with creditors, has suspended business activities, is the subject of proceedings concerning those matters, or is in any analogous situation arising from a similar procedure provided for in national legislation or regulations;

b) has been convicted of an offence concerning professional conduct by a judgment of a competent authority of a Member State which has the force of res judicata;

c) has been guilty of grave professional misconduct proven by any means which the contracting authorities can justify including by decisions of the European Investment Bank and international organisations;

d) is not in compliance with all its obligations relating to the payment of social security contributions and the payment of taxes in accordance with the legal provisions of the country in which it is established, with those of the country of the contracting authority and those of the country where the contract is to be performed;

e) has been the subject of a judgement which has the force of res judicata for fraud, corruption, involvement in a criminal organisation, money laundering or any other illegal activity, where such activity is detrimental to the Union's financial interests;

f) is a subject of an administrative penalty for being guilty of misrepresentation in supplying the information required by the contracting authority as a condition of participation in a procurement procedure or failing to supply this information, or having been declared to be in serious breach of its obligations under contracts covered by the Union's budget.

· (Only for legal persons other than Member States and local authorities, otherwise delete) declares that the natural persons with power of representation, decision-making or control
 over the above-mentioned legal entity are not in the situations referred to in b) and e) above; 

· declares that [the above-mentioned legal person][he][she]:

g)
has no conflict of interest in connection with the contract; a conflict of interest could arise in particular as a result of economic interests, political or national affinity, family, emotional life or any other shared interest;

h)
will inform the contracting authority, without delay, of any situation considered a conflict of interest or which could give rise to a conflict of interest;

i)
has not granted and will not grant, has not sought and will not seek, has not attempted and will not attempt to obtain, and has not accepted and will not accept any advantage, financial or in kind, to or from any party whatsoever, where such advantage constitutes an illegal practice or involves corruption, either directly or indirectly, inasmuch as it is an incentive or reward relating to award of the contract;

j)
provided accurate, sincere and complete information to the contracting authority within the context of this procurement procedure;
· acknowledges that [the above-mentioned legal person][he][she] may be subject to administrative and financial penalties
 if any of the declarations or information provided prove to be false. 

In case of award of contract, the following evidence shall be provided upon request and within the time limit set by the contracting authority:

For situations described in (a), (b) and (e), production of a recent extract from the judicial record is required or, failing that, a recent equivalent document issued by a judicial or administrative authority in the country of origin or provenance showing that those requirements are satisfied. Where the tenderer is a legal person and the national legislation of the country in which the tenderer is established does not allow the provision of such documents for legal persons, the documents should be provided for natural persons, such as the company directors or any person with powers of representation, decision making or control in relation to the tenderer.

For the situation described in point (d) above, recent certificates or letters issued by the competent authorities of the State concerned are required. These documents must provide evidence covering all taxes and social security contributions for which the tenderer is liable, including for example, VAT, income tax (natural persons only), company tax (legal persons only) and social security contributions.

For any of the situations (a), (b), (d) or (e), where any document described in two paragraphs above is not issued in the country concerned, it may be replaced by a sworn or, failing that, a solemn statement made by the interested party before a judicial or administrative authority, a notary or a qualified professional body in his country of origin or provenance.

If the tenderer is a legal person, information on the natural persons with power of representation, decision making or control over the legal person shall be provided only upon request by the contracting authority. 
Full name          
Date         
Signature            

ANNEX 8. Compulsory form for accounting data

A standard form is available on Eurostat website http://ec.europa.eu/eurostat/callsfortenders - Section "Other documents".

	Simplified Balance Sheet
	
	
	
	
	
	

	Currency :
	
	
	
	
	
	

	
	
	
	
	
	
	

	ASSETS
	T-1
	T
	
	LIABILITIES
	T-1
	T

	Formation expenses
	0,00
	0,00
	
	Paid-up capital
	0,00
	0,00

	Intangible fixed assets
	0,00
	0,00
	
	Share premiums & gains 
	0,00
	0,00

	Tangible fixed assets
	0,00
	0,00
	
	Reserves
	0,00
	0,00

	Financial fixed assets
	0,00
	0,00
	
	Results carried-over
	0,00
	0,00

	Amounts receivable in more than 1 year
	0,00
	0,00
	
	Capital subsidies
	0,00
	0,00

	Fixed assets
	0,00
	0,00
	
	Own funds
	0,00
	0,00

	Stocks and contracts in progress
	0,00
	0,00
	
	Provisions and deferred taxation
	0,00
	0,00

	Trade receivables due in less than 1 year
	0,00
	0,00
	
	Debts payable in more than 1 year
	0,00
	0,00

	Other receivables due in less than 1 year
	0,00
	0,00
	
	Dep. & borrowed funds pay. in + 1 year
	0,00
	0,00

	Cash at bank and in hand
	0,00
	0,00
	
	Permanent capital
	0,00
	0,00

	Accrued income 
	0,00
	0,00
	
	Current portion of amounts pay. after + 1 year 
	0,00
	0,00

	Current assets
	0,00
	0,00
	
	Trade debts payable in less than 1 year
	0,00
	0,00

	 
	 
	 
	
	Other debts payable in less than 1 year
	0,00
	0,00

	 
	 
	 
	
	Deferred charges
	0,00
	0,00

	 
	 
	 
	
	Dep. & borrowed funds payable in - 1 year
	0,00
	0,00

	Total balance
	0,00
	0,00
	
	Total balance 
	0,00
	0,00

	
	
	
	
	
	
	

	Simplified Profit and Loss Accounts
	
	
	
	
	
	

	Currency :
	
	
	
	
	
	

	 
	T-1
	T
	
	
	
	

	Turnover
	0,00
	0,00
	
	
	
	

	Capitalised production
	0,00
	0,00
	
	
	
	

	Other operating revenue
	0,00
	0,00
	
	
	
	

	Operating income
	0,00
	0,00
	
	
	
	

	Cost of merchandise sold
	0,00
	0,00
	
	
	
	

	Various goods and services 
	0,00
	0,00
	
	
	
	

	Other operating charges
	0,00
	0,00
	
	
	
	

	Remuneration and charges
	0,00
	0,00
	
	
	
	

	Gross operating surplus
	0,00
	0,00
	
	
	
	

	Amortization
	0,00
	0,00
	
	
	
	

	Financial products
	0,00
	0,00
	
	
	
	

	Financial charges
	0,00
	0,00
	
	
	
	

	Extraordinary income
	0,00
	0,00
	
	
	
	

	Extraordinary charges
	0,00
	0,00
	
	
	
	

	Tax on profits
	0,00
	0,00
	
	
	
	

	Net result after tax
	0,00
	0,00
	
	
	
	

	
	
	
	
	
	
	

	Self-financing capacity
	0,00
	0,00
	
	
	
	


Name (position) and signature

Annexes: Full set of annual accounts for the last 2 years.

 ANNEX 9. Compulsory reply form for financial bid

INVITATION TO TENDER ESTAT/E/2015/025
Title: Verification of the suitability of the method proposed to produce early CO2 emission estimates
N.B. Tenderers are required to indicate prices exclusive of VAT. 
TENDERER: ……………………………………………………………………………………………………………………………………………………………………………………………………
	Tasks
	FINANCIAL PROPOSAL IN EURO (EXCL. VAT)

	
	Total

	Task 1
	

	Task 2
	

	Task 3
	

	Task 4
	

	Total amount of bid:
	


All costs associated with the completion of the work, including overheads such as infrastructure, administration, management and travel costs should be included in the financial proposal.

ANNEX 10. Draft contract
	[image: image5.png]y
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	EUROPEAN COMMISSION

EUROSTAT

Directorate E: Sectoral and regional statistics
	


SERVICE CONTRACT
CONTRACT NUMBER – XXXX.XXX.XXX-XXXX.XXX
The European Union (hereinafter referred to as "the Union"), represented by the European Commission (hereinafter referred to as "the Commission"), which is represented for the purposes of the signature of this contract by Mr Marcel JORTAY, Director of Directorate E - Sectoral and regional statistics, of EUROSTAT,
of the one part,

and

official name in full (legal name of organisation)

official legal form (corporate status)

statutory registration number (country of registration and registration number)

official address in full (full registered address)

VAT registration number
(hereinafter referred to as "the Contractor"), represented for the purposes of the signature of this contract by name in full and function,

The parties identified above and hereinafter collectively referred to as ‘the Contractor’ shall be jointly and severally liable vis-à-vis the Commission for the performance of this contract. 

of the other part,

HAVE AGREED
To the Special Conditions, the General Conditions for service contracts and the following Annexes:
Annex I    –
Tender Specifications (Invitation to Tender N° ESTAT/E/2015/025 - 201X / xxx)
Annex II   –
Contractor's Tender N° xxx of xxx (date) 
Annex III  –
Power of Attorney

Annex IV  –    E-PRIOR: e-invoicing agreement

which form an integral part of this contract (hereinafter referred to as “the Contract”).

The terms set out in the Special Conditions shall take precedence over those in the other parts of the Contract. 

The terms set out in the General Conditions shall take precedence over those in the Annexes. 
The terms set out in the Tender Specifications (Annex I) shall take precedence over those in the  tender (Annex II).

I – Special Conditions

Article I.1 – Subject MATTER

I.1.1.
The subject matter of the Contract is verification of the suitability of the method proposed to produce early CO2 emission estimates.
I.1.2.
The Contractor shall execute the tasks assigned to him in accordance with the Tender Specifications annexed to the Contract (Annex I).

Article I.2 – ENTRY INTO FORCE AND Duration

I.2.1.
The Contract shall enter into force on the date on which it is signed by the last party.

I.2.2.
Under no circumstances may performance commence before the date on which the Contract enters into force.
I.2.3.
The duration of the execution of the tasks shall not exceed 35 months. Unless otherwise specified, all periods specified in the contract are calculated in calendar days. Execution of the tasks shall start on 01/01/2016. 
The period of execution of the tasks may be extended only with the express written agreement of the parties before the expiration of such period.

Article I.3 – PRICE

I.3.1.
The maximum total amount to be paid by the contracting authority under the Contract shall be EUR xxx (amount in figure) (EUR amount in words) covering all tasks executed.

I.3.2.
Price revision: not applicable.

I.3.3. 
Reimbursement of expenses: not applicable
Article I.4 – Payment ARRANGEMENTS

I.4.1.
Pre-financing

Not applicable.

I.4.2.
Interim payments
I.4.2.1 1st Interim payment

The Contractor shall submit an invoice for an interim payment of EUR xxx amount in figures and in words equal to 30 % of the total amount referred to in Article I.3.1..
Invoice(s) for interim payment shall be accompanied by an annual technical report for the 1st year in accordance with the tender specifications (Annex I).
The contracting authority shall make the payment within 60 days from receipt of the invoice.
The Contractor shall have 30 days in which to submit additional information or corrections, a new technical report or documents if required by the contracting authority.
I.4.2.2 2nd Interim payment

The Contractor shall submit an invoice for an interim payment of EUR xxx amount in figures and in words equal to 30 % of the total amount referred to in Article I.3.1..
Invoice(s) for interim payment shall be accompanied by an annual technical report for the 2nd year in accordance with the tender specifications (Annex I).
The contracting authority shall make the payment within 60 days from receipt of the invoice.
The Contractor shall have 30 days in which to submit additional information or corrections, a new technical report or documents if required by the contracting authority.
I.4.3. Payment of the balance

The Contractor shall submit an invoice for payment of the balance.
The invoice shall be accompanied by the final technical report in accordance with the tender specifications (Annex I).
The contracting authority shall make the payment within 60 days from receipt of the invoice. 
The Contractor shall have 30 days in which to submit additional information or corrections, a new final technical report or other documents if it is required by the contracting authority.
Where VAT is due in Belgium, the provisions of the contract constitute a request for VAT exemption No 450, Article 42, paragraph 3.3 of the VAT code (circular 2/1978), provided the contractor includes the following statement in the invoice(s): “Exonération de la TVA, Article 42, paragraphe 3.3 du code de la TVA (circulaire 2/1978)” or an equivalent statement in the Dutch or German language.
Where VAT is due in Luxembourg, the contractor shall include the following statement in the invoices: "Commande destinée à l'usage officiel de l'Union européenne. Exonération de la TVA Article 43 § 1 k 2ième tiret de la loi modifiée du 12.02.79." In case of intra-Community purchases, the statement to be included in the invoices is: "For the official use of the European Union. VAT Exemption / European Union/ Article 151 of Council Directive 2006/112/EC."
Article I.5 – BANK ACCOUNT 

Payments shall be made to the Contractor’s bank account denominated in Euro, identified as follows:

Name of the bank

Address of branch in full

Exact designation of account holder 

Full account number including codes

IBAN / BIC code
ARTICLE I.6 – COMMUNICATION DETAILS AND DATA CONTROLLER

For the purpose of Article II.6, the data controller shall be Unit A.4 (Financial Management).
Communications shall be sent to the following addresses: 
Contracting authority:

All questions on the contract and reports to be delivered:

European Commission

EUROSTAT

Attention: Ms Gita BERGERE
BECH B2/303
Jean Monnet Building

L-2920 Luxembourg- Kirchberg

E-mail: Gita.BERGERE@ec.europa.eu 
Invoices (only):

European Commission

EUROSTAT

Attention: Ms Wasbauer

BECH B4/472

Jean Monnet Building

L-2920 Luxembourg- Kirchberg

Contractor:

Mr/Mrs/Ms xxx 

Function

Company name

Official address in full
E-mail:

Article I.7 – Applicable law and settlement of disputes
I.7.1.
The Contract shall be governed by Union law, complemented, where necessary, by the national substantive law of Luxembourg.

I.7.2.
Any dispute between the parties in relation to the interpretation, application or validity of the Contract which cannot be settled amicably shall be brought before the courts of Luxembourg.

ARTICLE I.8 – EXPLOITATION OF THE RESULTS OF THE CONTRACT
I.8.1 Modes of exploitation

In accordance with Article II.10.2 whereby the Union acquires ownership of the results as defined in the tender specifications (Annex I), these results may be used for any of the following purposes: 

(a)
use for its own purposes:

(i) making available to the staff of the contracting authority 

(ii) making available to the persons and entities working for the contracting authority or cooperating with it, including contractors, subcontractors whether legal or natural persons, Union institutions, agencies and bodies, Member States' institutions

(iii) installing, uploading, processing

(iv) arranging, compiling, combining, retrieving

(v) copying, reproducing in whole or in part and in unlimited number of copies

(b)
distribution to the public:

(i) publishing in hard copies

(ii) publishing in electronic or digital format

(iii) publishing on the internet as a downloadable/non-downloadable file 

(iv) broadcasting by any kind of technique of transmission

(v) public presentation or display

(vi) communication through press information services

(vii) inclusion in widely accessible databases or indexes 

(viii) otherwise in any form and by any method 

(c)
modifications by the contracting authority or by a third party in the name of the contracting authority:

(i) shortening 

(ii) summarizing
(iii) modifying of the content 

(iv) making technical changes to the content:

· necessary correction of technical errors

· adding new parts or functionalities 

· changing functionalities

· providing third parties with additional information concerning the result (e.g. source code) with a view of making modifications

(v) addition of new elements, paragraphs titles, leads, bolds, legend, table of content, summary, graphics, subtitles, sound, etc.

(vi) preparation in audio form, preparation as a presentation, animation, pictograms story, slide-show, public presentation etc.

(vii) extracting a part or dividing into parts

(viii) use of a concept or preparation of a derivate work

(ix) digitisation or converting the format for storage or usage purposes

(x) modifying dimensions
(xi) translating, inserting subtitles, dubbing in different language versions:

· English, French, German
· all official languages of EU

· languages used within EU

· languages of candidate countries

(d)
the modes of exploitation listed in article II.10.4

(e)
rights to authorise, license, or sub-license in case of licensed pre-existing rights, the modes of exploitation set out in any of the points (a) to (c) to third parties. 

Where the contracting authority becomes aware that the scope of modifications exceeds that envisaged in the contract the contracting authority shall consult the contractor. Where necessary, the contractor shall in turn seek the agreement of any creator or other right holder. The contractor shall reply to the contracting authority within one month and shall provide its agreement, including any suggestions of modifications, free of charge. The creator may refuse the intended modification only when it may harm his honour, reputation or distort integrity of the work.

I.8.2 Pre-existing rights and transmission of rights 

All pre-existing rights incorporated in the results and directly related to the uses foreseen in Article I.8.1 shall be fully and irrevocably acquired by the Union as provided for in Article II.10.2 and by derogation to Article II.10.3.
The contractor shall provide to the contracting authority a list of pre-existing rights and third parties' rights including its personnel, creators or other right holders as provided for in Article II.10.5. 
Article I.9 – termination by either partY

Either party may, unilaterally and without being required to pay compensation, terminate the contract by formally notifying the other party by giving one month's notice. Should the contracting authority terminate the contract, the contractor shall only be entitled to payment corresponding to part-performance of the contract before the termination date. The first paragraph of Article II.14.3 shall apply. 

Article I.10 – Other special conditions
The execution of the contract between the Commission and the contractors could be automated by the use of the following applications: e-Invoicing (see Annex IV), e-Catalogue, e-Ordering, e-Request. 

At the request of the Commission, the use of the above applications will be mandatory for contractors during the lifetime of the contract. 

Other applications as e-Sourcing and e-Fulfillment, which are currently under development may be implemented on a voluntary basis during the contract execution.
SIGNATURES

	For the Contractor,

[Company name/forename/surname/function]

signature:_______________________


	For the Commission,

Marcel JORTAY
signature:_____________________



	Done at [xxx], on ____________
	Done at Luxembourg, on ___________


In duplicate in English.
II – General Conditions FOR SERVICE CONTRACTS

Article II.1 – Performance of the contract

II.1.1
The contractor shall perform the contract to the highest professional standards. 

II.1.2
The contractor shall be solely responsible for taking the necessary steps to obtain any permit or licence required for performance of the contract under the laws and regulations in force at the place where the tasks assigned to it are to be executed.

II.1.3
Without prejudice to Article II.4 any reference made to the contractor’s personnel in the contract shall relate exclusively to individuals involved in the performance of the contract. 

II.1.4
The contractor must ensure that the personnel performing the contract possesses the professional qualifications and experience required for the execution of the tasks assigned to it.

II.1.5
The contractor shall neither represent the contracting authority nor behave in any way that would give such an impression. The contractor shall inform third parties that it does not belong to the European public service.

II.1.6
The contractor shall be solely responsible for the personnel who executes the tasks assigned to the contractor.

The contractor shall stipulate the following employment or service relationships with its personnel:

(a)
personnel executing the tasks assigned to the contractor may not be given orders directly by the contracting authority;

(b)
the contracting authority may not under any circumstances be considered to be the employer of the personnel referred to in point (a) and the personnel shall undertake not to invoke against the contracting authority any right arising from the contractual relationship between the contracting authority and the contractor.

II.1.7
In the event of disruption resulting from the action of one of the contractor's personnel working on the contracting authority's premises or in the event that the expertise of a member of the contractor's personnel fails to correspond to the profile required by the contract, the contractor shall replace him without delay. The contracting authority shall have the right to make a reasoned request for the replacement of any such personnel. The replacement personnel must have the necessary qualifications and be capable of performing the contract under the same contractual conditions. The contractor shall be responsible for any delay in the execution of the tasks assigned to it resulting from the replacement of personnel.

II.1.8
Should the execution of the tasks be directly or indirectly hampered, either partially or totally, by any unforeseen event, action or omission, the contractor shall immediately and on its own initiative record it and report it to the contracting authority. The report shall include a description of the problem and an indication of the date on which it started and of the remedial action taken by the contractor to ensure full compliance with its obligations under this contract. In such an event the contractor shall give priority to solving the problem rather than determining liability.

II.1.9
Should the contractor fail to perform its obligations under the contract, the contracting authority may ‑ without prejudice to its right to terminate the contract ‑ reduce or recover payments in proportion to the scale of the unperformed obligations. In addition, the contracting authority may claim compensation or impose liquidated damages in accordance with Article II.12.

Article II.2 – Means of communication

II.2.1
Any communication relating to the contract or to its performance shall be made in writing and shall bear the contract number. Any communication is deemed to have been made when it is received by the receiving party unless otherwise provided for in this contract.

II.2.2
Electronic communication shall be deemed to have been received by the parties on the day of dispatch of that communication provided it is sent to the addressees listed in Article I.6. Without prejudice to the preceding, if the sending party receives a message of non-delivery to or of absence of the addressee, it shall make every effort to ensure the actual receipt of such communication by the other party. 

Electronic communication shall be confirmed by an original signed paper version of that communication if requested by any of the parties provided that this request is submitted without unjustified delay. The sender shall send the original signed paper version without unjustified delay.
II.2.3
Mail sent using the postal services is deemed to have been received by the contracting authority on the date on which it is registered by the department responsible referred to in Article I.6. 

Any formal notification shall be made by registered mail with return receipt or equivalent, or by equivalent electronic means. 
Article II.3 – Liability

II.3.1
The contractor shall be solely responsible for complying with any legal obligations incumbent on it.

II.3.2
The contracting authority shall not be held liable for any damage caused or sustained by the contractor, including any damage caused by the contractor to third parties during or as a consequence of performance of the contract, except in the event of wilful misconduct or gross negligence on the part of the contracting authority.

II.3.3
The contractor shall be held liable for any loss or damage sustained by the contracting authority in performance of the contract, including in the event of subcontracting, and for any claim by a third party, but only to an amount not exceeding three times the total amount of the contract. Nevertheless, if the damage or loss is caused by the gross negligence or wilful misconduct of the contractor or of its personnel or subcontractors, the contractor shall have unlimited liability for the amount of the damage or loss. 
II.3.4
The contractor shall indemnify and hold the Union harmless for all damages and costs incurred due to any claim. The contractor shall provide compensation in the event of any action, claim or proceeding brought against the contracting authority by a third party as a result of damage caused by the contractor during the performance of the contract. In the event of any action brought by a third party against the contracting authority in connection with the performance of the contract, including any alleged breach of intellectual property rights, the contractor shall assist the contracting authority. Such expenditure incurred by the contractor may be borne by the contracting authority.

II.3.5
The contractor shall take out an insurance policy against risks and damage relating to the performance of the contract, if required by the relevant applicable legislation. It shall take out supplementary insurance as reasonably required by standard practice in the industry. A copy of all the relevant insurance contracts shall be sent to the contracting authority should it so request.

Article II.4 - Conflict of interest

II.4.1
The contractor shall take all the necessary measures to prevent any situation of conflict of interest. Such situation arises where the impartial and objective performance of the contract is compromised for reasons involving economic interest, political or national affinity, family or emotional ties, or any other shared interest. 

II.4.2
Any situation constituting or likely to lead to a conflict of interest during the performance of the contract shall be notified to the contracting authority in writing without delay. The contractor shall immediately take all the necessary steps to rectify the situation. The contracting authority reserves the right to verify that the steps taken are appropriate and may require that additional steps be taken within a specified deadline. 

II.4.3
The contractor declares that it has not granted and will not grant, has not sought and will not seek, has not attempted and will not attempt to obtain and has not accepted and will not accept, any advantage, financial or in kind, to or from any party whatsoever, when such advantage constitutes an illegal practice or involves corruption, either directly or indirectly, in so far as it serves as an incentive or reward relating to the performance of the contract.

II.4.4
The contractor shall pass on all the relevant obligations in writing to its personnel and to any natural person with the power to represent it or take decisions on its behalf and ensure that it is not placed in a situation which could give rise to conflicts of interest. The contractor shall also pass on all the relevant obligations in writing to third parties involved in the performance of the contract including subcontractors. 

Article II.5 – Confidentiality

II.5.1
The contracting authority and the contractor shall treat with confidentiality any information and documents, in any form, disclosed in writing or orally in relation to the performance of the contract and identified in writing as confidential.
The contractor shall: 

(a)
not use confidential information and documents for any purpose other than fulfilling its obligations under the contract without prior written agreement of the contracting authority; 

(b)
ensure the protection of such confidential information and documents with the same level of protection it uses to protect its own confidential information, but in no case any less than reasonable care; 

(c)
not disclose directly or indirectly confidential information and documents to third parties without prior written agreement of the contracting authority.

II.5.2
The confidentiality obligation set out in Article II.5.1 shall be binding on the contracting authority and the contractor during the performance of the contract and for five years starting from the date of the payment of the balance unless: 

(a)
the  concerned party agrees to release the other party from the confidentiality obligation earlier; 

(b)
the confidential information becomes public through other means than in breach of the confidentiality obligation, through disclosure by the party bound by that obligation;

(c)
the disclosure of the confidential information is required by law. 

II.5.3 
The contractor shall obtain from any natural person with the power to represent it or take decisions on its behalf, as well as from third parties involved in the performance of the contract, an undertaking that they will comply with the confidentiality obligation set out in Article II.5.1.

Article II.6 – Processing of personal data

II.6.1
Any personal data included in the contract shall be processed pursuant to Regulation (EC) 45/2001 of the European Parliament and of the Council of 18 December 2000 on the protection of individuals with regard to the processing of personal data by the Community institutions and bodies and on the free movement of such data. Such data shall be processed by the data controller solely for the purposes of the performance, management and monitoring of the contract without prejudice to its possible transmission to the bodies charged with monitoring or inspection tasks in application of Union law. 

II.6.2
The contractor shall have the right to access its personal data and the right to rectify any such data. The contractor should address any queries concerning the processing of its personal data to the data controller. 

II.6.3
The contractor shall have right of recourse at any time to the European Data Protection Supervisor.

II.6.4
Where the contract requires the processing of personal data by the contractor, the contractor may act only under the supervision of the data controller, in particular with regard to the purposes of the processing, the categories of data which may be processed, the recipients of the data and the means by which the data subject may exercise his rights.

II.6.5
The contractor shall grant its personnel access to the data to the extent strictly necessary for the performance, management and monitoring of the contract.

II.6.6
The contractor undertakes to adopt appropriate technical and organisational security measures having regard to the risks inherent in the processing and to the nature of the personal data concerned in order to:

(a)
prevent any unauthorised person from gaining access to computer systems processing personal data, and especially:

(i)
unauthorised reading, copying, alteration or removal of storage media;

(ii)
unauthorised data input, as well as any unauthorised disclosure, alteration or erasure of stored personal data;

(iii)
unauthorised use of data-processing systems by means of data transmission facilities;

(b)
ensure that authorised users of a data-processing system can access only the personal data to which their access right refers;

(c)
record which personal data have been communicated, when and to whom;

(d)
ensure that personal data being processed on behalf of third parties can be processed only in the manner prescribed by the contracting authority;

(e)
ensure that, during communication of personal data and transport of storage media, the data cannot be read, copied or erased without authorisation;

(f)
design its organisational structure in such a way that it meets data protection requirements.

Article II.7 – Subcontracting

II.7.1
The contractor shall not subcontract without prior written authorisation from the contracting authority nor cause the contract to be de facto performed by third parties.

II.7.2
Even where the contracting authority authorises the contractor to subcontract to third parties, it shall nevertheless remain bound by its contractual obligations and shall be solely responsible for the proper performance of this contract.

II.7.3
The contractor shall make sure that the subcontract does not affect rights and guarantees granted to the contracting authority by virtue of this contract, notably by Article II.18.

Article II.8 – Amendments

II.8.1
Any amendment to the contract shall be made in writing before fulfilment of any new contractual obligations and in any case before the date of payment of the balance. 

II.8.2
The amendment may not have the purpose or the effect of making changes to the contract which might call into question the decision awarding the contract or result in unequal treatment of tenderers.
Article II.9 – Assignment 
II.9.1
The contractor shall not assign the rights, including claims for payments, and obligations arising from the contract, in whole or in part, without prior written authorisation from the contracting authority.
II.9.2
In the absence of such authorisation, or in the event of failure to observe the terms thereof, the assignment of rights or obligations by the contractor shall not be enforceable against the contracting authority and shall have no effect on it.

Article II.10 – Ownership of the results - Intellectual and industrial property rights

II.10.1
Definitions

In this contract the following definitions apply:

(1) 'results' means any intended outcome of the performance of the contract which is delivered and finally accepted by the contracting authority. 

(2) 'creator' means any natural person who contributed to the production of the result and includes personnel of the contracting authority or a third party. 

(3) 'pre-existing rights' means any industrial and intellectual property rights, including background technology, which exist prior to the contracting authority or the contractor ordering them for the purpose of the contract execution and include rights of ownership and use by the contractor, the creator, the contracting authority and any third parties. 

II.10.2
Ownership of the results

The ownership of the results shall be fully and irrevocably acquired by the Union under this contract including any rights in any of the results listed in this contract. Those rights in the results may includecopyright and other intellectual or industrial property rights, as well as all technological solutions and information contained within these technological solutions, produced in performance of the contract. The contracting authority may exploit them as stipulated in this contract. All the rights shall be acquired by the Union from the moment the results are delivered by the contractor and accepted by the contracting authority. Such delivery and acceptance are deemed to constitute an effective assignment of rights from the contractor to the Union. 

The payment of the price as set out in the order forms or specific contracts is deemed to include any fees payable to the contractor in relation to the acquisition of ownership of rights by the Union including all forms of use of the results.

The acquisition of  rights by the Union under this contract covers all territories worldwide. 

Any intermediary sub-result, raw data, intermediary analysis made available by the contractor cannot be used by the contracting authority without the written consent of the contractor, unless the contract explicitly provides for it to be treated as a self-contained result. 
II.10.3
Licensing of pre-existing rights

The Union shall not acquire ownership of the pre-existing rights. 

The contractor shall license the pre-existing rights on a royalty-free, non-exclusive and irrevocable basis to the Union which may use the pre-existing right as foreseen in Article I.8.1 or in order forms or specific contracts. All the pre-existing rights shall be licensed to the Union from the moment the results were delivered and accepted by the contracting authority. 

The licensing of pre-existing rights to the Union under this contract covers all territories worldwide and is valid for the whole duration of intellectual property rights protection.
II.10.4
Modes of exploitation

The Union shall acquire ownership of each of the results produced as an outcome of this contract which may be used for any of the following purposes: 

(a) giving access upon individual requests without the right to reproduce or exploit, as provided for by Regulation 1049/2001 of the European Parliament and of the Council of 30 May 2001 regarding public access to European Parliament, Council and Commission documents; 

(b) storage of the original and copies made in accordance with this contract; 

(c) archiving in line with the document management rules applicable to the contracting authority. 

II.10.5
Identification and evidence of granting of pre-existing rights and rights of third parties

When delivering the results, the contractor shall warrant that they are free of rights or claims from creators and third parties including in relation to pre-existing rights, for any use envisaged by the contracting authority. This does not concern the moral rights of natural persons. 

The contractor shall establish to that effect a list of all pre-existing rights and rights of creators and third parties on the results of this contract or parts thereof. This list shall be provided no later than the date of delivery of the final results. 

In the result the contractor shall clearly point out all quotations of existing textual works. The complete reference should include as appropriate: name of the author, title of the work, date and place of publication, date of creation, address of publication on internet, number, volume and other information which allows the origin to be easily identified. 

Upon request by the contracting authority, the contractor shall provide evidence of ownership of or rights to use all the listed pre-existing rights and rights of third parties except for the rights owned by the Union.

This evidence may refer, inter alia, to rights to: parts of other documents, images, graphs, tables, data, software, technical inventions, know-how etc. (delivered in paper, electronic or other form), IT development tools, routines, subroutines and/or other programs ("background technology"), concepts, designs, installations or pieces of art, data, source or background materials or any other parts of external origin.

The evidence shall include, as appropriate: 

(a) the name and version number of a software product; 

(b) the full identification of the work and its author, developer, creator, translator, data entry person, graphic designer, publisher, editor, photographer, producer; 
(c) a copy of the licence to use the product or of the agreement granting the relevant rights to the contractor or a reference to this licence; 

(d) a copy of the agreement or extract from the employment contract granting the relevant rights to the contractor where parts of the results were created by its personnel; 

(e) the text of the disclaimer notice if any.

Provision of evidence does not release the contractor from its responsibilities in case it is found that it does not hold the necessary rights, regardless of when and by whom this fact was revealed. 

The contractor also warrants that it possesses the relevant rights or powers to execute the transfer and that it has paid or has verified payment of all due fees including fees due to collecting societies, related to the final results.

II.10.6
Creators

By delivering the results the contractor warrants that the creators undertake not to oppose that their names be recalled when the results are presented to the public and confirms that the results can be divulged. Names of authors shall be recalled on request in the manner communicated by the contractor to the contracting authority. 

The contractor shall obtain the consent of creators regarding the granting of the relevant rights and be ready to provide documentary evidence upon request. 

II.10.7
Persons appearing in photographs or films
If natural, recognisable persons appear in a result or their voice is recorded the contractor shall submit a statement of these persons (or of the persons exercising parental authority in case of minors) where they give their permission for the described use of their image or voice on request by the contracting authority. This does not apply to persons whose permission is not required in line with the law of the country where photographs were taken, films shot or audio records made. 

II.10.8
Copyright for pre-existing rights
When the contractor retains pre-existing rights on parts of the results, reference shall be inserted to that effect when the result is used as set out in Article I.8.1 with the following disclaimer: © - year – European Union. All rights reserved. Certain parts are licensed under conditions to the EU. 
II.10.9
Visibility of Union funding and disclaimer 

When making use of the results, the contractor shall declare that they have been produced within a contract with the Union and that the opinions expressed are those of the contractor only and do not represent the contracting authority's official position. The contracting authority may waive this obligation in writing. 
Article II.11 – Force majeure

II.11.1
'Force majeure' means any unforeseeable and exceptional situation or event beyond the parties' control which prevents either of them from fulfilling any of their obligations under the contract, which was not attributable to error or negligence on their part or on the part of subcontractors and which proves to be inevitable in spite of exercising due diligence. Any default of a service, defect in equipment or material or delays in making them available, unless they stem directly from a relevant case of force majeure, as well as labour disputes, strikes or financial difficulties, cannot be invoked as force majeure.

II.11.2
A party faced with force majeure shall formally notify the other party without delay, stating the nature, likely duration and foreseeable effects.

II.11.3
The party faced with force majeure shall not be held in breach of its contractual obligations if it has been prevented from fulfilling them by force majeure. Where the contractor is unable to fulfil its contractual obligations owing to force majeure, it shall have the right to remuneration only for the tasks actually executed.

II.11.4
The parties shall take all the necessary measures to limit any damage due to force majeure.

Article II.12 – Liquidated damages

The contracting authority may impose liquidated damages should the contractor fail to complete its contractual obligations, also with regard to the required quality level, according to the tender specifications. 

Should the contractor fail to perform its contractual obligations within the time-limits set by the contract, then, without prejudice to the contractor's actual or potential liability or to the contracting authority's right to terminate the contract, the contracting authority may impose liquidated damages for each and every calendar day of delay according to the following formula: 


0.3 x (V/d) 
V is the amount specified in Article I.3.1;

d is the duration specified in Article I.2.3 expressed in calendar days.

The contractor may submit arguments against this decision within 30 days of receipt of the formal notification. In the absence of a reaction on its part or of written withdrawal by the contracting authority within 30 days of the receipt of such arguments, the decision imposing the liquidated damages shall become enforceable. 

The parties expressly acknowledge and agree that any sums payable under this article are in the nature of liquidated damages and not penalties, and represent a reasonable estimate of fair compensation for the losses incurred due to failure to fulfil obligations which may be reasonably anticipated.

Article II.13 – Suspension of the performance of the contract

II.13.1 Suspension by the contractor

The contractor may suspend the performance of the contract or any part thereof if a case of force majeure makes such performance impossible or excessively difficult. The contractor shall inform the contracting authority about the suspension without delay, giving all the necessary reasons and details and the envisaged date for resuming the performance of the contract. 

Once the circumstances allow resuming performance, the contractor shall inform the contracting authority immediately, unless the contracting authority has already terminated the contract. 

II.13.2 Suspension by the contracting authority

The contracting authority may suspend the performance of the contract or any part thereof:

(a)
if the contract award procedure or the performance of the contract prove to have been subject to substantial errors, irregularities or fraud; 

(b) 
in order to verify whether presumed substantial errors, irregularities or fraud have actually occurred. 

Suspension shall take effect on the day the contractor receives formal notification, or at a later date provided in the notification. The contracting authority shall give notice as soon as possible to the contractor to resume the service suspended or inform the contractor that it is proceeding with the termination of the contract. The contractor shall not be entitled to claim compensation on account of suspension of the contract or of part thereof.

Article II.14 – Termination of the contract

II.14.1
Grounds for termination

The contracting authority may terminate the contract in the following circumstances:

(a) if a change to the contractor’s legal, financial, technical or organisational or ownership situation is likely to affect the performance of the contract substantially or calls into question the decision to award the contract;

(b) if execution of the tasks has not actually commenced within three months of the date foreseen, and the new date proposed, if any, is considered unacceptable by the contracting authority, taking into account Article II.8.2;

(c) if the contractor does not perform the contract as established in the tender specifications or fails to fulfil another substantial contractual obligation; 

(d) in the event of force majeure notified in accordance with Article II.11 or if the performance of the contract has been suspended by the contractor as a result of force majeure, notified in accordance with Article II.13, where either resuming performance is impossible or the modifications to the contract might call into question the decision awarding the contract or result in unequal treatment of tenderers; 

(e) if the contractor is declared bankrupt, is being wound up, is having its affairs administered by the courts, has entered into an arrangement with creditors, has suspended business activities, is the subject of proceedings concerning those matters, or is in any analogous situation arising from a similar procedure provided for in national legislation or regulations;

(f) if the contractor or any natural person with the power to represent it or take decisions on its behalf has been found guilty of professional misconduct proven by any means;

(g) if the contractor is not in compliance with its obligations relating to the payment of social security contributions or the payment of taxes in accordance with the legal provisions of the country in which it is established or with those of the country of the applicable law of this contract or those of the country where the contract is to be performed;

(h) if the contracting authority has evidence that the contractor or natural persons with the power to represent it or take decisions on its behalf have committed fraud, corruption, or are involved in a criminal organisation, money laundering or any other illegal activity detrimental to the Union's financial interests;

(i) if the contracting authority has evidence that the contractor or natural persons with the power to represent it or take decisions on its behalf have committed substantial errors, irregularities or fraud in the award procedure or the performance of the contract, including in the event of submission of false information;

(j) if the contractor is unable, through its own fault, to obtain any permit or licence required for performance of the contract.

II.14.2
Procedure for termination
When the contracting authority intends to terminate the contract it shall formally notify the contractor of its intention specifying the grounds thereof. The contracting authority shall invite the contractor to make any observations and, in the case of point (c) of Article II.14.1, to inform the contracting authority about the measures taken to continue the fulfilment of its contractual obligations, within 30 days from receipt of the notification. 

If the contracting authority does not confirm acceptance of these observations by giving written approval within 30 days of receipt, the termination procedure shall proceed. In any case of termination the contracting authority shall formally notify the contractor about its decision to terminate the contract. In the cases referred to in points (a), (b), (c), (e), (g) and (j) of Article II.14.1 the formal notification shall specify the date on which the termination takes effect. In the cases referred to in points (d), (f), (h), and (i) of Article II.14.1 the termination shall take effect on the day following the date on which notification of termination is received by the contractor. 
II.14.3
Effects of termination
In the event of termination, the contractor shall waive any claim for consequential damages, including any loss of anticipated profits for uncompleted work. On receipt of the notification of termination, the contractor shall take all the appropriate measures to minimise costs, prevent damages, and cancel or reduce its commitments. The contractor shall have 60 days from the date on which termination takes effect to draw up the documents required by the special conditions for the tasks already executed on the date of termination and produce an invoice if necessary. The contracting authority may recover any amounts paid under the contract. 

The contracting authority may claim compensation for any damage suffered in the event of termination.  

On termination the contracting authority may engage any other contractor to execute or complete the services. The contracting authority shall be entitled to claim from the contractor all extra costs incurred in this regard, without prejudice to any other rights or guarantees it may have under the contract.

Article II.15 – Reporting and payments

II.15.1 Date of payment
Payments shall be deemed to be effected on the date when they are debited to the contracting authority's account.

II.15.2 Currency

The contract shall be in euros. 

Payments shall be executed in euros or in the local currency as provided for in Article I.5. 

Conversion between the euro and another currency shall be made according to the daily euro exchange rate published in the Official Journal of the European Union or, failing that, at the monthly accounting exchange rate established by the European Commission and published on its website, applicable on the day on which the payment order is issued by the contracting authority. 

II.15.3
Costs of transfer

The costs of the transfer shall be borne in the following way:

(a) costs of dispatch charged by the bank of the contracting authority shall be borne by the contracting authority,

(b) cost of receipt charged by the bank of the contractor shall be borne by the contractor,

(c) costs for repeated transfer caused by one of the parties shall be borne by the party causing repetition of the transfer.

II.15.4
Invoices and Value Added Tax
Invoices shall contain the contractor's identification, the amount, the currency and the date, as well as the contract reference. 

Invoices shall indicate the place of taxation of the contractor for value added tax (VAT) purposes and shall specify separately the amounts not including VAT and the amounts including VAT.

The contracting authority is, as a rule, exempt from all taxes and duties, including VAT, pursuant to the provisions of Articles 3 and 4 of the Protocol on the Privileges and Immunities of the European Union.

The contractor shall accordingly complete the necessary formalities with the relevant authorities to ensure that the supplies and services required for performance of the contract are exempt from taxes and duties, including VAT exemption.
II.15.5
Pre-financing and performance guarantees
Pre-financing guarantees shall remain in force until the pre-financing is cleared against interim payments or payment of the balance and, in case the latter takes the form of a debit note, three months after the debit note is notified to the contractor. The contracting authority shall release the guarantee within the following month. 

Performance guarantees shall cover performance of the service in accordance with the terms set out in the tender specifications until its final acceptance by the contracting authority. The amount of a performance guarantee shall not exceed the total price of the contract. The guarantee shall provide that it remains in force until final acceptance. The contracting authority shall release the guarantee within a month following the date of final acceptance. 

Where, in accordance with Article I.4, a financial guarantee is required for the payment of pre-financing, or as performance guarantee, it shall fulfill the following conditions:

(a) the financial guarantee is provided by a bank or an approved financial institution or, at the request of the contractor and agreement by the contracting authority, by a third party;

(b) the guarantor stands as first-call guarantor and does not require the contracting authority to have recourse against the principal debtor (the contractor).

The cost of providing such guarantee shall be borne by the contractor.

II.15.6
Interim payments and payment of the balance

The contractor shall submit an invoice for interim payment upon delivery of intermediary results, accompanied by a progress report or any other documents, as provided for in Article I.4 or in the tender specifications. 

The contractor shall submit an invoice for payment of the balance within 60 days following the end of the period referred to in Article I.2.3, accompanied by a final progress report or any other documents provided for in for in Article I.4 or in the tender specifications. 

Upon receipt, the contracting authority shall pay the amount due as interim or final payment within the periods specified in Article I.4, provided the invoice and documents have been approved and without prejudice to Article II.15.7. Approval of the invoice and documents shall not imply recognition of the regularity or of the authenticity, completeness and correctness of the declarations and information they contain.

Payment of the balance may take the form of recovery. 

II.15.7
Suspension of the time allowed for payment
The contracting authority may suspend the payment periods specified in Article I.4 at any time by notifying the contractor that its invoice cannot be processed, either because it does not comply with the provisions of the contract, or because the appropriate documents have not been produced.

The contracting authority shall inform the contractor in writing as soon as possible of any such suspension, giving the reasons for it.

Suspension shall take effect on the date the notification is sent by the contracting authority. The remaining payment period shall start to run again from the date on which the requested information or revised documents are received or the necessary further verification, including on-the-spot checks, is carried out. Where the suspension period exceeds two months, the contractor may request the contracting authority to justify the continued suspension. 

Where the payment periods have been suspended following rejection of a document referred to in the first paragraph and the new document produced is also rejected, the contracting authority reserves the right to terminate the contract in accordance with Article II.14.1(c).

II.15.8. Interest on late payment

On expiry of the payment periods specified in Article I.4, and without prejudice to Article II.15.7, the contractor is entitled to interest on late payment at the rate applied by the European Central Bank for its main refinancing operations in Euros (the reference rate), plus eight points. The reference rate shall be the rate in force on the first day of the month in which the payment period ends, as published in the C series of the Official Journal of the European Union. 

The suspension of the payment periods in accordance with Article II.15.7 may not be considered as a late payment.

Interest on late payment shall cover the period running from the day following the due date for payment up to and including the date of actual payment as defined in Article II.15.1.

However, when the calculated interest is lower than or equal to EUR 200, it shall be paid to the contractor only upon request submitted within two months of receiving late payment.
Article II.16 - Reimbursements

II.16.1
Where provided by the special conditions or by the tender specifications, the contracting authority shall reimburse the expenses which are directly connected with execution of the tasks on production of original supporting documents, including receipts and used tickets, or failing that, on production of copies or scanned originals, or on the basis of flat rates.

II.16.2
Travel and subsistence expenses shall be reimbursed, where appropriate, on the basis of the shortest itinerary and the minimum number of nights necessary for overnight stay at the destination.

II.16.3
Travel expenses shall be reimbursed as follows:

(a)
travel by air shall be reimbursed up to the maximum cost of an economy class ticket at the time of the reservation;

(b)
travel by boat or rail shall be reimbursed up to the maximum cost of a first class ticket;

(c)
travel by car shall be reimbursed at the rate of one first class rail ticket for the same journey and on the same day;

In addition, travel outside Union territory shall be reimbursed provided the contracting authority has given its prior written consent.

II.16.4
Subsistence expenses shall be reimbursed on the basis of a daily subsistence allowance as follows:

(a)
for journeys of less than 200 km for a return trip, no subsistence allowance shall be payable;

(b)
daily subsistence allowance shall be payable only on receipt of supporting documents proving that the person concerned was present at the destination;

(c)
daily subsistence allowance shall take the form of a flat‑rate payment to cover all subsistence expenses, including meals, local transport which includes transport to and from the airport or station, insurance and sundries;

(d)
daily subsistence allowance shall be reimbursed at the flat rates specified in Article I.3; 

e)
accommodation shall be reimbursed on receipt of supporting documents proving the necessary overnight stay at the destination, up to the flat‑rate ceilings specified in Article I.3. 

II.16.5
The cost of shipment of equipment or unaccompanied luggage shall be reimbursed provided the contracting authority has given prior written authorisation.

II.16.6
Conversion between the euro and another currency shall be made as specified in Article II.5.2. 

Article II.17 – Recovery

II.17.1
If an amount is to be recovered under the terms of the contract, the contractor shall repay the contracting authority the amount in question according to the terms and by the date specified in the debit note.

II.17.2
If the obligation to pay the amount due is not honoured by the date set by the contracting authority in the debit note, the amount due shall bear interest at the rate indicated in Article II.15.8. Interest on late payments shall cover the period from the day following the due date for payment, up to and including the date when the contracting authority receives the full payment of the amount owed. 

Any partial payment shall first be entered against charges and interest on late payment and then against the principal amount.
II.17.3
If payment has not been made by the due date, the contracting authority may, after informing the contractor in writing, recover the amounts due by offsetting them against any amounts owed to the contractor by the Union or by the European Atomic Energy Community or by calling in the financial guarantee, where provided for in Article I.4. 
Article II.18 – Checks and audits

II.18.1
The contracting authority and the European Anti-Fraud Office may check or have an audit on the performance of the contract. It may be carried out either directly by their own staff or by any other outside body authorised to do so on their behalf. 

Such checks and audits may be initiated during the performance of the contract and during a period of five years which starts running from the date of the payment of the balance. 

The audit procedure shall be deemed to be initiated on the date of receipt of the relevant letter sent by the contracting authority. Audits shall be carried out on a confidential basis.

II.18.2
The contractor shall keep all original documents stored on any appropriate medium, including digitised originals when they are authorised by national law and under the conditions laid down therein, for a period of five years which starts running from the date of payment of the balance. 

II.18.3
The contractor shall allow the contracting authority's staff and outside personnel authorised by the contracting authority the appropriate right of access to sites and premises where the contract is performed and to all the information, including information in electronic format, needed in order to conduct such checks and audits. The contractor shall ensure that the information is readily available at the moment of the check or audit and, if so requested, that information be handed over in an appropriate form. 

II.18.4
On the basis of the findings made during the audit, a provisional report shall be drawn up. It shall be sent to the contractor, which shall have 30 days following the date of receipt to submit observations. The final report shall be sent to the contractor within 60 days following the expiry of that deadline.

On the basis of the final audit findings, the contracting authority may recover all or part of the payments made and may take any other measure which it considers necessary.

II.18.5
By virtue of Council Regulation (Euratom, EC) No 2185/96 of 11 November 1996 concerning on-the-spot checks and inspection carried out by the Commission in order to protect the European Communities' financial interests against fraud and other irregularities and Regulation (EC) No 1073/1999 of the European Parliament and the Council of 25 May 1999 concerning investigation conducted by the European Anti-Fraud Office (OLAF), the OLAF may also carry out on‑the‑spot checks and inspections in accordance with the procedures laid down by Union law for the protection of the financial interests of the Union against fraud and other irregularities. Where appropriate, the findings may lead to recovery by the contracting authority.

II.18.6
The Court of Auditors shall have the same rights as the contracting authority, notably right of access, for the purpose of checks and audits.

Annex I- Tender Specifications

The contractor will provide services concerning verification of the suitability of the method proposed to produce early CO2 emission estimates as defined in the technical specifications of Tender specifications ESTAT/E/2015/025 (201X/S XXX-XXXX – XXXXX) - Version dated XX/XX/XX available on e-Tendering website:
https://etendering.ted.europa.eu/cft/cft-display.html?cftId=863

Annex II - Contractor’s Tender
Reference: contractor’s tender N° xxx of XX/XX/XXXX (date).

Annex III – POWER OF ATTORNEY
Annex IV – E-PRIOR: e-invoicing agreement
Option l : Via Web-Services

Article 1: Subject of agreement

The Parties undertake the necessary measures to mutually use EDI for the communication in the following areas:

- Invoicing from the entry into force of the present agreement;

- Credit notes from the entry into force of the present agreement.

The Parties hereby agree that any data, invoice and credit note exchanged after the entry into force of the amendment shall constitute a real transaction and shall have full legal effect.

The Parties undertake the necessary measures to implement and maintain electronic systems that enable the effective use of EDI. The electronic systems are specified in the attached Interface Control Document.

In the cases where the EDI communication is hindered by factors beyond the powers of the Parties, the Parties undertake to notify each other and to make the necessary measures to restore the EDI communication.

If it is impossible to restore the EDI communication within a period of 48 (forty-eight) hours, the Commission will notify the Contractor that alternative messaging form will be used, i.e. paper messaging, until the EDI communication is restored.

Article 2: Definitions

Parties agree to apply the following definitions:

Electronic Data Interchange (EDI):  is the electronic transfer, from computer to computer, of

commercial and administrative data using an agreed standard to structure an EDI message.

(EDI) message: a set of segments, structured by using an agreed standard, prepared in a computer readable format and capable of being automatically and unambiguously processed

Standards: a set of codes, lists and guidelines accepted by the Parties for the electronic interchange of EDI messages.

Electronic system: the set of electronic means used by the Parties in order to send or receive electronic messages (own system and system not controlled by the contract Parties specifically referred to).

Own system: the information processing system (computer or network) that is predominantly controlled by the contract Parties specifically referred to. Telecommunication connections leased from a network operator, for instance, do not fall within this scope.
Interface Control Document: is a guideline document, which lays down the technical specifications, message standards, security standards, checks of syntax and semantics etc. in order to give orientation to the implementation of the present agreement. The Commission may change the version attached to the agreement and notifies the Contractor.

Article 3: Validity and acceptance of EDI messages

3.1. 
The Parties agree that an invoice or credit note, sent as mentioned in the lnterface Control Document, qualifies as an EDI message.

3.2. 
An invoice or credit note shall be deemed to have been legally issued or sent when its status is "received" as defined in the Interface Control Document.

Article 4: Legibility and admissibility

4.1. 
The Parties agree that EDI messages that have been stored may be reproduced on any type of data carrier whatsoever and may be made legible by means of said reproduction.
4.2. 
To the extent permitted by the applicable law, the Parties hereby agree that in the event of dispute, the records of EDI messages, which they have maintained in accordance with the terms and conditions of this Agreement, shall be admissible before the Courts and shall constitute evidence of the facts contained therein unless evidence to the contrary is adduced.

Article 5: Registration and storage of EDI messages

5.1.
All EDI messages exchanged by the Parties shall be stored by each Party, unaltered and securely, in accordance with the time limits and specifications prescribed by the applicable legislative requirements.

Article 6: Protection of EDI Messages

6.1. 
The Parties undertake the necessary measures to implement and maintain safety measures and procedures in order to adequately prevent messaging incurring any delays, messages being corrupted as to content or form, or messages being lost. Similarly, Parties shall strive to prevent third parties from obtaining unauthorised access to messages.

6.2. 
The safety measures and procedures are defined in the Interface Control Document. 

6.3.
If the use of safety measures and procedures leads to the rejection or detection of one or more errors in an EDI message, the receiver shall inform the sender thereof as soon as possible, but at the latest within 2 (two) calendar days.

Option 2: Via Supplier Portal

Article 1: Subject of agreement

1.1
The Parties agree that the Contractor will use the European Commission's Supplier Portal for communication in the following areas: 

- Invoicing from the entry into force of the present agreement

1.2 
The Parties hereby agree that any invoice and related attachments exchanged through the Supplier Portal after the entry into force of the amendment shall constitute a real transaction and shall have full legal effect.

1.3
The European Commission undertakes the necessary measures to implement and maintain electronic systems that enable the effective use of the Supplier Portal. The electronic systems are specified in the attached Supplier Portal Overview and e- Invoicing User Manual.

1.4 
In the cases where communication via the Supplier Portal is hindered by factors beyond the powers of the Parties, the Parties undertake to notify each other and to make the necessary measures to restore this communication.

1.5 
If it is impossible to restore the communication via the Supplier Portal within a period of 2 working days, the Commission will notify the Contractor that alternative messaging form will be used, i.e. paper messaging, until the Supplier Portal is restored.

Article 2: Definitions

Parties agree to apply the following definitions:

Supplier Portal: portal hosted by the Commission that allows Contractors to exchange electronic business documents, such as invoices, through a graphical user interface.

Invoice data is entered through a number of screens, while attachments can be uploaded and are linked to a specific business document.

Supplier Portal Overview: document that gives a generic overview of the features of the Supplier Portal.

e-Invoicing User Manual: document that explains to Contractors how to use the e- Invoicing module of the Supplier Portal.

Article 3: Validity and acceptance of electronic invoices

3.1.
The Parties agree that an invoice, sent via the Supplier Portal, qualifies as an electronic invoice.

3.2. 
An invoice shall be deemed to have been legally issued or sent when the Contractor was able to successfully submit the invoice without any error messages. The generated PDF and XML document related to the electronic invoice are to be considered as a proof of receipt by the Commission.

Article 4: Admissibility

4.1.
To the extent permitted by the applicable law, the Parties hereby agree that in the event of dispute, the electronic invoices, shall be admissible before the Courts and shall constitute evidence of the facts contained therein unless evidence to the contrary is adduced.

Article 5: Storage of electronic invoices

5.1.
As described in the e-lnvoicing User Guide, the Contractor shall for each electronic invoice download the PDF and XML message within the following year after submission, and store them securely together with the related attachments, if any.

ANNEX 11. Technical information regarding e-prior 
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Annex 12 List of documents to be submitted

	Description
	Section
	Single or Main contractor
	Sub-contractor
	Coordinator or group leader in joint bid
	All partners in joint bid

	Administrative information form  

Annex 1
	4.4.1
	■
	
	■
	■

	Legal Entity form 

Annex 2
	4.4.1
	■
	■
	■
	■

	Financial identification form

Annex 3
	4.4.1
	■
	
	■
	

	Questionnaire for joint bids and/or subcontracting  

Annex 4
	4.4.1
	■
	■
	■
	■

	Letter of availability of a proposed expert and the subcontractor(s)

Annex 5
	4.4.1
	■
	■
	■
	■

	A letter signed by each member of the consortium giving the authorisation to the lead partner to submit the tender on its behalf. (free format)
	4.4.1
	
	
	
	■

	Power of attorney (to be provided only on  request)

Annex 6
	4.4.1
	
	
	■
	■

	Declaration on grounds for exclusion 

Annex 7
	4.4.2
	■
	■
	■
	■

	Evidence concerning Grounds for exclusion (to be provided only on  request)
	4.4.2
	■
	■
	■
	■

	Compulsory form for accounting data 

Annex 8
	4.4.3
	■
	
	■
	■

	Full set of annual accounts (balance sheet, profit and loss account and notes on the accounts) for the past two years. 
	4.4.3
	■
	
	■
	■

	Evidence of the educational and professional qualifications (CV)
	4.4.3
	■
	■
	■
	■

	List of the principal services provided in the past three years
	4.4.3
	■
	■

	■
	■


	Any relevant evidence proving the requirements of the specific selection criteria
	 2.8
	■
	■

	■
	■


	Compulsory reply form for financial bid

Annex 9


	4.4.5
	■
	
	■
	


� 	This covers the company directors, members of the management or supervisory bodies, and cases where one natural person holds a majority of shares. 


� 	As provided for in Article 109 of the Financial Regulation (EU, Euratom) 966/2012 and Article 145 of the Rules of Application of the Financial Regulation


� To be used in case of consortium


� In case of consortium


� In case of use of e-Invoicing 


� If not already included otherwise, namely in the CV's of the experts.


� If not already included otherwise, namely in the CV's of the experts.


� If relevant.


� If relevant.
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1. INTRODUCTION

1.1. Backgroun.d

The IDABC e-Invoicing and e-Ordering project was started in the summer of 2007 as a joint
initiative from the DG Internal Market and Services and the DG for Information Technology.
The overall objectives of this project are twofold:

e To contribute to the use of electronic invoicing in the public sector in line with the objectives
of the 12010 e-Government action plan and the e-Procurement action plan.
e To contribute to the establishment of the European Electronic Invoicing Framework (EEI),
which is under the responsibility of the Expert Group on e-Invoicing
In this context, a pilot project has been launched to setup a Public Procurement Information
System (e-Invoicing and e-Ordering) between DIGIT and a number of its Suppliers. For this to
happen the Information Systems of the stakeholders must have some knowledge of each other.
Therefore common interface definitions and conventions are required. The ‘Interface Control
Document’, hereinafter referred to as the 'ICD’, is the specification governing the interactions
between the Public Procurement Information System piloted by DIGIT and the Information
Systems of its Suppliers. Among other things, it describes the inputs and boundary conditions for
the public procurement services offered by DIGIT and what these services are expected to
deliver.

1.2. Purpose of the Interface Control Document

e-PRIOR (electronic PRocurement, Invoicing and Ordering) is the acronym of the service
oriented platform currently being developed by the European Commission, DG for Information
Technology, hereinafter referred to as 'DIGIT'. This enterprise application aims at making
available via electronic means several services related to the post-awarding stages of public
procurement (i.e. ordering and invoicing). The Suppliers of DIGIT, hereinafter referred to as the
'Suppliers’, will therefore be able to use these services via machine-to-machine interactions.

Given the role of intermediary between the external world and the back-office applications of
DIGIT, e-PRIOR is designed to interoperate with a large number of applications of
heterogeneous nature. In effect, this project has been seeded by the larger IDABC initiative and
is profoundly inspired by the European Interoperability Framework (see [REF7]).

As discussed above, e-PRIOR provides an integrated service oriented environment whose
objective is to simplify the task of exchanging information among various Information Systems.
Consequently, the Suppliers will be able to exchange the documents, which today are conveyed
in paper via the postal service or fax, in electronic format. For services to be used via machine-
to-machine interactions, the Suppliers must use Information Systems in the role of initiator or
responder agent. To accomplish this task, the Suppliers may use their own Information System(s)
or the ones of a third party authorised for this purpose. The term Suppliers will from now on also
cover these authorised third parties.

Interacting with e-PRIOR is rather similar to the interaction with the classic postal service where
messages are delivered to the post office respecting certain conventions (the name of the sender,
the name of the receiver, etc...). The postal service then takes responsibility for safe delivery of
the messages to their final destination. The e-PRIOR platform performs the same tasks for
electronic messages. Instead of being posted, these documents (like an invoice) will be enclosed
within the body of an electronic envelope (a.k.a. the message). This message will then be
conveyed to DIGIT using widespread electronic communication and transport mechanisms. To
be computer readable, these documents must be capable of being automatically and
unambiguously processed. Therefore, every exchanged document must respect a set of pre-
agreed standards.
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Following the clarification of the above concepts, it is now possible to state that the purpose of
the ICD is to detail the information exchange operations between the Suppliers (i.e. the entities
aiming at using the services exposed by e-PRIOR) and DIGIT (i.e. the entity facilitating these
services).

1.3. What is a service?

For the purpose of the ICD, a service is defined as an abstract resource that performs specific
actions (a.k.a. business-level operations, or simply, operations) in the scope of one or several
business processes (e.g. invoicing, ordering). Within the context of Public Procurement, the most
natural and familiar way for a service to operate is via the exchange of documents between the
entity providing the service and the entity requesting its use (and vice-versa). Therefore, each
business process can be decomposed in a set of services made up of one or more atomic
operations. As an example, the Invoice Service supports a single operation called Submit Invoice
in which the Supplier is assigned the role of initiator entity and DIGIT the role of responder
entity. It should be noted that in some cases DIGIT may also be assigned the role of initiator
entity and, by contrast, the Supplier the role of responder entity (e.g. the OrderService). The
operands of each operation are documents which are exchanged and processed by these entities.
Each Operation will either finish in a ‘success’ or ‘error’ state'. If it succeeds, its result becomes
binding as agreed between DIGIT and the Supplier in the ‘Interchange Agreement’? (see [REF3])
signed upfront by both parties. This is a precondition for the use of every service.

The ICD details the what (i.e. what services are available and what Suppliers should expect from
each service from a functional and non-functional viewpoint) and the how (i.e. how these
services are implemented from a technical viewpoint and how they should be used to yield the
expected result) about the services exposed by the e-PRIOR platform. All annexes to the ICD are
equally part of the specification and should be treated as biding documents. For clarity purposes,
the main document is kept as easy to read and lean as possible.

To conclude, DIGIT and its Suppliers will engage in a number of operations playing opposite
roles. To perform these exchanges, the Supplier will use an Information System, as a general
rule, external to DIGIT. To access the remote services of e-PRIOR, each Information System
used by the Supplier must demonstrate full conformance to the ICD. The Conformance Protocol
(CP, see [REF4]) is the document containing the detailed test scenarios to be run between DIGIT
and the Suppliers ready to show conformance to this specification.

1.4. Scope of this Document

This specification addresses no more than the service interface of e-PRIOR. All other aspects of
its implementation (e.g. specific information on the software or hardware technology, physical
location, etc...) are behind the scenes and are of no concern to the requester entity (i.e. the
service consumer). This concept is also known as loose coupling.

For the sake of transparency and reliability, e-PRIOR enables the Suppliers to follow-up the state of
each operation using the StatusRequest service. For more information on the states of a request the
reader should consult section 4.5 Document Processing Considerations.

The concrete representation of this agreement, the way it is established and communicated to each
party is beyond the scope of this specification.
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The ICD specification provides to both the provider (i.e. the implementer) of the services and
their consumers with a complete specification of the following aspects:

o Interface Functional Specification, this specifies the set of services and the operations
provided by each service, the input, output, and exception messages of each operation. For
more information on this matter the reader should consult Chapter 5 Functional Capabilities

e Interface Behavioural Specification, this specifies the expected sequence of steps to be
respected by the service consumer. For more information on this matter the reader should
consult section 4.3 Communication Mode Design Model, section 4.5 Document Processing
Considerations and Chapter 5 Functional Capabilities.

o Interface Message standards, this specifies the syntax and semantics of the data and
metadata. For more information on this matter the reader should consult section 4.2
Boundary Interface Design Model.

e Interface Policy Specification, this specifies constraints and policies regarding the operation
of the service. Examples of policies include security, availability, quality of service and the
likes. For more information on this matter the reader should consult section 4.4 Security
Considerations.

Additional details on the Functional Capabilities of e-PRIOR are provided in Chapter 5.

1.5. Audience of this Document

The ICD is intended for a diverse audience and is aimed at everyone interested in understanding
the interface of e-PRIOR from a functional or a technical viewpoint. The target audience for
this document includes business domain and technical experts.

According to RUP (see [REF8]), the roles listed hereunder are part of the target audience:

e Implementers of the services, for an understanding of the interface the service provides, but
also the behaviour its clients expect.

o Implementers of service consumers, for an understanding of the interface which the service
provides, but also how the service expects to be interacted with.

e Designers of services, in understanding the relationship between specifications and the
relationship between services and the specifications they implement.

e Testers of the services, to understand the functionality and quality aspects of the service
model.

1.6. Definitions, Acronyms, and Abbreviations

The glossary in annex provides the reader with the terms used in this document.
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1.7. Reference Documents

The table below provides the reader with the list of referenced documents.

[REF1]

Council Directive 2001/115/EC on Invoicing (Now incorporated in the VAT

Directive 2006/112/EC)

[REF2]

Commission Recommendation 94/820/EC of 19 October 1994 relating to the legal

aspects of electronic data interchange

[REF3]

e-PRIOR Interchange Agreement

[REF4]

e-PRIOR Conformance Test Protocol

[REFS]

OASIS Universal Business Language v2.0

[REF6]

W3C Web Services Architecture

[REF7]

European Interoperability Framework v.1.0 (EIF)

[REFS]

Rational Unified Process version 7.5

[REF9]

Web Services Description Language (WSDL) 1.1

[REF10]

WS-I Basic Profile Version 1.1

[REF11]

Simple Object Access Protocol (SOAP) 1.1

[REF12]

XML Schema 1.1

[REF13]

Extensible Markup Language (XML) 1.0

[REF14]

Hypertext Transfer Protocol 1.1

[REF15]

HTTP Authentication: Basic and Digest Access Authentication

[REF16]

HTTP Over TLS

[REF17]

NES

[REF18]

Schematron

[REF19]

SOAP Messages with Attachments

[REF20]

CEN ISSS WS BI

[REF21]

GLN (Global Location Number) (also know as EAN)

[REF22]

ISO Schematron

[REF23]

RFC 2119
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[REF24]

ebXML (Electronic Business using eXtensible Markup Language)
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2. ARCHITECTURAL PROBLEM STATEMENT

The key architectural problem which e-PRIOR aims at solving is the interoperability between the
internal systems of DIGIT and the broad collection of systems used by its Suppliers. The
business purpose is the exchange of information related to specific post-awarding business
processes.

The figure below provides the answer to the above problem statement. This figure depicts the
high-level conceptual architecture of e-PRIOR.

Whole System boundary

r———_———-—————_-—————-—————ﬂ

e-PRIOR boundary

DU RSN REWE BN USSR WASE e ey

Supplier Systen
1 or more

Figure 1 System Operand, Boundary and Communication mode

The e-PRIOR platform is composed by a set of cooperating layers, each of which deals with the
tasks described below:

» External Interaction Layer, implements the end-points which interact with the Suppliers’
Information Systems.

e Pre-Processing Layer, implements the application of a number of business rules on the
documents to be exchanged.

» Internal Interaction Layer, implements the end-points which interact with the Back-Offices
of DIGIT.

Each layer uses the functions implemented by the other. This separation of responsibilities
among layers provides the flexibility and robustness required by a system positioned right in-
between the Back-Office of DIGIT and the Information System(s) of the Supplier. This is the
visual illustration of the most important architectural concept of e-PRIOR. That of a mediator
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system handling requests from both the Back-Office of DIGIT and the Information System(s) of
the Supplier. e-PRIOR is the enabler of information exchange in a loosely coupled fashion.
Regarding the type of requests which e-PRIOR is expected to receive from these agents the
following logical categorisation will be used:

e Write Requests: any request initiated by the Supplier that aims at creating a new record in
the back-office of DIGIT (such as an invoice record). Since every write request requires a
set of actions by the back-office of DIGIT they must be handled by a multi-step process.
Therefore, these requests are treated in a sequence of discrete steps. Each of them triggered
by a message exchange event. In the time period between the initiation and the closing event
the request object goes through several states within the e-PRIOR database. For more
information on the states of a request the reader should consult section 4.5 Document
Processing Considerations.

o Read Requests: any request initiated by the Supplier that aims at consulting data, in most
cases, known to e-PRIOR (such as the state or the content of a document).

As already mentioned in the previous chapter, the fundamental operand’® of the system is the set
of documents exchanged between DIGIT and its Suppliers. Therefore every request will be
conveyed in a document. Below is the conceptual description of an Invoice Write Request
submitted by a Supplier to e-PRIOR from start to finish:

1) The Supplier starts by creating the electronic document (e.g. Invoice) using its
Information System.

2) Since the document is already in electronic format the tasks to be performed by
the Supplier are the conversion to the appropriate format (i.e. as specified by the
interface of e-PRIOR) and its transmission to DIGIT (i.e. e-PRIOR specific end-
point).

3) The Information System of the Supplier communicates with e-PRIOR over a
secured network channel via a well-defined interface.

4) Every document crossing e-PRIOR’s boundary is received within a particular
electronic message type. For clarity purposes, e-PRIOR will -acknowledge the
message received from the Supplier. This means that an acknowledgement is
immediately sent back to the Supplier.

5) Once successfully received, this message is firstly pre-processed by e-PRIOR
and then handled by the back-office of DIGIT (i.e. the responsible delegate
system which manages the Invoice Approval Workflow). . .

6) The end result of this processing yields the business value to both entities (e.g.
Invoice in the state processed, possibly ready to be paid).

7) Once the Invoice processing is complete, an Application Response is made
available to the Supplier containing the business response to the request. Both
the Inbox Request Service and the Query Request Service enable the Supplier to
consult the documents which were posted by the Customer.

To increase transparency during the aforementioned multi-step processing, the Supplier will be
able to submit Read Requests to e-PRIOR at anytime (e.g. status requests). This enables the
Supplier to track the actual state of the request processing and, once available, fetch the contents
of the business response following an Inbox Request.

The example detailed above focus on the submission of a document by the Supplier to DIGIT.
However, e-PRIOR also enables DIGIT to submit documents to its Suppliers. Regarding the
direction of the documents, exchanged using the e-PRIOR platform, the following logical
categorisation will be used:

? input subject to transformation
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¢ Inbound documents when the initiator is the Supplier (e.g. Invoices);

¢ Outbound documents when the initiator is DIGIT [e.g. Application Responses (i.e.
Responses to documents) Orders].

As it will be later explained in this document, the interaction rules between the Suppliers and
DIGIT will be defined to fit the capabilities of a vast number of Suppliers of different size and
business. For this reason, e-PRIOR enables Suppliers to choose from a set of predefined User
Profiles.

To sum up, to deliver value to the business, the service interface exposed by e-PRIOR will act as
the trusted medium for a large number of entities to send and receive documents to be serviced
either by DIGIT’s back-office or the Supplier’s Information Systems. The next chapters will
detail the protocols to be used in the interaction among these heterogeneous agents. e-PRIOR is
designed to promote scalability and interoperability across boundaries.
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3. ARCHITECTURAL MECHANISMS

This chapter introduces the structural and behavioural mechanisms of e-PRIOR, described in
technology agonistic style. The sections within this chapter describe the architectural
mechanisms, relevant to the operand (i.e. the documents to be exchanged), e-PRIOR’s boundary
interface (i.e. the end-point of the service) and the modes of communication. These elements are
depicted in the figure below.

' Whole System boundary

e-PRIOR boundary

M W W M m— oy

Supplier System
1 or more

Back-Office)
1 or more

r————————

h—————ﬂ—————-———_——————-————d

Figure 2 System Architectural Mechanisms

3.1. Operand Architectural Mechanisms

3.1.1. Reusable Schema Definitions

Since compliance to legal and business regulations is crucial in B2G interactions (see [REF1]
and [REF2]), the several exchanged documents must have a common agreed-upon syntax and
semantics. This mechanism allows the Supplier to use documents assembled upon standard
schemas which conform to a well-defined library of reusable data components. This approach
promotes an enterprise-wide semantic model, implemented in standard schemas which decisively
contribute to standard messages and therefore a stable interface.

3.2. Boundary Interface Architectural Mechanisms

3.2.1. Message Bus Facade

This mechanism allows the Supplier, when using the aforementioned services, to dialogue with a
unique system (i.e. e-PRIOR) using a unified interface via electronic messaging (i.e. e-PRIOR)
instead of connecting to several internal systems of DIGIT. This approach promotes loose
coupling and document-driven conversations. The Supplier encloses documents (e.g. Invoice)
within an electronic message rather than making several calls, which require a number of purely
technical parameters, to back-office systems.
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3.2.2. Content Based Routing

This mechanism allows the Supplier to send its documents to the relevant endpoint of e-PRIOR
and have this document accurately routed, based on the message content, within the several
departments of DIGIT. This approach promotes orthogonality; things that are not related
conceptually are not dependent of each other once implemented by a system. This means that the
interface of e-PRIOR protects the Supplier from changes in DIGIT’s back-office.

3.3. Communication Mode Architectural Mechanisms

3.3.1. Asynchronous Mode (Synchronous Write / Synchronous Read)

This mode allows the Supplier to submit Write Requests and afterwards periodically check the
corresponding response messages, fetch them and process them. Each successful Write Request
from the Supplier (e.g. Invoice. submission) leads e-PRIOR to trigger the back-office workflow
(e.g. Invoice approval which requires several machine and human operations). During this period
the Supplier benefits from read requests to follow-up on the business result of the write request
and ultimately pull the content of its result.

3.3.2. Synchronous Mode

This mode allows the Supplier to quickly know the result of Read Requests which typically
require fast processing. Thus, e-PRIOR uses its business logic and without delay passes the
result to the requester. This mode of communication is aimed at services of informational nature.

3.3.3. Notification Mode

This mode allows the Supplier to be notified about certain events; e.g. when an outbound
message is made available to the Supplier by e-PRIOR.
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4. REALIZATION OF THE ARCHITECTURAL MECHANISMS

The purpose of this chapter is to provide detailed information about the design model which
realizes the architectural mechanisms specified in the previous chapter.

Each mechanism is realized using a specific technology which fulfils the requirements of the
system. Even though this document only specifies the interface of e-PRIOR, all systems depicted
in Figure 3 must be present and work for the delivery of value to the business. Therefore, the
understanding of this chapter is essential for the consumers of e-PRIOR’s services.

Whole System boundary

e-PRIOR boundary
ﬂ

Supplier Syétem

Queue Oul

m” {% I
77

JOT TR W meen WS W TOWN WU MG W A N S e

Figure 3 e-PRIOR realization and Whole System boundary

This chapter is structured in the same way as Chapter 3 Architectural Mechanisms. However,
two additional sections are added:

e Security Considerations

e Document Processing Considerations

Both sections provide additional information on the design model of e-PRIOR. For additional
information on e-PRIOR artefacts the reader should see 7 Annex II: Support Documents.

4.1. Operand Design Model

4.1.1. Reusable Schema Definitions

The OASIS Universal Business Language (UBL, see [REF5]) is the framework used in, the
definition of the documents to be exchanged between the Suppliers and DIGIT. According to this
specification:

“The UBL Library is based on a conceptual model of information components known as
Business Information Entities (BIEs). These components are assembled into specific document
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models such as Order and Invoice. These document assembly models are then transformed in
accordance with the UBL Naming and Design Rules into W3C XSD schema syntax. ”

This means that a well-defined library of reusable data components will be used throughout
several documents enabling an enterprise-wide semantic model instead of a per-document silo
definition. The diagram below shows the dependencies among the several schema modules of
most UBL XML document schemas (see [REF12])

Document Schema - include--»
e.g. Invoice, Order, etc. —import—»
Common
Aggregate
Components Common P
(cac) Extension | .
Components
(ext)
<
Common
Basic
Components
(cbc)
A
Qualified/
Specialized
Datatypes
(qdt) Ungqualified
Datatypes
(udt)

Figure 4 UBL Documents Architecture

The UBL TC uses XSD, the W3C XSD standard to specify the UBL business documents. The
ebXML CCTS (see [REF24]) is the foundation of their design. Additionally to standard XML
business documents, UBL provides formal Naming and Design Rules and Customisation
Guidelines. All elements and types are defined in a specific namespace depending on their
“nature”: Basic Information Entity, Association Information Entity or Aggregate Information
Entity. Main documents simply reuse these elements and attributes. The XSD ref mechanism is
used to point to previously declared elements in their namespace.

The default UBL namespaces are used in most documents exchanged in e-PRIOR’s Write
Services. However, these documents have been customised. The design of the UBL documents
used in the services exposed by e-PRIOR are both inspired by the UBL Northern European
Subset (NES, see [REF17]) and enhanced by the work performed in the Workshop on Business
Interoperability Interfaces on public procurement in Europe (WS/BIL, see [REF20]). This syntax
and semantic model must be respected in every document submitted to e-PRIOR. Therefore the
XML instances to be sent to e-PRIOR are derived from the UBL Standard but are not the UBL
standard documents. When a UBL namespace is used, the customised instance must be validated
against the customised schema.
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et Credit-Note
(UBL standard: i (UBL stand rd " (.UBL‘ standa
= namespace) . ‘name'sp e_)_ : namespace)

'Apbiicétid'n's'
Response
' UBL standard

Figure 5 EC UBL subset: The default UBL document namespaces are used in most
documents exchanged in e-PRIOR’s Write Services

An example of an UBL document is provided below.

<ec:Invoice xmlIns="urn:oasis:names:specification:ubl:schema:xsd:Invoice-2">
<cbc:UBLVersionID>2.0</cbc:UBLVersionID>
<cbc:CustomizationID>NES</cbc: CustomizationID>
<cbe:ProfileID>urn:www.nesubl.eu:profiles: profile8:ver2.0</cbc:ProfileID>
<cbe:ID>FTV-0701/700004</cbe:ID>
<cbe:IssueDate>2007-01-08</cbc:IssueDate>
<cbc:InvoiceTypeCode>380</cbe:InvoiceTypeCode>
<cbc:DocumentCurrencyCode>EUR</cbc:DoéumentCurrencyCode>

</ec:Invoice>

Figure 6 Snippet of the UBL Payload in the context of a NES Profile
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EC custom namespaces are used in most documents exchanged in e-PRIOR’s Read Services

Extension /
Restriction

Query Request/ Inbox Requiest /. Status Requimest/ B ggtﬂz \slte fi
‘Response - - Response Response : Rq s
_(EC custom’ (EC custom (EC custom - - hespons ,

Ll . (EC. custom .
namespace) 'namespace) namespace) : _
; R namespace)‘ T

Figure 7 EC UBL subset: Custom document namespaces are used in most documents
exchanged in e-PRIOR’s Read Services

In both cases the backbone of the documents exchanged via e-PRIOR is a Common Library of
information elements. This Library contains general descriptions of all information elements that
exist within the different business documents. The philosophy behind the Library is to achieve
the highest reusability for the different information elements. This enables the reuse of the same
constructs in several contexts within the same or different business documents.

Suppliers may use technologies such as the eXtensible Stylesheet Language Transformations
(XSLT) to transform their preferred syntax to (and from) the UBL format. To ensure meaning
preserving translations (i.e. syntax transformations that preserve the semantic content) from (and
to) this syntax, the Supplier must guarantee that the information expressed in the pos and post
transformed message is equivalent. Format conversion services are not provided by e-PRIOR.

The Suppher s requ1red to map its documents to the UBL syntax and semantic model These
documents have been customised accordmg to N'ES proﬁle 8 a.nd extended thh new document
pés (e.g. Status Request \ Status Response). - fo
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FAOOl Invo1ce Manmng doc e
FAQUS DIGIT CompanylDdoe :
FAQUS Periods.doc e
FAO()9 Percent doc : .
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FAOll Dates doc -
FAOIZ Amount doc’
FA013 Pavment Means Guldehne doc
FA014 Tax Informatlon Guldelme doc
FAOIS Calculatlons doc I
FAQ16 Allowances and_ Charges. doc

e-PRIOR implements a two-phase document validation for maximum flexibility in conﬁguring
and updating business rules (such as compliance to predefined code-lists).

In the first validation phase, the UBL instance is checked against its XSD. In the second
validation phase, documents are checked against specific business rules mostly implemented
using a Schematron XSLT (see [REF22]). This second phase has no impact on the schemas. The
validation process is described in detail in Chapter 4.5 Document Processing Considerations.

| ] |
| Structural and I Value I  Semantc
. | Lexical Validation ! Validation t' Interpretation
Incoming I | i
instance : : :
I | I | Application
— e ; s
|
| i
| |
. | -
Run-time I [
_Processing _ _| '
One-time
Preparation

Value
Constraints

Structure
Constraints

]
]
|
[
|
|
|
|
|
]

Figure 8 UBL two-phase document validation
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4.2. Boundary Interface Design Model

4.2.1. Message Bus Facade

The Fagade Component is realized by an Enterprise Service Bus implementing a unified
interface as web-services end-points expressed in the Web Services Definition Language (a.k.a.
WSDL, see [REF9]). When informed about the web-services URL, the Supplier is capable of
downloading the corresponding WSDL file (e.g. by using <URL>?wsdl). The downloaded
WSDL is an XML 1.0 (see [REF13]) based document describing the specific web-service: it
includes the name of the service, its location, operations and ways to communicate with it. The
structure of the standard WSDL 1.1 is depicted below.

<definitions>
<types>

definition of types
</types>
<message>

definition of a message
</message>
<portType>

definition of a port
</portType>
<binding>

definition of a binding
</binding>

</definitions>

Figure 9 WSDL 1.1 Structure

The effort to create an e-PRIOR web-services client should be considerably eased since each
WSDL document is machine readable. To promote an interoperable exchange of messages with
heterogeneous platforms (e.g. JAVA or .NET) the set of recommendations provided by WS-I
Basic Profile (see [REF10]) is respected in the design of e-PRIOR’s web-services.

FA002 WSDL Locatlon doc s
FAOO3 Preemptlve Authentlcatlon doc '

The common design of e-PRIOR’s WSDL documents will be further explained in the next
sections. As previously mentioned, compliance to the WSDL specification can nowadays be
achieved in a more or less automatic manner.
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4.2.1.1. WSDL types part
This section of the WSDL details the data types used by the web service, e-PRIOR imports the
UBL documents’ XSDs instead of defining them in the WSDL. Therefore the XSDs of the

relevant documents must be either automatically or manually downloaded together with the
WSDL file. Below is a snippet of the Invoice Service WSDL.

<s0:types>

<xsd:import namespace="urn:oasis:names:specification:ubl:schema:xsd:Invoice-2"
schemaLocation="URL"/>

<xsd:import namespace="ec:schema:xsd:Ack-0.1" schemaLocation=""URL"/>
<xsd:element name=""SubmitInvoiceRequest">
<xsd:complexType>

<xsd:sequence>

<xsd:element name="Invoice" type="inv:InvoiceType"/>
</xsd:sequence>

</xsd:complexType>

</xsd:element>

<xsd:element name=""SubmitInvoiceResponse''>
<xsd:complexType>

<xsd:sequence>

<xsd:element name="Ack" type="ack:AckIndicatorType"/>
</xsd:sequence>

</xsd:complexType>

</xsd:element>

Figure 10 WSDL types part

4.2.1.2. WSDL messages part

This section of the WSDL details the data elements of an operation. Each message can consist of
one or more parts.

Every message submitted from the Information System of the Supplier to e-PRIOR must
consist of two parts: a Header and a Body.

<s0:message name=""'submit<Document Name>Request">

<s0:part element="s1:Submit<Document Name>Request"
name=""Submit<Document Name>Request" />

<s0:part element="s1:AuthorisationHeader" name="AuthorisationHeader"/>

</s0:message>

Figure 11 WSDL message part submitted from the Supplier to e-PRIOR
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Every message submitted from e-PRIOR to the Information System of the Supplier must
consist of one part: a Header and a Body.

<s0:message name=""submit<Document Name>Response'>

<s0:part element=""s1:Submit<Document Name>Response"
name="'"Submit<Document Name>Response" />

<s0:part element="s1:AuthorisationHeader" name="AuthorisationHeader"/>

</s0:message>

Figure 12 WSDL message part submitted from e-PRIOR to the Supplier

In case of exceptions a fault message may be sent from e-PRIOR to the Supplier. This
SOAP message will contain a Fault element in the Body.

<message name="FaultResponse''>
<part name="FaultResponse" element="tns:Fault" />

</message>

Figure 13 WSDL fault message

SOAP Faults will be exchanged:
e In the Synchronous part of the Asynchronous Use-Cases
¢ In the Synchronous Services

When the fault code is: "Client", it indicates that the message could not be processed because of
a problem in the SOAPBody object. In this case, the SOAPFault object must contain a Detail
object that gives detailed information about theissue. An example is provided below:

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Body>
<soapenv:Fault>
<faultcode>soapenv:Client</faultcode>
<faultstring>Undefined operation</faultstring>
<detail>
<ec:fault ec="ec:services:wsdl:Fault-0.1"">
<ec:ResponseCode>2</ec:ResponseCode>
<ec:Description>XML extract</ec:Description>
</ec:fault>
</detail>
</soapenv:Fault>
</soapenv:Body>

</soapenv:Envelope>

Figure 14 SOAP fault of the Client type
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When the fault code is: "Server", it means that e-PRIOR cannot process the message because of
an anomalous condition. In this case, the SOAPFault object does not contain a Detail object. An
example is provided below:

< soapenv:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/'">
< soapenv:Body>

< soapenv:Fault>

<faultcode> soapenv:Server</faultcode>

<faultstring>Server Error</faultstring>

</ soapenv:Fault>

</ soapenv:Body>

</ soapenv:Envelope>

Figure 15 SOAP fault of the Server type

A RECEIVER MUST interpret a SOAP message as a Fault when the soap:Body of the message
has a single soap:Fault child.

The catalogue of SOAP faults can be found in the annexes of this document.

4.2.1.3. WSDL ports part

This section of the WSDL details the operations that can be performed in the scope of the
service. One single Request-Response operation is implemented per service. This single
operation receives the request and always returns a response. As it will be explained further in
this document, this response is sometimes a technical level acknowledgment.

<s0:portType name="<Document Name>PortType">
<s(:operation name=""submit<Document Name>"">

<s0:input message="s1:submit<Document Name>Request"/>
<s0:output message="sl:submit<Document Name>Response''/>

< s0:fault message="s1:FaultResponse" name=""FaultResponse"/>
</s0:operation>

</s0:portType>

Figure 16 WSDL ports part

4.2.1.4. WSDL binding part

This section of the WSDL details the message format and the specifics of the web-services
protocol.

In every service, e-PRIOR uses the SOAP transport binding (see [REF11]) for requests and
responses. The following must be used:

e The SOAP style attribute is document.
e The SOAP transport protocol is HTTPS.
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e The SOAP operation input and output use literal style encoding.
e The SOAP action field is left with an empty string value.

<binding name=""<Document Name>Binding" type="<Document Name>PortType">
<binding style=""document" transport=""http://schemas.xmlsoap.org/soap/http"/>
<operation name="submit<Document Name>"">

<operation soapAction=""' style=""document"/>

Figure 17 WSDL binding part

The above implies that every document transmitted to e-PRIOR must be wrapped within a SOAP
envelope. A snippet of the SOAP structure used by e-PRIOR is illustrated below.

<SOAP-ENV:Envelope>
<SOAP-ENV:Header>

- Header details; see Figure 23 SOAP Header -
</SOAP-ENV:Header>

<SOAP-ENV:Body>

- Body details; see Figure 20 SOAP Body -
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

Figure 18 SOAP Envelope Structure

The SOAP XML-based envelope carries the document in its body and is in itself required since it
disambiguates the type message instance. This means that the first element within the SOAP
body is a wrapper element which unequivocal indicates the operation and the message being
carried-out. This requirement is specified in the WSDL document.

<s0:message name="'submit<Document Name>Request'">
<sQ:input>
<s2:body parts="'Submit<Document Name>Request' use="literal"/>

<s2:header message=""sl:submit<Document Name>Request" part="'AuthorisationHeader"
use="literal"/>

</s0:input>

<s0:output>

<s2:body parts="SubmitInvoiceResponse" use="literal"/>
</s0:output>

<s0:fault name=""FaultResponse'>

<s2:fault name="FaultResponse" use="literal"/>

</s0:fault>

Figure 19 WSDL binding part input/output
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A snippet of the SOAP message body is illustrated below for the case of an invoice. By looking
at the name of the first element within the SOAP Body ec:SubmitlnvoiceRequest the reader is
able to quickly identify both the message and the operation.

<SOAP-ENV:Envelope>

<SOAP-ENV:Header>

- Header details; see Figure 23 SOAP Header -
</SOAP-ENV:Header>

<SOAP-ENV:Body>

<ec:Submit<Document Name>Request >

- Payload details; see Figure 6 Snippet of the UBL Payload -
</ec:Submit<Document Name>Request>
</SOAP-ENV:Body>

</SOAP-ENV:Envelope>

Figure 20 SOAP Body

4.2.1.5. Binary Attachments

Is should be noted that the version in use of the WS-I Basic Profile specification does not
address binary attachments. Therefore e-PRIOR implements the exchange of attachments as
MIME encoded content (MDME part) and uses the multipart media type header at the HTTP level
as a native HTTP header (see [REF19]).

A snippet of a SOAP message with MIME header at HTTP level is provided below:

------ = Part_0_11854491.1228781128812

Content-Type: image/jpeg
Content-ID: attached_image

Figure 21 MIME header at HTTP level

‘;SOAPH_eader
‘Header

i SOAPBody
o

XUl Canlent
or SOAPFautit

Figure 22 SOAP message with Attachment Part
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4.2.2. Content Based Routing

Once the service endpoint receives a request from a Supplier, it is up to the pre-processing layer
of e-PRIOR to handle it before delegating its processing to the Back-Office. For the request to be
accurately routed within DIGIT, the Supplier must include the following context information in

the SOAP Header:
® The Supplier ID which identifies the Supplier via a unique GSI-GLN code (EAN, see
[REF21]).

The Suppller is requ1red to provrde the umque 'GS1-GLN. ID to be used as the. umqu‘:' 1_dent1ﬁer
of the Suppher in the message s, header Th1s should be done when sign g the ‘
agreement : . Jem TR

* The Customer ID which identifies DIGIT’s customer via a unique GS1-GLN code (ak.a.
EAN code).

The . Suppller is. requlred to know, the GSl GLN D of the cu
identifier. of' the Customer 1n the message s header
interchange agreement. ' el

The use of the SOAP Header to hold context information enables its separation from the payload
(i.e. document contents). A snippet of a SOAP Header is provided below:

<SOAP-ENV:Envelope>

<SOAP-ENV:Header>

<ec:AuthorisationHeader>

<ec:supplierID>GS1-GLNsuch as 1234567890</ec:supplierID>
<ec:customerID> GSI-GLNsuch as 0987654321</ec:customerID>
</ec:AuthorisationHeader>

</SOAP-ENV:Header>

<SOAP-ENV:Body>

- Body details; see Figure 20 SOAP Body -

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>

Figure 23 SOAP Header
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4.3.1. Communication Mode Detailed Description
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Communication Mode

Communication Mode
Functional Description

Communication
Mode Technical
Protocol

Type of requests
using the
Communication
Mode

4.3.1.1. Asynchronous Mode
(Synchronous Write/
Synchronous Read)

This mode of communication is
aimed at services whose .
processing involves a series of
long-running business actions
which often require workflow
steps performed by the back-end
(this could also be understood as
a write request). Since the client
cannot wait for the response
synchronously because of the
time it takes for it to get
serviced, this communication
mode is asynchronous. In fact
this mode is composed by
multiple synchronous
interactions.

Request -
Response SOAP
web-service over
HTTP 1.1

Write Requests

4.3.1.2. Synchronous Mode

This mode allows the Supplier
to quickly know the results of
read requests. Thus, this
communication mode is
synchronous. Despite that, as
explained in the previous
section, all interactions are
synchronous; this mode is
logically used by services in
which the business response is
synchronous (in other words the
response is not
acknowledgement). This
happens in every informational
service (a.k.a. Read Request)
such as the:

e Status Requests.
» Inbox Request.
s Retrieve Requests.

Request -
Response SOAP
web-service over
HTTP 1.1

Read Requests

4.3.1.3. Notification Mode

This mode allows e-PRIOR to
push notification messages to
the Suppliers wishing to receive
them. The notification mode is
used to inform the Suppliers of
various events including:

s  When Outbound messages
are made available to the
Supplier.

e  When errors occur in an
asynchronous process.

SMTP

Not a request only
used for
Notifications

4.3.2. Communication Mode Scenarios
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Two scenarios are explained step-by-step hereunder. The reader should note that the underlying
functionality and Profiles are explained in detail in chapter 4.4.

Communication Scenario: Inbound document - Supplier is the Requester and DIGIT the

Responder
Step ID Event Communication
Mode
A The Supplier submits a Document to DIGIT (e.g. Invoice). Asynchronous
DIGIT  synchronously responds with a  technical Mode
Acknowledgement, meaning that the document is accepted for (SYHCh_IOHOUS
processing, and closes the connection. Write)
B e-PRIOR pre-processes the request and passes it to the Back-End. Internal
C The Supplier follows-up on the document processing via
informational services such as the Status Request.
. Synchronous
DIGIT synchronously responds with the Status Response Mode
containing the state of the document within e-PRIOR’s state
machine.
D The Back-end provides the business response to the request for
.. Internal
document processing at step A.
E e-PRIOR notifies the Supplier that a document is added to its | Notification
Inbox. ‘ Mode
F The Supplier checks its Inbox via an Inbox Request.
DIGIT synchronously responds with the Inbox Response | Synchronous
containing all documents addressed to the Supplier and still not Mode
retrieved by the Supplier.
G The Supplier retrieves the relevant document from its Inbox viaa | Synchronous
Retrieve Request. Mode — closure
DIGIT synchronously responds with the contents of the document of
; . Asynchronous
via the Retrieve Response. Mode

Communication Scenario: Outbound document - DIGIT is the Requester and the Supplier

is the Responder
Step ID Event Communication
Mode
D The Back-end conveys a business document (e.g. Order) to the
. Internal
Supplier Inbox.
E e-PRIOR notifies the Supplier of the Supplier that a document is | Notification
added to its Inbox. Mode
F The Supplier checks its Inbox via an Inbox Request.
DIGIT synchronously responds with the Inbox Response | Synchronous
containing all documents addressed to the Supplier and still not Mode
retrieved by the Supplier.
G The Supplier retrieves the relevant document from its Inbox viaa | Synchronous
Retrieve Request.

Mode
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via the Retrieve Response.

DIGIT synchronously responds with the contents of the document

The Submission, by the Supplier, of a response to this document
(e.g. Order Response) would follow the same steps of Scenariol.

All steps of the several communication scenarios are depicted in the figure below:

SUPPLIER

e-PRIOR

. A

B

BACK-OFFICE

iy

SUBMIT DOCUMENT RESPONSE: ACK
Koo |
: ]
i ! WORK
i |
I i
| I
1 1
I I

c | SUBMIT STATUS REQUEST :
L -
! SUBMIT STATUS RESPONSE g WORK
K- e e |
1 }
[} 1
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' EMAIL NOTIFICATION |
P i
| |
! SUBMIT INBOX REQUEST ! F
| )l
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1 ]
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Figure 24 Communication Modes of e-PRIOR

4.4. Security Considerations

The purpose of this chapter is to provide detailed information about the security considerations

of e-PRIOR and the measures taken to integrate them into the design model of the system.

4.4.1. Security Problem Statement

While designing e-PRIOR, attention has been given to the conformance to the existing legal
requirements of electronic invoicing, ordering and archiving. These requirements are drawn out
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from regulatory documents such as EU Council Directive 2001/115/EC (see [REF1]), now
incorporated in Council Directive 2006/112/EC and include processes for authentication,
integrity and validity of invoices both during transmission and storage. Besides those, it is also
important to include measures for authorization, confidentiality, auditing and non-repudiation.

A short description of the security requirements is provided below:

— Authentication ensures that the parties involved in communication are really who
they say they are.

— Integrity guarantees that a message is not modified in transition.

— Archiving Integrity certifies that a stored message does not lose its legal
attributes.

— Authorization ensures that users only have access to the resources they are
granted access to.

— Confidentiality is needed to prevent third parties from eavesdropping on
information that is being transmitted.

— Auditing controls enable relevant parties like authorized bodies to inspect
transactions afterwards.

— Non-repudiation measures prevent users from denying actions they have
undertaken.

Besides technical security measures, there is a focus on other aspects that have a positive impact
on security. These comprise procedures and logging. An appropriate level of logging and audit
trails provides involved parties a timely indication of possible issues and a starting point for
debugging or investigations.

Finally, in addition to operational needs for security, care has also been taken to extend security
measures from the system to the archiving of Invoices, Orders and associated data. Legal
constraints impose extra requirements to guarantee that archived Invoices remain unmodified
and readable throughout their storage period which could potentially last for more than ten years.

4.4.2. Operand Security Model

Although information necessary for security measures is present in the message header as
described in section 4.2.2, message level security mechanisms are not used. This fact does not
compromise the security design since security measures are implemented at the Boundary
Interface and Communication Mode level via the use of HTTPS and HTTP basic authentication.

Security at the message level would imply the use of digital signatures both at the sender and the
receiver side. While this solution would lead to a higher cost and effort for both the sender and
receiver, it does not enhance the security level accordingly. When the communication endpoints
and the communication channel between those endpoints are secured, it does not provide added
value to encrypt what is being sent over the secured channel. The next two sections describe the
measures taken to secure the communication endpoints and the communication channel between
those endpoints.

4.4.3. Boundary Interface Security Model

The boundary that separates the system of the Supplier and the system of DIGIT can be seen as a

- boundary between the external world and the internal system of DIGIT. Auditing and logging
measures together with internal safety procedures and security implementations guarantee safety
within the system of DIGIT. System Monitoring aims at preventing of attacks such as Denial of
Service. To cross the boundary, a sender needs to authenticate himself using HTTP basic
authentication (see [REF15]) by providing a username and password. These credentials, together
with the information present in the message header are used to restrict or allow access to the
services e-PRIOR provides.
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Figure 25 User Access Process

The figure above, Figure 25 User Access Process, illustrates the user access process step by step:

e User Authentication: Every Organisation (i.e. Suppliers and potentially their representatives)
must authenticate itself by providing a username and password combination. If successfully
authenticated then the User must be authorised to use the services of e-PRIOR.

e User Authorisation: The user identity together with the Supplier ID (found in the SOAP
header) enables the system to link the User to a Supplier Agreement. The Supplier Agreement
is a logical entity which enables a Supplier to use one or several third parties (such as a
consolidator platform or a financial institution) on its behalf. An example is provided below:

User (Username and | Supplier (referenced in the | Supplier Agreement (logical entity
password) Supplier ID of the SOAP Header) | for access purposes)

Supplier X Supplier X Agreement A

Consolidator 1 Supplier X Agreement B

Consolidator 2 Supplier X Agreement C

Consolidator 3 Supplier Y Agreement D

Therefore, the authenticated Organisation may or may not be the Supplier Organisation. In
case of being the Supplier then both the User and the Supplier ID are the same. Otherwise, the
User is an Organisation representing a specific Supplier. In both cases the User and Supplier
ID is joint in the form of a Supplier Agreement which, when valid, enables the User to access
the data linked to the specific Supplier Agreement (and only this one) via Read Services. The
creation of the Supplier Agreement is an Operational procedure coordinated between the
Supplier and DIGIT.
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If apphcable ‘the Suppher is requlred to. provide information ‘about. the use of one or more
representatlve partles ThlS w111 lmpact the number of Suppher Agreements lmked to the

e The Supplier Agreement together with the Customer ID (also found in the message header)
generates the Interchange Agreement. This logical entity determines the Profile in use by the
User in the scope of Write Services. The creation of the Interchange Supplier Agreement is an
Operational procedure coordinated between the Supplier and DIGIT.
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e . - -PROFILE
- Participates in

Figure 26 Supplier and Interchange Agreement

The following rules must be followed by the Supplier:

¢ At a given moment in time, a SupplierlD MAY be part of different Supplier
Agreements.

® Once these Supplier Agreements are linked to the same CustomerID they MUST
embody different Interchange Agreements.

o These Interchange Agreements MUST implement different Business Processes
(controlled via the Profile).

e Additionally, a given Business Process MUST NOT be implemented in more than
one of the implemented Profiles.

In short this means that the following rule MUST be respected:

Each Interchange Agreement must have a unique combination of SupplierID, CustomerID and
the Business Process (controlled via the Profile).

The key words "MUST", "MUST NOT", "SHOULD NOT", "SHOULD" and "MAY" in
this constraint are to be interpreted as described in [REF23].

An example is provided below to illustrate the consequences of the above rule. Supplier A
cannot implement twice the same business process (Invoicing) with the same Client even when

using a different service provider. Supplier and Customer should be understood as a unique ID
(such as a GLN) not a physical entity.
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Supplier Agreement Customer Business Process: Profile
Supplier A using Service Provider W | Customer A Ordering: Procurement Cycle
(Supplier Agreement A)

Supplier A using Service Provider W | Customer A Invoicing: Procurement Cycle
(Supplier Agreement A)

Suppti sing Servic rder er A Invoicing: Invoice with Dispute
(Supplie en

Supplier A using Service Provider Y | Customer B Invoicing: Invoice with Dispute
(Supplier Agreement B)

This process guarantees the privacy of the User by the use of logical entities such as the Supplier
and Interchange Agreement.

An example will clarify this statement further: a third party consolidator, although authorized to
send messages on behalf of a specific Supplier will not be able to see or retrieve the messages
sent by the Supplier itself or by any other third party consolidator authorized to act on behalf of
this Supplier. ‘

Logging and auditing is used as a complementary feature besides the technical security measures
described above. Logging and auditing occurs at various levels in e-PRIOR.

Firstly, all exchanged information, incoming as well as outgoing messages, between the system
and the users of the system are intercepted at the boundary and logged to a database. Besides the
exchanged information, all logons, transactions, checks and other actions are logged. The level
of logging does not only provide guarantees to the sending and reception of messages to support
the feature of non-repudiation, but also helps technicians and architects resolve technical errors
in case of system malfunction.

Secondly, all actions that result in accessing the system or modifying the state or functionality of
the system are logged.

4.4.4. Communication Mode Security Model

The communication channel is secured by transport layer security. This provides point to point
security between two communicating parties and can be viewed as a secured tunnel. Information
inserted into the tunnel is secured until it leaves the tunnel at its endpoint.

e-PRIOR adopts HTTPS (see [REF16]) to secure data transactions. Secure Socket Layer (SSL)
and digital certificates are used to encrypt a data transfer session over an otherwise insecure
HTTP connection. SSL transactions are negotiated by means of a key based encryption algorithm
between the client and the server. A digital certificate is being sent by the server to the client to
prove its identity. To verify the certificate, the client must trust the root certificate for the key
that was used to sign the server's certificate. This is enabled by using a root authority that is
trusted between both parties.

Note that normally HTTPS only guarantees the identity of the server and that the client does not
need to identify itself to setup a communication channel. To overcome this problem and to meet
the requirement of non repudiation, mutual authentication is needed. Given the fact that HTTPS
is already being applied to set up the initial secure connection, using HTTP basic authentication
over this secure connection provides enough confidentiality that passwords are not stolen over
the wire.
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4.5. Document Processing Considerations

In the context of Write Requests the documents submitted by the Supplier are processed in
several discrete steps. Each step is triggered by an event, normally marked by the exchange of a
message. In the time period between the initiation and the closing event the request object goes
through several states within the e-PRIOR database. As explained in Figure 28 Message
Validation Process Step by Step the generic states of a Write Request are:

¢ Document Received
e Document Processed
e Document Rejected

The state transaction mechanism is managed by e-PRIOR.

The Supplier i required 1 bé. faliar with ¢
through once received by e-PRIOR.:

The supplier must be aware of the checks performed by e-PRIOR on its requests and the meaning
states of the object request.

4.5.1. Maximum Message Size

The messages submitted to e-PRIOR must not exceed 5 MB.

4.5.2. Unique Message ID and Reliable Message Delivery

Reliable message delivery is required to avoid that Write Request Messages (i.e. Invoices,
Credit-Notes, Attached Documents...) are processed more than once. Duplication of messages
may happen due to error, multiple retries following a communication failure and similar
situations. The design of the endpoints of the Write services aim at a situation where repeated
executions of the same request have the same effect as a single execution of the request, avoiding
the processing of duplicate instances of the same message (idempotent endpoints). It should be
noticed that Read Requests are naturally idempotent since the submission of multiple instances
of the same request does not have side effects apart from the unnecessary consumption of
resources.

The natural consequence, of the above, is that every Write Request should be processed, by e-
PRIOR, once-and-once-only. This point requires some additional reflection. As described in
Figure 28 Message Validation Process Step by Step, every message will be checked regarding
multiple aspects not only its uniqueness (this is an important aspect to keep in mind). These
checks can be summed-up in:

e Validity of the Payload Type via the SOAP Body Wrapper element;
e Validity according to the message XSD; and

e The uniqueness of the message ID per document type and in the relevant cases the
uniqueness of the parent message ID i.e. if the same Write Request is sent more than one
time, the second attempt (and other) will generate a duplicate message ID exception. This
will prevent that multiple instances of the same request are processed by e-PRIOR.

The first point to keep in mind is that the detection of duplicate requests is made via the unique
message ID.

The second point to keep in mind is that the above steps are sequential. The next section will
look closer to the message ID and its role in the reliable delivery of the message and the
idempotent behaviour of the end-point.

What is the role of the message ID?
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As already discussed in this document, each WSDL will import several XML Schemas (XSDs)
describing the structure of the XML documents to be exchanged by the users of a service. The
message ID is found in the XSD root element of the document to be submitted by the supplier in
the context of a Write Request. Below is the example of an Invoice. The reader should note that
all other documents will follow this pattern.

<SOAP-ENV:Envelope>

<SOAP-ENV:Header>

- Header details; see Figure 23 SOAP Header -
</SOAP-ENV:Header>

<SOAP-ENV:Body>

<ec:SubmitInvoiceRequest>

<ec:Invoice>
<cbe:UBLVersionID>2.0</cbc:UBLVersionID>
<cbc:CustomizationID>NES</cbe:CustomizationID>
.<cbc:ProﬁleID>um:www.nesubl.eu:proﬁles:proﬁ1e8:ver2.0</cbc:Proﬁle]D>
<cbc:ID>NCV-0701/700001</cbe:ID>
<cbe:IssueDate>2007-01-08</cbc:IssueDate>

<cbe:InvoiceTypeCode>380</cbe:InvoiceTypeCode>

Figure 27 Message ID

Additionally to the Document ID, there is sometimes a Parent ID which is also subject to the
must exist restriction.

Putting it all together this means that:

1) The ID is part of the payload of the message provided by the Supplier i.e. the Supplier
manages the IDs of the message, not e-PRIOR.

2) The ID must be unique per document type. Therefore different types of documents can be
submitted with the exact same ID.

3) The structure of the ID is responsibility of the Supplier, no special rules are imposed apart
that any blanks in the right or left side of the ID will be trimmed so that the instances below
are understood as the same one:

1
1
1

No ID pattern is checked by e-PRIOR.

4) The ID of a specific document type cannot be resubmitted once the document arrives at the
state Received. This has two implications:

e Should a message of a specific document type (e.g. Invoice) be submitted and put in the
State Received then any retry attempted on a message of the same document type using
the same ID will lead to an Error.

e Should a message of a specific document type (e.g. Invoice) be submitted and not
arriving at the State Received then a new retrial can be performed using the ID of this
message.
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 Should a Supplier submit the same ID of a specific document type (e.g. Invoice) to more
than one Customer (i.e. DG within the European Commission), than only the first one
will succeed and be put in the State Received. The others will lead to an Error.

5) The message ID will be the surrogate for any informational service on the Write Request
submitted by the Supplier. This can be status request, a retrieve request of other.

4.5.3. Transactions Atomicity

Each Write Request Message is understood as an Isolated Transaction for e-PRIOR. However, in
case the document requires the existence of a parent document (e.g. Attached Document requires
a parent document such as an Invoice) then this request depends on a preceding event: the
successful receipt of the parent document. To decrease the likelihood of rejection, e-PRIOR
implements an internal retrial process. This is transparent to the Supplier and aims at resolving:

e Possible Message inversion issues (e.g. in case the Suppliers sends a batch of
messages); :

* Possible delay in the delivery of one of the messages (e.g. in case the Suppliers sends
a very large message);
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As explained in the diagram above each business document linked to a Write Request will go
through a number of validation steps in each Layer: These are resumed in the diagram below:

Only the Requests which
have passed the several
checks are put in this state
otherwise an error is
generated!

BackOffice negative response

| S

LY

Figure 29 Generic Workflow of requests submitted by the Supplier

Validations performed at the: In case of Success In case of Failure
External Interaction Layer Ok Ack. Fault or disconnection (over
: when the size limit)
Pre-Processing Layer State Received Error
Back-Office Processing State Processed State Rejected

The Supplier
submltted to
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5. FUNCTIONAL CAPABILITIES

5.1. e-PRIOR document Tree

The business documents to be exchanged with e-PRIOR are depicted in the diagram below
(documents related to query or retrieve requests are not included in this diagram).

The documents represented by boxes coloured in yellow are addressed from the Supplier to
DIGIT, the documents represented by boxes without colour are addressed from DIGIT to the
Supplier.

This diagram represents the relationships between these documents using blue lines.

e e
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Figure 30 e-PRIOR Business Documents Tree (Full Scope)
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5.2. User Profiles Problem Statement

The interaction rules between the Suppliers and DIGIT must be defined in a way that fits the
capabilities of a vast number of Suppliers of different size and business. e-PRIOR enables
Suppliers to choose from three different User Profiles which describe the capabilities to be
supported by the Supplier.

e-PRIOR will make available to Suppliers three Profiles:
e Basic Invoice

It is intended for situations where invoicing is electronic but where automatic matching of
the Invoice to other electronic documents may not yet be practicable, even if the Invoice
contains references to some procurement data (order number, good receipt). The Invoice is a
self-contained document with respect to commercial and fiscal requirements. In all scenarios,
a response at business level is used to notify the Supplier of the request's outcome.

e Invoice with Dispute

It is intended for situations where invoicing and dispute of invoices is electronic but where
matching of the Invoice to other electronic documents may not yet be practicable. The
Invoice and Credit Note are self-contained documents with respect to commercial and fiscal
requirements. In all scenarios, a response at business level is used to notify the Supplier of
the request's outcome.

e Procurement Cycle

It is intended for situations where ordering, invoicing and dispute of invoices is electronic.
Following the purchase and delivery, the Supplier sends to the Customer an Invoice that
makes reference to the original Order. Rejection of the Invoice is communicated by the
Customer to the Supplier via a business level response.

When enrolling with the e-Invoicing and e-Ordering services, the Supplier is allowed to choose
the preferred profile.

determme the services avallable to the Suppher

Below are ground rules regarding the e-Invoicing and e-Ordering profile concept:

* At each phase of the project, a more complete profile is made available to Suppliers. The
more complete profile contains all services of the simpler profile: All services of the Basic
Invoice Profile are contained in the Invoice with Dispute Profile for which the totality of
services is contained in the Procurement Cycle Profile.

® The Basic Invoice and Invoice with Dispute profiles continue to be available even if the
Procurement Cycle Profile is offered.

* Suppliers can migrate from the Basic Invoice Profile to the Invoice with Dispute Profile and
finally to the Procurement Cycle profile as they get ready. To do this the Supplier must also
implement the mandatory Use Cases of the more complete profile.
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The table below provides the details regarding the services supported by each profile made
available by e-PRIOR.

Profiles

Business Processes

Services supported by the Suppliers for each Profile

Basic Invoice Profile

Invoice with Dispute Profile

Procurement Cycle Profile

Billing business
process Web
services

Invoice Service

Supplier submits
electronic Invoices to
DIGIT.

Invoice Service

Supplier submits electronic
Invoices to DIGIT.

Credit-Note Service

Supplier submits electronic
Credit-Notes to DIGIT.

Invoice Service

Supplier submits electronic Invoices to
DIGIT.

Credit-Note Service

Supplier submits electronic Credit-Notes
to DIGIT.

Payment Reminder Service

Supplier submits Payment Reminders to
DIGIT.

Ordering business

Order Response Service

Documents put in
the Inbox of the
Supplier by the
Customer

Supplier submits Status
Requests to DIGIT.

process Web The Supplier submits Order Responses to
services DIGIT.
Support Attached Document Attached Document Service Attached Document Service
Informational Service Supplier submits Attached Supplier submits Attached Documents to
Web Services Supplier submits Documents to DIGIT. DIGIT.

A d t

D?é;-}lie Documents to Status Request Service Status Request Service

Status Request Service Supplier submits Status Requests | Supplier submits Status Requests to

to DIGIT.
Inbox Request Service

Supplier submits Inbox Requests
to DIGIT.

Query Request Service

Supplier submits Query Requests
to DIGIT for previously
exchanged inbound or outbound
documents matching specific
criteria. '

Retrieve Request Service

Supplier submits Retrieve
Requests to DIGIT.

Notification Service

Supplier receives notifications
from e-PRIOR.

Application Response

For each document submitted to
e-PRIOR the Supplier receives in
its Inbox the final processing
result in the form of an
Application Response.

DIGIT.
Inbox Request Service

Supplier submits Inbox Requests to
DIGIT.

Query Request Service

Supplier submits Query Requests to
DIGIT.

Retrieve Request Service

Supplier submits Retrieve Requests to
DIGIT.

Notification Service

Supplier receives notifications from e-
PRIOR.

Application Response

For each document submitted to e-PRIOR
the Supplier receives in its Inbox the final
processing result in the form of an
Application Response.

Order

The Supplier receives in its Inbox, Orders
submitted by the Customer.
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5.3.1. Documents not implemented in e-PRIOR

The following documents are not included in the Profiles described in the table above. These
documents will continue to be sent to the Supplier on paper via the postal service:

Dispute Notice: Following the dispute of an Invoice, the official dispute notice will be
sent to the Supplier on paper via the postal service. The Supplier is informed
electronically that the Invoice is disputed once it retrieves, from its Inbox, the
Application Response linked to the disputed Invoice. This Application Response will not
contain the details about the dispute itself. The Application Response will simply state
that the Invoice is disputed. Once the paper dispute is received, the Supplier may resolve
the dispute via electronic means using the services exposed by e-PRIOR (e.g. Credit-
Note Service).

Debit Note: If total payments made exceed the amount actually due under the Specific
Contract or if recovery is justified in accordance with the terms of the Contract, the
Contractor shall reimburse the appropriate amount in euro on receipt of the debit note on
paper via the postal service, in the manner and within the time limits set by the
Commission.

'¢-PRIOR and their Use-Cases
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5.4. Detailed Use-Cases of Write Services

5.4.1. Attached Document Service

This service enables the Supplier to submit attached documents via electronic means.

5.4.1.1. Basic Flow

(1) User submits the request message to the Attached Document service end-point
“User Access” rules are applied to authenticate and authorize the User

(2) e-PRIOR submits an "Ok" acknowledgment

e-PRIOR submits the acknowledgement. The "Ok" acknowledgement means that the
message has been accepted for processing. This closes the https connection between the
User and the e-PRIOR.

(3) e-PRIOR pre-processes the message
The business rules of the document are applied (see 7 Annex II: Support Documents).
The state of the request is set to "Received".

(4) Back-Office processes the message

(5) e-PRIOR updates the state of the request following the result of the message processing
e-PRIOR sets the state of the request to "Processed"
Use Case Ends

5.4.1.2. Alternative Flows

At step (5) the back-office processing resulted in rejection
e-PRIOR sets the state of the request to "Processed"
Use Case Ends

5.4.1.3. Exceptional Flows
At step (1) e-PRIOR is down
The User receives a 4xx Client Error
The Use Case Ends
At step (1) the authentication data is incorrect
e-PRIOR notifies the User that the authentication data is incorrect by sending a 401
The Use Case Ends
At step (1) the supplier or customer information is incorrect or missing

An error message containing information on the incorrect or missing supplier or
customer information is built

e-PRIOR responds with a SOAP Fault
The Use Case Ends

At step (1) the Supplier Agreement does not exist or can not be retrieved by the e-PRIOR
An error message containing information on the missing Supplier Agreement is built
e-PRIOR responds with a SOAP Fault -
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The Use Case ends

At step (1) the Interchange Agreement does not exist or can not be retrieved by e-PRIOR
An error message containing information on the missing Interchange Agreement is built
e-PRIOR responds with a SOAP Fault
The Use Case ends
At step (1) the profile does not exist or can not be retrieved by e-PRIOR
An error message containing information on the missing profile is built
System responds with a SOAP Fault
The Use Case ends
At step (1) the User tried to consume a service or data does not have permission

An error message is built containing information that the User is not allowed to consume
the service or data

e-PRIOR responds with a SOAP Fault
The Use Case ends
At step (2) there is a communication error reported

e-PRIOR detects when a supplier closes its connection. In this case the e-PRIOR cannot
respond to the subsequent request

The Use Case continues at the next step
At step (3) hard constraints are broken
e-PRIOR sets the state of the unique object to "Rejected".
The Use Case Ends.
At step (3) soft constraints are broken
e-PRIOR adds the warnings to the internal Canonical Data Model Format.

The Use Case continues at the next step.
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5.4.2. Invoice Service

This service enables the Supplier to submit invoices via electronic means.

5.4.2.1. Basic Flow

(1) User submits the request message to the Invoice service end-point
“User Access” rules are applied to authenticate and authorize the User

(2) e-PRIOR submits an "Ok" acknowledgment

e-PRIOR submits the acknowledgement. The "Ok" acknowledgement means that the
message has been accepted for processing. This closes the https connection between the
User and the e-PRIOR.

(3) e-PRIOR pre-processes the message
The business rules of the document are applied (see 7 Annex II: Support Documents).
The state of the request is set to "Received".

(4) Back-Office processes the message

(5) e-PRIOR updates the state of the request following the result of the message processing
e-PRIOR sets the state of the request to "Processed”
Use Case Ends

5.4.2.2. Alternative Flows

At step (5) the back-office processing resulted in rejection
e-PRIOR sets the state of the request to "Processed"
Use Case Ends

5.4.2.3. Exceptional Flows
At step (1) e-PRIOR is down
The User receives a 4xx Client Error
The Use Case Ends
At step (1) the authentication data is incorrect
e-PRIOR notifies the User that the authentication data is incorrect by sending a 401
The Use Case Ends
At step (1) the supplier or customer information is incorrect or missing

An error message containing information on the incorrect or missing supplier or
customer information is built

e-PRIOR responds with a SOAP Fault
The Use Case Ends _

At step (1) the Supplier Agreement does not exist or can not be retrieved by the e-PRIOR
An error message containing information on the missing Supplier Agreement is built
e-PRIOR responds with a SOAP Fault
The Use Case ends

At step (1) the Interchange Agreement does not exist or can not be retrieved by e-PRIOR
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An error message containing information on the missing Interchange Agreement is built
e-PRIOR responds with a SOAP Fault
The Use Case ends
At step (1) the profile does not exist or can not be retrieved by e-PRIOR
An error message containing information on the missing profile is built
System responds with a SOAP Fault
The Use Case ends
At step (1) the User tried to consume a service or data does not have permission

An error message is built containing information that the User is not allowed to consume
the service or data

e-PRIOR responds with a SOAP Fault
The Use Case ends
At step (2) there is a communication error reported

e-PRIOR detects when a supplier closes its connection. In this case the e-PRIOR cannot
respond to the subsequent request

The Use Case continues at the next step
At step (3) hard constraints are broken
e-PRIOR sets the state of the unique object to "Rejected".
The Use Case Ends
At step (3) soft constraints are broken
e-PRIOR adds the warnings to the internal Canonical Data Model Format.

The Use Case continues at the next step.
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3.4.3. Credit-Note Service

This service enables the Supplier to submit Credit-Notes via electronic means.

5.4.3.1. Basic Flow

(6) User submits the request message to the Credit-Note service end-point
“User Access” rules are applied to authenticate and authorize the User

(7) e-PRIOR submits an "Ok" acknowledgment

e-PRIOR submits the acknowledgement. The "Ok" acknowledgement means that the
message has been accepted for processing. This closes the https connection between the
User and the e-PRIOR.

(8) e-PRIOR pre-processes the message
The business rules of the document are applied (see 7 Annex II: Support Documents).
The state of the request is set to "Received".

(9) Back-Office processes the message

(10) e-PRIOR updates the state of the request following the result of the message processing
e-PRIOR sets the state of the request to "Processed"
Use Case Ends

5.4.3.2. Alternative Flows

At step (5) the back-office processing resulted in rejection
e-PRIOR sets the state of the request to "Processed"
Use Case Ends

5.4.3.3. Exceptional Flows
At step (1) e-PRIOR is down
The User receives a 4xx Client Error
The Use Case Ends
At step (1) the authentication data is incorrect
e-PRIOR notifies the User that the authentication data is incorrect by sénding a 401
The Use Case Ends
At step (1) the supplier or customer information is incorrect or missing

An error message containing information on the incorrect or missing supplier or
customer information is built

e-PRIOR responds with a SOAP Fault
The Use Case Ends

At step (1) the Supplier Agreement does not exist or can not be retrieved by the e-PRIOR
An error message containing information on the missing Supplier Agreement is built
e-PRIOR responds with a SOAP Fault
The Use Case ends

At step (1) the Interchange Agreement does not exist or can not be retrieved by e-PRIOR
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An error message containing information on the missing Interchange Agreement is built
e-PRIOR responds with a SOAP Fault
The Use Case ends
At step (1) the profile does not exist or can not be retrieved by e-PRIOR
An error message containing information on the missing profile is built
System responds with a SOAP Fault
The Use Case ends
At step (1) the User tried to consume a service or data does not have permission

An error message is built containing information that the User is not allowed to consume
the service or data

e-PRIOR responds with a SOAP Fault
The Use Case ends
At step (2) there is a communication error reported

e-PRIOR detects when a supplier closes its connection. In this case the e-PRIOR cannot
respond to the subsequent request

The Use Case continues at the next step
At step (3) hard constraints are broken
e-PRIOR sets the state of the unique object to "Rejected".
The Use Case Ends.
At step (3) soft constraints are broken
e-PRIOR adds the warnings to the internal Canonical Data Model Format.

The Use Case continues at the next step
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5.5. Detailed Use-Cases of Read Services

5.5.1. Status Request Service

This service system enables the Supplier to request the status of a specific business document.
The business document must have been submitted, by the Supplier, via electronic means.

5.5.1.1. Basic Flow

(1) User submits the request message to the Status Request service end-point
“User Access” rules are applied to authenticate and authorize the User

(2) e-PRIOR checks the request and queries the message repository
e-PRIOR queries for documents based on the following parameters:

o The Supplier Agreement (parameter derived from the UserID - provided at
authentication - and the SupplierID of the Requester — provided in the message header)

® The Document ID (parameter found in the request message)
e The Document Type Code (parameter found in the request message)
The system queries for documents:
e With a specific Supplier Agreement and
¢ Of a specific Document Type Code (e.g. 380 for Commercial Invoice) and with
e A specific Document ID
(3) e-PRIOR submits the response to the request
System queries its database and generates the response

Use Case ends

5.5.1.2. Alternative Flows
At step (1) no document matches the query criteria

When no document is found in the message repository matching the previously
mentioned criteria, the following information is returned on the status response:

'"No matches were found"
The Use Case Ends

5.5.1.3. Exceptional Flows
At step (1) e-PRIOR is down
The User receives a 4xx Client Error
The Use Case Ends
At step (1) the authentication data is incorrect
e-PRIOR notifies the User that the authentication data is incorrect by sending a 401
The Use Case Ends
At step (1) the supplier or customer information is incorrect or missing

An error message containing information on the incorrect or missing supplier or
customer information is built

e-PRIOR responds with a SOAP Fault
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The Use Case Ends

At step (1) the Supplier Agreement does not exist or can not be retrieved by the e-PRIOR
An error message containing information on the missing Supplier Agreement is built
e-PRIOR responds with a SOAP Fault
The Use Case ends

At step (1) the Interchange Agreement does not exist or can not be retrieved by e-PRIOR
An error message containing information on the missing Interchange Agreement is built
e-PRIOR responds with a SOAP Fault
The Use Case ends

At step (1) the profile does not exist or can not be retrieved by e-PRIOR
An error message containing information on the missing profile is built
System responds with a SOAP Fault
The Use Case ends

At step (1) the User tried to consume a service or data does not have permission

An error message is built containing information that the User is not allowed to consume
the service or data

e-PRIOR responds with a SOAP Fault
The Use Case ends
At step (3) there is a communication error reported

e-PRIOR detects when a supplier closes its connection. In this case the e-PRIOR cannot
respond to the subsequent request

The Use Case ends

Page 53 /75






e - e

7182/996

5.5.2. Retrieve Request Service

e-PRIOR enables the Supplier to retrieve business documents via electronic means. Following
this request, the alphanumeric structured data is delivered in a synchronous fashion. Requests
can be made for Inbound and Outbound business documents.

The request message contains the request for retrieving the structured data of a single business
document.

The retrieve message contains a mandatory "Retrieve Indicator" (Boolean type: true or false),
which will afterwards impact the result of an Inbox Request. When marked as "true" then in the
process of retrieving the document the retrieved document record is marked as "retrieved" in the
database of e-PRIOR. Documents marked as "retrieved" will not be listed in the Inbox Response
of e-PRIOR.

5.5.2.1. Basic Flow

(1) User submits the request message to the Retrieve Request service end-point
“User Access” rules are applied to authenticate and authorize the User

(2) e-PRIOR checks the request and queries the message repository
e-PRIOR queries for documents based on the following parameters:

e The Supplier Agreement (parameter derived from the UserID - provided at
authentication - and the SupplierID of the Requester — provided in the message header)

e The Document ID (parameter found in the message)
e The Document Type (parameter found in the message)

e When the "Retrieve Indicator" is marked as "true" then in the process of retrieving the

document the retrieved document record is marked as "retrieved"” in the database of e-
PRIOR

(3) e-PRIOR submits the response to the request

Based on the result of the previously mentioned query, e-PRIOR builds the Retrieve
Request Response. ONLY a single document matches the previously mentioned criteria, the
full structured content of this matching document is returned in this message.

Use Case ends

5.5.2.2. Alternative Flows
At step (2) the “Retrieved Indicator” is set to “false”

When the Retrieved" indicator is set to “false™ the essential parameters for the system to
perform the retrieve request of a business document are the same. However, when the
"Retrieve Indicator" (Boolean type) is marked as "false" then the document record will
NOT be marked as "Retrieved"

At step (2) the "Retrieved Indicator” is set to False and the record is already marked as retrieved

When the "Retrieved" indicator is set to False and the record is already marked as
retrieved the essential parameters for the system to perform the retrieve request of a
business document are the same. However, when the "Retrieve Indicator" (Boolean type)
is marked as "False" then the document record will NOT be marked as "Retrieved".
Should the record already be marked as "Retrieved" the fact that the "Retrieve Indicator"
(Boolean type) is marked as "false" does NOT modify the "Retrieved" marking
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5.5.2.3. Exceptional Flows
At step (1) e-PRIOR is down

The User receives a 4xx Client Error

The Use Case Ends
At step (1) the authentication data is incorrect

e-PRIOR notifies the User that the authentication data is incorrect by sending a 401

The Use Case Ends
At step (1) the supplier or customer information is incorrect or missing

An error message containing information on the incorrect or missing supplier or
customer information is built

e-PRIOR responds with a SOAP Fault
The Use Case Ends
At step (1) the Supplier Agreement does not exist or can not be retrieved by the e-PRIOR
An error message containing information on the missing Supplier Agreement is built
e-PRIOR responds with a SOAP Fault '
The Use Case ends
At step (1) the Interchange Agreement does not exist or can not be retrieved by e-PRIOR
An error message containing information on the missing Interchange Agreement is built
e-PRIOR responds with a SOAP Fault
The Use Case ends
At step (1) the profile does not exist or can not be retrieved by e-PRIOR
An error message containing information on the missing profile is built
System responds with a SOAP Fault
The Use Case ends
At step (1) the User tried to consume a service or data does not have permission

An error message is built containing information that the User is not allowed to consume
the service or data

e-PRIOR responds with a SOAP Fault
The Use Case ends
At step (2) there is a communication error reported

e-PRIOR detects when a supplier closes its connection. In this case the e-PRIOR cannot
respond to the subsequent request

The Use Case ends
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5.5.3. Inbox Request Service

This service enables each Supplier to consult the documents submitted, to them, by the Customer
(ak.a. outbound documents e.g. Application Response, Orders, etc...) and not yet retrieved by
the specific Supplier. This service does not accept specific search criteria on the documents
exchanged with e-PRIOR. The Inbox Response only provides a summary of the documents
posted by the Customer and not the document itself. Following the Inbox Request the retrieval
service should be used for retrieving the full contents of the document posted by the Customer.

5.5.3.1. Basic Flow

(1) User submits an Inbox Request message to the Inbox Request service end-point.
“User Access” rules are applied to authenticate and authorize the User

(2) e-PRIOR checks the request and queries the message repository

e-PRIOR queries for documents based on the following default parameters:

Parameter

Period (i.e. document received
date range)

(Set of) Document Type
Codes

Retrieved Documents Indicator

(Set of) Customer IDs

(3) With the result of the previously mentioned query e-PRIOR builds the Inbox Response.

The documents are ranked by received date descending. The documents having the same
received date are ordered at random. The following data is returned on the set of
matching outbound documents (i.e. 1 or more):

e The ID (of the document)

e The Customer ID (EAN)

e The Issue Date (of the document)

e The Document Status Code

e The Document Type Code

* The Response Code (applicable for a response message only)

For each match where information exists about its parent, then the following information
is also returned on the parent document for correlation purposes:

e The ID (of the document)

» The Issue Date (of the document)
e The Document Status Code

e The Document Type Code

Use Case ends
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5.5.3.2. Alternative Flows

At step (3) no document matches the query criteria

When no document matches the query criteria, e-PRIOR builds an Inbox Response with
no Matching Documents (i.e. empty content).

Use Case ends

5.5.3.3. Exceptional Flows

At step (1) e-PRIOR is down
The User receives a 4xx Client Error
The Use Case Ends

At step (1) the authentication data is incorrect
e-PRIOR notifies the User that the authentication data is incorrect by sending a 401
The Use Case Ends

- At step (1) the supplier or customer information is incorrect or missing

An error message containing information on the incorrect or missing supplier or
customer information is built

e-PRIOR responds with a SOAP Fault
The Use Case Ends
At step (1) the Supplier Agreement does not exist or can not be retrieved by the e-PRIOR
An error message containing information on the missing Supplier Agreement is built
e-PRIOR responds with a SOAP Fault
The Use Case ends
At step (1) the Interchange Agreement does not exist or can not be retrieved by e-PRIOR
An error message containing information on the missing Interchange Agreement is built
e-PRIOR responds with a SOAP Fault
The Use Case ends
At step (1) the profile does not exist or can not be retrieved by e-PRIOR
An error message containing information on the missing profile is built
System responds with a SOAP Fault
The Use Case ends
At step (1) the User tried to consume a service or data does not have permission

An error message is built containing information that the User is not allowed to consume
the service or data

e-PRIOR responds with a SOAP Fault
The Use Case ends
" At step (2) e-PRIOR checks the request
When the e-PRIOR database is down, e-PRIOR submits a SOAP fault.
The Use Case ends
At step (2) e-PRIOR broken XSD constraints are reported
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When broken XSD constraints are reported (1 or more), e-PRIOR submits a SOAP fault.

The Use Case ends
At step (3) there is a communication error reported

e-PRIOR detects when a supplier closes its connection. In this case the e-PRIOR cannot
respond to the subsequent request

The Use Case ends
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5.5.4. Query Request Service

Contrary to the Inbox Request, this service enables Suppliers to query e-PRIOR for documents
fulfilling specific search criteria. This service only caters for exact searches (i.e. the matching
document must exactly match all search criteria. This also means that fuzzy search is out of
scope). The query service accepts specific search criteria on the documents exchanged with e-
PRIOR and in response provides a result set. This result set is a subset of the Inbox Request
Service. The InboxRequest and QueryRequest have the same behaviour because of the
child/parent relationships. The Supplier may specify the following parameters in a Query
Request:

Parameter Definitions

Period (i.e. | Used to restrict the search

document to a specific time period.

Zlecelved When the start and end date

ate range) of the period are the same
then the search is made on
this day.

(Set of) Used to restrict or enlarge

Document the set of document types

Type in the result set (both
inbound and outbound

Codes
document  types are
allowed).

Retrieved Boolean parameter used to

Documents | enable the addition of

Indicator retrieved documents into
the result set.

(Set of) Used to restrict the set of

Customer documents to the ones sent

IDs to a particular set of
Customer IDs.

On processed, the result set is constituted by a list of matching documents. Like in the Inbox
service, this result list only provides a summary on each matching document and not the
document itself. The retrieval service should be used for retrieving the full contents of the
document.
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When no parameters are specified by the User in the Query Request message then this service
performs the same search as an Inbox Request.

5.5.4.1. Basic Flow

(4)

)

(6)

User submits a Query Request message to the Query Request service end-point.
“User Access” rules are applied to authenticate and authorize the User
e-PRIOR checks the request and queries the message repository

e-PRIOR queries for documents based on the following parameters:

With the result of the previously mentioned query e-PRIOR builds the Inbox Response.

The documents are ranked by received date descending. The documents having the same
received date are ordered at random.

. The following data is returned on the set of matching outbound documents (i.e. 1
or more):

e The ID (of the document)

e The Customer ID (EAN)

e The Issue Date (of the document)

e The Document Status Code

e The Document Type Code

e The Response Code (applicable for a response message only)

For each match where information exists about its parent, then the following information
is also returned on the parent document for correlation purposes:

e The ID (of the document)
e The Issue Date (of the document)
e The Document Status Code

e The Document Type Code

5.5.4.2. Alternative Flows

At step (3) no search criteria is specified

When no search criteria is specified, e-PRIOR executes the search with the criteria
provided below:

o The Supplier Agreement (parameter derived from the UserID - provided at
authentication - and the SupplierID of the Requester — provided in the message
header).

The system queries for documents:

* Received within a one year period as from the search date (i.e. the Start Date is 1
year back the search date, the End Date is the search date).

» Of the outbound document type;
e Not yet retrieved;
* Linked to (every) Customer ID linked to the specific Supplier Agreement;

Use Case continues at the next step of the basic flow.

At step (3) e-PRIOR no document matches the query criteria
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When no document matches the query criteria, e-PRIOR builds a Query Response with
no Matching Documents (i.e. empty content).

5.5.4.3. Exceptional Flows
At step (1) e-PRIOR is down
The User receives a 4xx Client Error
The Use Case Ends
At step (1) the authentication data is incorrect
e-PRIOR notifies the User that the authentication data is incorrect by sending a 401
The Use Case Ends
At step (1) the supplier or customer information is incorrect or missing

An error message containing information on the incorrect or missing supplier or
customer information is built

e-PRIOR responds with a SOAP Fault
The Use Case Ends
At step (1) the Supplier Agreement does not exist or can not be retrieved by the e-PRIOR
An error message containing information on the missing Supplier Agreement is built
e-PRIOR responds with a SOAP Fault
The Use Case ends :
At step (1) the Interchange Agreement does not exist or can not be retrieved by e-PRIOR
An error message containing information on the missing Interchange Agreement is built
e-PRIOR responds with a SOAP Fault
The Use Case ends
At step (1) the profile does not exist or can not be retrieved by e-PRIOR
An error message cohtaining information on the missing profile is built
System responds with a SOAP Fault
The Use Case ends
At step (1) the User tried to consume a service or data does not have permission

An error message is built containing information that the User is not allowed to consume
the service or data

e-PRIOR responds with a SOAP Fault
The Use Case ends
At step (2) e-PRIOR checks the request
When the e-PRIOR database fs down, e-PRIOR submits a SOAP fault.
The Use Case ends
At step (2) e-PRIOR checks the request
When broken XSD constraints are reported (1 or more), e-PRIOR submits a SOAP fault.
The Use Case ends
At step (2) e-PRIOR checks the request
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When a Start Date bigger than the End Date is specified by the User, e-PRIOR submits a
SOAP faulit.

The Use Case ends
At step (2) e-PRIOR checks the request

When No Start Date or End Date is specified by the User within the Period element, e-
PRIOR submits a SOAP fault.

The Use Case ends
At step (2) e-PRIOR checks the request

When the difference between the Start Date and End Date specified by the User is bigger
than one year, e-PRIOR submits a SOAP fault.

The Use Case ends
At step (3) there is a communication error reported

e-PRIOR detects when a supplier closes its connection. In this case the e-PRIOR cannot
respond to the subsequent request

" The Use Case ends
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5.6. Detailed Use-Cases of Notification Services

5.6.1. Notification Service

This service enables Suppliers to receive an email notification once a new document is available
in the virtual Inbox of e-PRIOR.

5.6.1.1. Basic Flow
(1) e-PRIOR puts a new document in the virtual Inbox of the Supplier.
(2) e-PRIOR composes an e-mail which is structured as following:
e To: e-mail address associated with the Supplier Agreement.
¢ Subject: e-PRIOR Business Notification — [DocumentTypeCode] — [ID]

e Body: An XML message structured according to the BusinessNotification XSD
containing:

e A note “This is an automated mail which serves as a Business
Notification to inform you that the following Document is available in
your e-PRIOR inbox. Please do not reply or send messages to this
address.”

e Document details:

e ID

e Issue Date (Optional)

¢ DocumentTypeCode

¢ DocumentStatusCode

* ResponseCode (Optional)

e Customer ID

» Related Document Reference (Optional)
(3) e-PRIOR sends the email to the email address of the Supplier
The Use Case ends

5.6.1.2. Alternative Flows

None.

5.6.1.3. Exceptional Flows

None.
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5.7. Detailed Service Level Agreements (Quality of Service)

[XX This section is to be completed]

Once j Jomlng ‘the productlon environment, the Suppher is requlred to ‘be fam111ar w1th the SLA
applicable to the services ‘provided by e-PRIOR. : : R

5.8. Conformance Test Protocol

To access the remote services of e-PRIOR, each Information System used by the Supplier must
demonstrate full conformance to the ICD. The Conformance Protocol (CP, see [REF4]) is the
document containing the detailed test scenarios to be run between DIGIT and the Suppliers ready
to show conformance to this specification.

The Conformance Protocol contains test scenarios classified in different sets:

e Minimal set: successful completion of each scenario in this set is mandatory before a
Supplier is allowed to access the production environment of e-PRIOR. This set includes
Submit Invoice, Inbox Request and Retrieve Request services.

e Recommended set: to allow a gradual adoption by Suppliers, this set includes test scenarios
that are highly recommended, but not mandatory before a Supplier is allowed to access the
production version of e-PRIOR. This set includes Submit CreditNote and Submit
AttachedDocument services. Before a Supplier is allowed to access one of these write
services, it is mandatory to successfully execute all recommended test scenarios relating to
the respective write service.

¢ Full set: read services that offer support for Suppliers, but are not critical to the e-Invoicing
process are included in the full set. Although it is advisable for Suppliers to test these services
during the Conformance Testing process, successful completion is not mandatory for neither
being allowed to access the production version of e-PRIOR, nor accessing these specific read
services in production. This set includes Status Request and Query Request services.

An example might clarify the rationale of these sets of scenarios. A Supplier will need to prove
successful completion of all conformance tests related to the minimal set of services before being
allowed to access the production environment of e-PRIOR. The Supplier is now allowed to
access all read services, but is restricted to only use the Submit Invoice write service. Access to
additional write services outside of the minimal set (Submit Credit Note and Submit
AttachedDocument) will only be allowed after a Supplier proves successful completion of the
relevant conformance tests.

The Conformance Protocol is comprised of 5 categories of tests:
e A - Foundation

e B - Data mapping

e C - Connection

¢ D - Business scenario testing

¢ E - Document validation
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Each test case is explained on a separate worksheet and has following properties:

e AnID X.Y.Z where X indicates the category, Y indicates whether the test case belongs to the
minimal (M), recommended (R) or full (F) set of test scenarios and Z indicates the test case
number

e Preconditions that describe what other test cases must be executed successfully before the
current test case can be run

e Postconditions that describe the output of a successful test case and indicate which other test
cases depend on this successful outcome

e Recommended roles and responsibilities that indicate which project roles are involved in this
test case. It contains an “effort actuals” section that should be completed with the actual
mandays each role has spent on executing this test case.

e A detailed scenario procedure that explains all steps to be executed and the expected results

e Information on tools, documentation or assistance that can be used as a guide to successfully
complete the test case. -

A traceability matrix summarizes the dépendencies between the different test cases and can be
used a guide to plan the executing of the Conformance Protocol.

To successfully complete the Conformance Protocol document, a Supplier must:

e Indicate the result (“Not run”, “Passed” or “Failed”) in the Scenario Procedure of each test
case. The document will automatically update the dashboard and preconditions information.

e Provide comments to the test case, if any, in the locations foreseen in each test case.

¢ Provide information on the effort actuals for all project roles in each test case.

5.8.1. Conformance Test Process Model

The conformance test process model consists of five steps:
o Kick off

e Execution of conformance tests

¢ Closing |

¢ Opening of e-PRIOR services to Supplier

¢ Opening of additional e-PRIOR services to Supplier

5.8.1.1. Kick off

The kick off serves as starting point for the execution of the conformance testing procedure. This
is a separate event per Supplier and can be organized at the premises of the European
Commission or can take place via a conference call, phone call or e-mail exchange. The goal of
the kick off is to know which conformance test scenarios the Supplier has selected to execute
and in which time window he is planning to execute them. Additionally, operational details such
as progress reports or regular status meetings during the execution of the conformance testing
procedure can be discussed.
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5.8.1.2. Execution of conformance tests

During this step, the Supplier executes all conformance tests as specified in the conformance
testing roadmap. Via progress reports or regular meetings, the e-PRIOR support team will
approve successful completion of these tests.

5.8.1.3. Closing

The closing serves to formally approve the results of the conformance testing procedure. The e-
PRIOR support team verifies that at least all conformance tests from the minimal set have been
executed successfully.

3.8.1.4. Opening of e-PRIOR services to Supplier

After it has been verified that at least all conformance tests from the minimal set have been
executed successfully and the signed ICA has been received by the legal department of the
European Commission, the e-PRIOR support team will open the interface of e-PRIOR to the
Supplier. Note that the Supplier is now allowed to access all read services, but is restricted to
only use the write services that he has proven conformance to. More precisely, if only the
minimal set of conformance tests have been executed, the Supplier is restricted to only use the
Submit Invoice write service.

Note that the ICA mentioned in this step is different from the simplified ICA which is part of the
conformance test scenarios. The signing of the simplified ICA is a prerequisite to access the
acceptance environment of e-PRIOR where the conformance test scenarios will be executed. The
signing of the ICA is a prerequisite to access the production environment of e-PRIOR.

3.8.1.5. Opening of additional e-PRIOR services to Supplier

If a Supplier has chosen not to include conformance tests related to specific write services
(Submit AttachedDocument or Submit CreditNote service) in the initial planning, he can choose
to start later another conformance testing iteration to obtain access to additional write services.
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5.9. Service evolution

There are countless reasons why Services need to evolve after being live. A few of them include:

o Bugs may need to be fixed.

e Changing requirements.

e Different flavours of a Service may be desirable.

Whatever the cause, over time, the service will evolve and this will mandate the versioning of the
interface’s XML Documents beyond construction.
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5.10. How do services change once live?
The most important aspects of the evolution are captured in the table below:

Type of Evolution Re-use of the Required migration Additional
document’s of old versions? Conformance
namespace names? Testing Required?

Backwards Yes No No
compatible evolution
Backwards semi- Yes Yes May
compatible evolution
Backwards No Yes Likely
incompatible
evolution

Each and every evolution of the service will be communicated to the Suppliers within a sensible

timeframe.

5.10.1. Backwards compatible evolution (most likely for Read Services)

An evolution is Backwards compatible when the newer version of a service interface can be
rolled-out without breaking its existing consumers. Examples of such changes are provided in the

table below:

Artefact Backwards Compatible Change
XSD e Adding optional elements or attributes to a namespace
¢ Increasing the maximum allowed number of occurrences of an element or
attribute.

Schematron | e Adding business rules which only produce warnings.
o Extending the content of a Code Table.

WSDL e Adding a SOAP Header Block which can be ignored.

If so it means that the service’s interface is extended in a way that its previous versions continue

to be supported.
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<<usage>>

interface

<<usage>>

Figure 31 Backwards compatible evolution: most likely scenario for the evolution of Read
Services

When the new version of the service supports its usage by old and new versions of its
consumers, the optimal evolution strategy is simply to update the service when required. This
scenario is most likely to be case for the evolution of the Read Services.

In this case the re-use of the document’s namespace names is possible. If a backwards
compatible change is made to a service exposed by e-PRIOR, then the old namespace name is
used.

In this scenario, additional, Conformance Testing will not be required.

5.10.2. Backwards semi-compatible evolution (most likely for Write Services)

An evolution is semi-incompatible when the newer version of a service imposes additional
mandatory constraints to existing consumers but only at Schematron level.

Artefact , Incompatible Change

Schematron | ¢ Restricting the content model via a hard constraint.
e Restricting the content of a Code Table.

In this case the re-use of the documents’ namespace names is possible. If a backwards semi-
compatible change is made to a service exposed by e-PRIOR, then the old namespace name is
used.

In this scenario, depending on the impact of the implemented change on the business, additional
Conformance Testing may be required.

5.10.3. Backwards incompatible evolution (most likely for Write Services)

An evolution is incompatible when the newer version of a service interface imposes additional
mandatory constraints to existing consumers. Examples of such changes are provided in the table
below:
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Artefact Incompatible Change

XSD e Adding of mandatory elements to an XML Schema.

e Restricting the XSDs content model, such as changing a choice to a sequence
in XML.

e Removing mandatory elements to an XML Schema.

e Significant semantic changes to existing core components.

WSDL e Adding a SOAP Header Block which must be Understood.

When the new version of the service impacts the interpretation and validation of the old
interface’s XML Documents, the service can no longer be used by old consumers. In this case
multiple versions of the service will be kept running in the same runtime environment until the
old one is made unavailable. In this case two (or more) versions of the same service coexist.

<<usage>>
®,
interface
new interface
<<usage>>

Figure 32 Backwards incompatible evolution: most likely scenario for the evolution of
Write Services

In this case the XML parser linked to the new version of the service will require that the new
version of and related schemas are used. Therefore, Suppliers will be required to adapt their
implementation of the interface before the service is made unavailable.

In this scenario, additional, Conformance Testing is likely to be required.
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6. ANNEX I: GLOSSARY OF TERMS

mechanisms

Architectural mechanisms represent common concrete solutions
to frequently encountered problems. They may be patterns of
structure, patterns of behaviour, or both. In the Rational Unified
Process (RUP), architectural mechanism is used as an umbrella
term for analysis mechanism, design mechanism, and
implementation mechanism.

e-Archiving system

A system (software and hardware) that allows suppliers or
customers to archive and retrieve Invoices, copies of Invoices and
related documents in an electronic way.

B2G

B2G is business-to-government (a variation of the term B2B or
business-to-business),

Document level

Elements at document level are found directly under the root
element (the top element) in the XML structure. Elements at the
document level apply to the whole document.

EDI

Electronic Data Interchange is (Council Directive 2001/115/EC,
art 2(2)(c) and Commission Recommendation 94/820/EC, art 2)
- an electronic transfer;

- from computer to computer;

- using an agreed structured format;

- that can be read by a computer; and

- can be processed automatically and unambiguously.

EEI Framework

The European Electronic Invoicing (EEI) Framework establishes
a conceptual structure that supports the provision of the e-
Invoicing services in an open and interoperable manner. The
Framework combines artefacts that together serve to specify a
minimum basis by which an EEI Service can be deemed to be
compliant with the Framework. These include legal and best
practice guidelines, business/operational rules, and technical
standards.

e-PRIOR

The acronym e-PRIOR (electronic PRocurement, Invoicing and
Ordering) is the name of the service oriented platform currently
being developed by the European Commission, DG-Informatics.
This enterprise application aims at making available several
services related to the Post-Awarding stages of Public
Procurement (i.e. ordering and invoicing).

e-Invoicing system

A system (software and hardware) that allows suppliers and
customers exchanging and archiving Invoices in an electronic
way.
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Electronic Invoicing

a.k.a. e-Invoicing

Electronic Invoicing is the electronic transfer of Invoicing
information (billing and payment) between business partners.
Electronic Invoicing requires the sending of Invoices "by
electronic means", i.e. transmission or making available to the
recipient and storage using electronic equipment for processing
(including digital compression) and storage of data, and
employing wires, radio transmission, optical technologies or other
electromagnetic means (Council Directive 2001/115/EC, art

2(2)(e))-

Electronic Ordering

a.k.a. e-Ordering

Electronic Ordering is the electronic transfer of ordering
information between business partners.

e-Ordering system

A system (software and hardware) that allows suppliers and
customers exchanging and archiving Orders in an electronic way.

ESB (Enterprise
Services Bus)

A message broker that supports Web services. An open standards-
based distributed Pusing or aPusing messaging middleware that
provides secure interoperability between enterprise applications
via XML, Web services interfaces and standardized rules-based
routing of documents.

HTTP (Hyper Text A TCP-based application-layer protocol used for communication

Transfer Protocol) between Web servers and Web clients.

HTTPS Secure version of the HTTP protocol. A different default port and
an additional encryption/authentication layer between HTTP and
TCP are used.

IDABC IDABC stands for Interoperable Delivery of European e-
Government Services to public Administrations, Businesses and
Citizens. It uses the opportunities offered by information and
communication technologies to encourage and support the
delivery of cross-border public sector services to citizens and
enterprises in Europe, to improve efficiency and collaboration
between European public administrations and to contribute to
making Europe an attractive place to live, work and invest.

IPCIS Interoperability Platform for the Commission's Information
Systems.

Interchange Agreement | The agreement that specifies the message interchange between the
Supplier and DIGIT.

Line level Elements at line level, unlike elements at the document level, only
apply to a specific transaction line

Operand In the context of this document, the Operand is the document
exchanged by the Supplier when using a service.

Public Administration A system that keeps record of the company's purchase
Back-office (or Back- transactions, in this context also referred to as "accounts payable"
end) (AP).
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RUP (Rational Unified
Process)

The Rational Unified Process is a System Development Lifecycle
methodology originally developed by Rational Software (today
part of IBM). RUP@EC is a customised version of the RUP®
(IBM Rational Unified Process®) methodology for use within the
Commission.

SLAs Service Level Agreements.

SMTP (Simple Mail A protocol for sending e-mail messages.

Transfer Protocol)

SOA (Service Oriented | An architectural style where existing or new functionalities are

Architecture) accessible by means of services, without knowing the underlying
technology.

SOAP (Simple Object A lightweight XML-based messaging protocol used to encode the

Access Protocol

information in Web service request and response messages before
sending them over a network.

SSL (Secure Sockets
Layer)

A protocol for transmitting private information via the Internet by
means of a cryptographic system.

Supplier Back-office (or
Back-end)

A system that keeps record of the company's sales transactions, in
this context also referred to as "accounts receivable" (AR).

UBL

Universal Business Language (UBL) is a library of standard
electronic XML business documents such as purchase orders and
Invoices. UBL was developed by an OASIS Technical Committee
with participation from a variety of industry data standards
organizations. UBL is designed to plug directly into existing
business, legal, auditing, and records management practices. It is
designed to eliminate the re-keying of data in existing fax- and
paper-based business correspondence and provide an entry point
into electronic commerce for small and medium-sized businesses.
UBL version 2.0 was approved as an OASIS Committee
Specification in October 2006 and has been publicly released.

In the field of software engineering, the "Unified Modelling
Language" (UML) is a standardized specification language for
object modelling. UML is a general-purpose modelling language
that includes a graphical notation used to create an abstract model
of a system, referred to as a UML model.

UML is also used for business process modelling, systems
engineering modelling and representing organizational structures.

(e-PRIOR) Write
Request

A write request is any request that creates a new record in the
back-office of the European Commission (such an invoice
record).

WS (Web Service)

A Web service is a software system designed to support
interoperable machine-to-machine interaction over a network. It
has an interface described in a machine-processable format
(specifically WSDL).

WS-Security (Web
Services Security).

A communications protocol for applying security to Web
Services. The protocol contains specifications on how integrity
and confidentiality can be enforced on Web Services messaging.

WSDL

WSDL is an XML-based service description on how to interface
using a web service.
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WS-

The Web Services Interoperability Organization (WS-I) is an
industry consortium chartered to promote interoperability
amongst the stack of web services specifications.

XML (Extensible Markup Language) is the standard messaging
format for business communication, allowing companies to
connect their business systems with those of customers and
partners using the existing Internet infrastructure. Similar to
HTML, XML uses tags (words bracketed by '<' and ') and
attributes (of the form name="value") to help place structured
data into text files. XML is different from HTML in that it is a
meta-language (a language for describing languages) and,
therefore, does not define specific tags and attributes.

XSD

XML schema definition language describes the structure of an
XML document.
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7. ANNEX I1: SUPPORT DOCUMENTS

The support documents to the ICD are included in the following directory structure:

001_Suppliers Meeting
002_Data Dictionary
003_XML_Schema Definition
004 XML Instances
005_WSDL

006_Schematron

007 Tools

008_FAQ

009_Conformance_Protocol
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2. INTRODUCTION
2.1. Scope

The e-Request application aims to automate the exchange of service requests and
offers between the European Commission and its suppliers. As covering the request
management process steps defined by the framework contracts, e-Request helps in
establishing specific contracts with the registered Suppliers who the Commission
has signed framework contract(s) with.

2.2. Deliverables

The first version of e-Request will be delivered by the end of May 2010 in order to
be ready by the start date of ESP-DESIS II. E-Request 1.0 is intended to cover the
main workflow steps defined by the framework contract followed by a second
release of which end date is December 2010. The second release focuses mainly on
improvements related to usability, reliability and reporting.

3. SYSTEM DESCRIPTION

3.1. High level architecture

E-Request has two main components which are connected by a communication
platform called e-PRIOR (see image 1.0). Supplier Portal is a web application
available for the Suppliers containing client interfaces for several e-Procurement
applications, first of all e-Request. The e-Request supplier interface is called e-
Request Front Office and gives access to all suppliers under a given framework
contract to execute their service management process with the FEuropean
Commission. After the registration procedure (validated by the Commission) e-
Request Front Office gives the possibility for the supplier contacts to login to the
application and access their e-Request mailbox. The e-request mailbox provides
access to all documents "In preparation”, "Sent" or "Received" from the
Commission. On the Commission's side the e-Request Back Office system will offer
the communication interface for the Commission agents to manage requests and the
requesting process including the exchange of documents with the suppliers.

The communication between the two different components (which are basically two
different applications) is done via e-PRIOR, an SOA (Service Oriented
Architecture) based communication layer. This platform is not only responsible for
the delivering of the documents between Front Office and Back Office, but also for
archiving, traceability and maintaining data integrity. Each of these applications
have their own databases.
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SUPPLIER PORTAL

N s eras s stras st s

'L e-Ordering ]

)
e-PRIOR

® Traceability
® Integrity

® Non-
repudiation

® Routing
® Archiving

e-Invoicing [

CUSTOMER PORTAL

1T

e-Ordering

=

E-Orderif

e-Invoicing

e

EC systems

Image 1.0: e-Request architecture

The integration of other e-Procurement applications (like e-Ordering and e-
Invoicing) with the Supplier Portal is foreseen only after that e-Request Front Office
has been rolled out to production.

3.2. User roles in Front Office

to Sign " (SAS)

Role Description
Supplier role " Having SAS responsibility the user will be able to read the
Supplier Authorised | documents sent by to Commission, respond to the Commission

by creating and sending all documents required by the
Commission (e.g.: formal offer).

Supplier role
Supplier Data Entry
Agent " (SDA)

The SDA has restricted rights to read all documents sent by the
Commission and create drafts of all documents to be sent by the
Supplier
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For the time being, the registration of the users at the supplier side is done by the
Commission on the basis of the declaration of roles allowed for each user per
framework contract. The suppliers do not have administrator rights for the
application. All the registered users get a user name and a password which will be
later used for authentication and authorization. The contact details are managed by
the Commission and the suppliers need to inform the Commission whenever a
change takes place.

3.3. Authentication and authorization

In order to use e-Request, the user has to be authenticated. The user authentication is
done by the European Commission’s centralized authentication system for external
users called external ECAS. Each time a user tries to access Supplier Portal the user
will be automatically redirected to the external ECAS server if the authentication
has not happened yet.

ECAS uses a ticket system which allows a one-time authentication: authenticating
once to a web application means that the user is basically authenticated to all
applications using the same ECAS server. There is however a restriction: the user
needs to enable cookies in the browser otherwise a re-authentication is required by
each server call.

After a successful authentication the system will automatically authorize the user by
reading the roles the user owns. Later, when more and more applications get
registered under the umbrella of the Supplier Portal the user won’t be required to
login again, the roles will be automatically retrieved for all applications they have
access to.

The access is granted based on the framework contract and once authenticated and
authorized, the user can access only the documents of their company for the
framework contracts they have been granted. The Commission has no access to the
‘in preparation’ documents only the ones that have been already sent to the
Commission. It’s an important criterion that a document is authentic only if it is sent
via e-Request (for exceptions like downtimes see chapter5). 4 '

4. BUSINESS PROCESS

4.1. Requesting process business documents

Business documents are used to model, execute and support the activities of the
requesting business process within the system.

The process of applying for a service is kicked off by the European Commission as
the “Request Document”. The Commission sends the contractor an official request
describing the details of the required service.
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E-Request supports three different service types:
e Time & Means

¢ Fixed price

¢ Quoted Time & Means

The system handles the three types of services in a similar way, however there can
be differences.

Once a Request Document has been submitted to a Supplier, documents

participating in the normal flow of the requesting process are summarized in the
table below: '

Creatéd by the Supplier” -
Y/N Document Accept Willingness
or
Reject Request
Proposal’ ' Accept Proposal
or
Reject Request
Formal Offer Close Request

Accept Willingness and Accept proposal documents sent by the Commission give
the supplier the possibility to create and send a Formal Offer, after which the
Commission will close the Request signifying that no more exchange of
information is needed for the specific contract.

When the Y/N Document’or the Proposal does not satisfy the needs of the
Commission, the Commission will then send a Reject Document explaining the
reasons of rejection. Once the Commission has rejected the Request Document of a
given Supplier, the Commission will be allowed to contact a new supplier in the
cascade (if applicable).

! S2C (Supplier to Commission).

2 C28 (Commission to Supplier)

* May be final when the supplier wants to anticipate the closure of proposal phase or not in order to be able

to submit an amendment version later during the proposal phase.

* Only in case of Fixed Price Cascade
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Suppliers can also exchange unstructured information through Adhoc Documents’
in order to provide more information, request extension in case of delays, or request
withdrawal from the requesting process. The Commission has the same possibility
as well.

The Commission can cancel the requesting process at any time when the need is no
more valid. In this case the system informs the supplier by setting the state of all
documents related to the request to "Cancelled" and it suppresses the possibility of
creating or sending any document.

The system will also monitor the deadlines for the Y/N phase and the proposal
phase. The system will inform the supplier when a deadline has been reached by
setting the state of all documents related to the request to "Expired" and in this case
it will suppress the possibility of creating or sending any document.

4.2. Document Management concepts

Suppliers access a mailbox to access "Inbox", "In preparation", and "Sent"
documents that are organised in different views.

"Inbox" contains all received C2S documents, whereas the "In preparation” and
"Sent" views contain documents created by the Supplier, refered as S2C
documents.

Suppliers can only create documents on the basis of an existing document that
contains the next possible actions of the Supplier, which can be selected from a list
by the Supplier. Once the next document is selected, the system automatically
generates an empty document structure letting the Supplier fill it out with
information and either save it as an “in preparation” document or send it directly to
the Commission. '

Once the user sends the document, the system will exchange it with the e-Prior
platform, set the document state to "Sent". After this, changes are no longer
permitted and the document is automatically moved under the “Sent” view.

Each document contains a reference to its request.

Unstructured documents (like PDFs, DOCs, etc...) can also be attached to any kind
of business document. Each attachment needs to be of type "CV" or "Technical
annex" for instance. Nevertheless, only TIFF and PDF extensions are allowed to be
sent as attachments. For security reasons the ZIP files are not allowed.

Any business document can be retrieved and saved locally as a PDF file after it has
been sent. '

* Documents from ad-hoc type used to convey information in both directions (supplier, commission)
without changing the standard workflow. These documents can be sent at any time. The ad-hoc messages
are of type "For Information" documents.
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In general all documents have a property to allow the sending of several versions
before reaching the expiry date. This property is managed by the e-Request Back
Office system.

4.3. The “typical” scenario

The request process for services is always initiated by the Commission by sending
an official Request Document to the Supplier.

The Supplier can open their mailbox to access the received Request Document.

Supplier Portal | e-Request -0
Supplier Portal » e-Request 3 Mailbax » Tnbox  Welcome FirstName LastName & ® @ E
Legal Notice

My Account Log out Help

Tu[:ﬁ:k_] FOM Contacf W] | Documert Name Irl | momesr Tv] [oecrpe Jr]  [mecgun]v] | Near Acricn] v ]| Fromemoric F]| acvarz v}
l

R Ty

DIGTT | FERRAND Kard

pierr, ;| bIIRSTRA Vi | 200908

b THUNUS Didier

oI6TT - | THUNUS Didker -

DISIY FERRAND Kol 2008-DESTS-121-EANI-Conce!
e | nanusoidr | | motmsinzonna |
DIeTT | FERRAND Kol 2008-DESTS-121.EANI-Req

"Ugly" mockup %1: Mailbox screen

The typical next possible document of a Request Document is the Willingness
Document where the Supplier expresses whether they are willing to pursue the
requesting process or not.

Once the Supplier selects the Willingness Document as a next action, the system
will generate and open the Y/N document, displaying some empty fields that the
Supplier can fill in.

— Yes / No
TIs your company willing to continue the process for Request XXXXXXXX?

QO Yes
O No

Proposal date 15/04/2009 E

"Ugly" mockup 2: Y/N Document screen

§ Warning: Ugly mock ups presented in this document are subject to changes, and are only shown for the
sake of clarity
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The Supplier can then choose to save the Y/N document or send it directly.

Note that upon first opening of a Request Document by the Supplier, the system
automatically creates and sends an acknowledgement in the background, informing
the Commission that the supplier received and opened the request. In this case the
Request Document is visible under the “Inbox” view while the Willingness
Document under the “In preparation” or “Sent” views — depending whether it has
been only saved or also sent directly.

The “Willingness phase” mentioned above is normally followed by the “proposal
phase” which begins with getting a Willingness Acceptance Document from the
Commission.

— Notification

Accept ¥/N Notification

Related Yo the DOCUMENTXXXXX-Wil

Proposal date: @

Comments

4000 char max

"Ugly" mockup 3: Accept Y/N Notification screen

Here the typical supplier’s next action is to make a proposal. Note that the Supplier
has the possibility to send multiple proposals till the deadline expires. This is a
good opportunity for the Supplier to make additional changes to the proposal if
needed. Once a proposal is considered to be final’ there is no possibility to change
it. The earlier proposals will be kept only for tracking purposes whereas the final
proposal or the latest one will be the only document considered as being official by
the Commission.

The Proposal Document contains structured (price information, list of candidates,
etc.) and unstructured information (in form of attachments like technical annexes,
CVs, etc). The system does not impose rules for naming the attachments. The only
restriction is that their format should be either PDF or graphics (possibly TIFF).

" The supplier can anticipatively close the proposal phase by declaring the proposal as final.
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The supplier has the possibility of uploading as many attachments as they want
however there might be technical restrictions related to the size of the attachments

(specified later).
— Proposal
Proposal number (Internal Supplier Reference) | supRef 123456
Ts this proposal final? OYes QMo
~ Project |

"Ugly' mockup 4: Proposal

The Supplier can take the initiative to anticipatively close the proposal phase before
the deadline by marking the last proposal as final. This allows the Commission to
begin the “selection phase” when the Commission decides whether to accept or to
reject the latest proposal.

— Natification

Accept Propasal Notification
Related to the DOCUMENTXXOOO! -Prop

The following lines have been accepted in your proposal:

Avchitect | Architect: | 37| smith - | Andrew

Anglyst Business Amlysf 3 Morgan

~ Comments

4000 char max

"Ugly' mockup 5: Accept Proposal Notification screen

10
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In case of acceptance the Commission sends a notification to the Supplier based on
what the Supplier can prepare the offer. The application helps the Supplier’s work
by preparing a draft of the offer based on the Proposal Acceptance Document.

—~ Formal Offer
Supplier Formal offes reference| | [} Formal offer pdf (formal offer) remeve
Formel Offer validity date: B
Total price: ::::" EUR
Delivery end date E

‘‘‘‘‘ ()
o

“ . | ‘addDewipef vy remove

"Ugly' mockup 6: Formal Offer screen

The Formal Offer Document is the basis to create the contract.
The ordering process is out of e-Request scope and will be handled by e-Ordering.

Nevertheless the Commission staff or a dedicated legacy system should close the
request after the relating specific contract has been signed.

The request process is completed once the specific contract is signed or
alternatively in case of cancellation by the Commission or withdrawal initiated by
the Supplier

The Commission is allowed to make extensions to requests having resulted in a
specific contract with some limitations. This process is detailed in the specification
of the call for tender supported by the e-Request workflow process. The system
displays these extensions of requests in a request property field.

When the requesting process fails through the entire cascade of suppliers,
Commission staff may create second tour requests that are copies of the initial
requests and from there start a new requesting process.

It is important to know that only ad-hoc messages can be deleted from the
supplier’s mailbox.

. EXCEPTIONAL CASES: RECOVERY FROM DOWNTIMES

It might happen that either Front Office or one of the other dependant applications
(see below) is temporarily down. The European Commission will put in place well-
designed recovery procedures which will help the internal support teams react in a
timely manner. These downtimes might however impact the deadlines expected

11
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from the suppliers and there are alternative procedures to be followed in these
situations.

From the system point of view there are three different major scenarios that need to
be handled differently:

1. Front Office is down
2. e-Prior is down
3. Back Office is down

The downtime of the Front Office has the highest impact on the Supplier since they
are prevented from logging into the application, accessing their mailbox and
creating and sending official documents to the Commission. In this situation the
Supplier has to contact the Commission in a "traditional" way by sending either a
fax or a scanned version of the document(s) via email accepting the deadlines.
Commission users having the rights will upload these unstructured documents into
the system indicating the reason of following the exceptional flow. If the downtime
lasts long and/or the Supplier is not aware of the new C2S documents sent in the
meantime requiring a reply, the Commission will handle this as an outstanding
exception.

The Supplier is also advised to send a note to the Commission® to speed-up the
TeCOVery process.

In case of downtimes of e-Prior and/or Back Office the Supplier will be able to
continne working with Front Office and once sending documents to the
Commission, they will arrive and wait in a queue and till they can be consumed by
the back-end systems. The Commission will never send faxes or emails to the
Supplier. Any other outstanding exception will be handled always on a case-by-
case basis.

¥ Contact information will be specified later
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