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Document Conventions
The following conventions are maintained across this document:
With regard to notes spread throughout the document, these are categorized as Important Notes and
Notes. The notation used for these is shown below:
Important Note: Provides important information and clarifications on specific issues.
Note: Information contained here clarifies a variety of items in the paragraph where the note is inserted.

With regard to the level of importance of the action to be taken by the addressee(s), there are specific
terms used to highlight this level. The following table explains the significance and strength of the
terms used in the text of the document. These terms will be highlighted in bold and capital letters (e.g.
MUST).
Table 1. Level of Importance

Term
DO,
MUST,
WILL or SHALL
MAY, CAN or
CONSIDER
SHOULD

AVOID
DO NOT, MUST
NOT, WILL NOT
or CANNOT

Significance
This is a mandatory indication that the specified requirement must be performed. There is
no optionality or variableness intended with this proclamation.
An optional element is expressed, to be considered in light of its context and decided upon
by the estimation of its importance on a case by case basis.
Strong indication of use for the specific purpose but not an obligatory requirement to be
delivered. For all purposes and considerations the proposed requirement should be
performed and is desired as such, however it is not essential and it is therefore
recommended but not mandatory.
Strong indication of use for the specific purpose but not an obligatory requirement to be
avoided. For all purposes and consideration the proposed action should be avoided and is
desired as such, however it is not essential and it is therefore recommended but not
mandatory.
This is a mandatory indication that the specified requirement must be not delivered. There
is no optionality or variableness intended with this proclamation.

With regard to references, these will be presented in the document in the format of (Ref. “Heading
Number of Reference Text of Reference”).

Timeline for delivery of the proposal
The Contractor WILL send back the proposal/offer within 10 days from receiving the current request.
Important Note: The “Document Conventions” and the “Timeline for delivery of the proposal”
paragraphs above are explanatory and MUST be removed from the final offer document.
Grey text in the paragraphs below CAN be deleted. It provides explanation on the expected
delivery and the contractor MUST provide details for each item. The information here is an
expected minimum and MUST NOT be omitted unless approved by the EASO Project Manager
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1. Introduction
Purpose and scope
Provide here the purpose and the scope of the proposal / offer in a clear and concise manner. An
executive summary must be delivered.

Document Conventions
Include here descriptions any specific conventions that will be followed in the document such as
MOSCOW notation, reference styles etc.

Abbreviations and Definitions
Include here a table for abbreviations and definitions used in this document.

2. Project Information
Summary
In this point the offer must
 provide contextual background on the project (if is a continuation of a previous project, if
it’s a new initiative, an understanding of the as-is and the expected to-be from the
contractor point-of-view);


reflect on the details of the executive summary given above and give as much detail as
necessary to avoid ambiguity and to provide clarity.

The offer should also address the high-level links in the architectural and application landscape of
this offer (where is the product coming from, how does it link to existing products and potential new
links to other applications in the EASO landscape).
Finally, the offer is to provide here a detailed summary of expectations from EASO side on the
approach the project and its availability within the expected parameters of:
 Time invested


Quality control iterations



Number of resources involved and at which percentage of involvement

3. Minimum Content of the Offer
The offer will contain the following minimum items:
 Technical Proposal


Financial Proposal



Delivery Plan
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Technical Proposal
The technical proposal will contain as minimum the following sections:









Summary;
Scope of work;
Organization of the team and the single point of contact and backup;
Architectural building blocks for the product;
Technical approach based on the information provided as minimum for the delivery plan;
Quality assurance methods and standards used (the contractor SHALL highlight the quality
approach and the measures undertaken to guarantee and demonstrate that the solution
will be developed following best practices. The Contractor MUST provide here the Quality
Assurance methodology that they will follow in order to ensure the quality of the delivery
of the product);
Monitoring effort and reporting cycles to EASO management (refer also to section 4 for
guidelines).

Financial Proposal
The financial proposal will contain as minimum the following sections:




Total price of the offer
Payment plan per milestone/deliverable if applicable
Breakdown of costs in person-hours and cost per person-hour per:
o Activity
o Profile applicable
o Functionality of the product (building blocks style and dependencies). *This option
is applicable if business analysis already exists and is provided with the product
backlog.

The Contractor MUST provide a table that includes the above information in a clear and concise
manner.

Delivery Plan
The delivery plan will contain an end-to-end time plan with the following as minimum. The
contractor MUST provide their approach to the below requirements as part of their Technical
Proposal. The activities described below depend on the type of project and may be omitted only after
agreement with EASO’s Project Manager:
Understanding of the product and its needs:
The needs of the product MUST be clearly understood by the Contractor. Any means necessary can
be deployed here such as Business Analysis, Gap Analysis, SWOT, Cost-Benefit etc in order to make
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sure that the basic requirements have been captured and can be later refined and changed as the
needs arise.
In that sense the Contractor MUST be ready to implement a product using any Application Lifecycle
Management methodology needed e.g. Agile, SCRUM, Waterfall, etc. The Contractor MUST provide
a valid and justified method with which they will collect all the necessary information for the
successful implementation of the project.
Product Backlog Creation/Refinement:
Product Backlog MUST be defined and as a minimum contain the User Stories / Business
Requirements stemming from the Business Analysis and Epics where appropriate. The definition of
the Project’s Product Backlog SHALL be done using the Application Lifecycle Management Software
used by EASO. During this activity both the Key User and the EASO Project Manager SHALL be
involved to set priorities and provide clarifications.
Product Backlog Acceptance
The EASO Project Manager, the Key User and the Contractor must sign off on the agreed backlog,
grouped in Epics (User Stories) and on the level of detail of the deliverables to avoid ambiguity. The
list of the agreed backlog shall make integral part of the offer.

Definition of Done and Acceptance Criteria:
For each User Story committed for delivery there are two very important items that need to be
defined:


Definition of Completed: This implies that all work needed in order for the User Story to be
complete has been accomplished as follows and confirmed by the contractor:
o Development has been completed according to the business requirements as
described in the backlog and the fuction performs correctly.
o Quality Assurance processes have been concluded successfully and results have
been documented. Quality Assurance processes should at minimum cover:
 Unit tests
 Regression tests
 Security tests, if applicable
 Automated tests (using EASO’s automated testing tools)
o User manual has been created and/or updated
o The code changes have been committed to EASO’s source control tool
o Relevant documentation, including the step-by-step deployment instructions for the
component have been updated accordingly
o It has been ensured that the item developed is deployable to at EASO current UAT
environment (multi-server)



Technical Acceptance Criteria: The Technical Acceptance Criteria will define how a User
Story analysed in the Business Analysis can be accepted as meeting the technical
requirement. The contractor must include expected description and definitions for:
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o
o
o
o
o
o

The baseline for the programmed canvas
The effectiveness the functionality
The efficiency of the programmed algorithms
The completness of comments in the code
The percentage re-used code/repeated libraries
The adaptability to EASO’s technical framework

If the Definition of Completed has been met and the answers to the Technical Acceptance Criteria
are YES then the item developed as described in the User Story can be deployed in coordination with
the EASO Project Manager.

Software Development model
The contractor must state what is the preferred development model and elaborate on the details of
the model it will be using (e.g. if Agile, state the number of sprints, scheduled feedbacks,
deployments, etc).

Minimum technical conditions (development, UAT, production environments):
The contractor must state the implementation environment requirements for a successful
deployment. All implementation environments SHOULD be setup and configured to accept the
implementation, testing and integration of the project. It SHOULD be made sure that the
Development, UAT and Production Environments are sized up appropriately and have the same level
of performance or at least making sure that the performance level of the Production Environment is
higher than the ones of Development and UAT. This is to be performed in coordination with the EASO
Project Manager and the EASO ICT Officers responsible for Networks and ICT Operations.
Coding and Software Documentation:
The offer could provide the contractor’s preferred options for the following product architecture
strategies:
 Software Design Pattern;


Programming Paradigm;



Application and Database Coding Style;



Database Source Documentation



Application Source Documentation;

Threat Modelling:
Threat Modelling and alignment with best security practices MUST take place. Actions to be
undertaken by the contractor SHOULD include as minimum the following:


Describe, if any, current vulnerabilities that affect the deployed environment parameters;



Estimate the effort to be compliant with the OWASP top 10;



Potential attacker stories to be later added in the Project’s Product Backlog
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Set guidelines and admissible cycles for penetration testing and vulnerability scanning.

Sprint Execution Plan:
The contractor MUST provide an execution plan for each delivery cycle where the contractor
commits to deliver the approved tasks by the end of the sprint. The sprint plan must include the
communication strategy, the number of feedback cycles a proposed fixed interval for deployments
and acceptance cycles.

Solution Implementation:
Contractor must write down the method for implementation of the solution as defined by the
Business Analysis including the User Interface Design as well as Unit, Regression and Security Testing
and Documentation.

Delivery Cycle User Acceptance Testing:
The contractor must define the minimum test types to be performed during User Acceptance Testing
for the Iteration that is running. The following types of tests CAN be performed depending on what
is to be delivered at the end of the iteration:


Functional



Integration



Infrastructure



Interface



Performance



Regression



Acceptance

It is NOT mandatory to have a UAT at the end of each iteration. This is to be decided between the
EASO Project Manager, the Contractor and the Key User.

UAT and Solution Hardening:
In order to get the final green light to “push” the solution into production UAT MUST be performed.
Test Cases and scenarios must be developed by the Contractor. In case issues are found then the
solution needs to be “hardened” before it goes to production. The EASO Project Manager in
coordination with the Key User MAY choose to leave outside of the “hardening” scope some minor,
non-crucial, low priority defects.

Change Management:
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Prior to performing the integration process, a change management plan (document) MUST be
created describing all the steps that will be taken in order to have a successful change. This plan
MUST as a minimum include information on:


Action, including Time and Date



Dependencies between building blocks



Action Responsible



Person confirming the outcome of the action

The change plan document MUST include at least actions for:


Backups



Deployments sequences



Sanity Checks



Roll-Back Strategy

The responsibility for the creation and maintenance of the change Plan lies with the Contractor who
will coordinate with the EASO Project Manager and the EASO ICT Officers responsible for Network
and ICT Operations.

Deployment to Production:
With all issues resolved, UAT successfully completed and the solution accepted by the Project Board,
the contactor in coordination with the EASO Project Manager and the EASO ICT Officers responsible
for Network and ICT Operations SHALL move the solution into the production environment following
the Integration Plan previously developed.

Hand-over:
As soon as the solution is in the production environment, a stabilisation period that WILL be
negotiated with the contractor WILL come into effect. The agreement SHALL be made before the
“Go-Live” date of the solution and the hand-over period WILL start from the official date of release
to production as agreed between the Contractor, the EASO Project Manager and the Project Board.
During the hand-over, the contractor SHALL provide support to the EASO Solution Architects and to
EASO Service Desk and provide near-presence support as issues may appear in the agreed hand-over
period. Specific focus SHALL be given to business continuity.
Hand-over can also take the form of Working Instructions, Operating Guides, Hands-On Training etc,
if proposed in the offer. This type of hand-over SHALL be agreed by all involved parties and the
appropriate Technical Documentation made available.

Final Documentation:
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With the continuous documentation in place during the implementation of the solution, most of the
technical documentation should already be in place. Any finalisation of such documentation MUST
be performed accounted for:


Documentation of the solution that includes:
o Administrator Manual
o Installation Manual
o Maintenance Manual
o User Manual
o Quality Assurance Documentation, including Test Cases and Test Results
o Any other technical details

4. Project Monitoring and Reporting
Monitoring
The contractors will use EASO tools to track the status of the project:
 Activity Tracking


Tasks, Bugs, Users Stories, etc



Documentation and other information material



Source Code and other scripts

Access to the abovementioned systems WILL be provided by EASO ICT.

Reporting
The contractor SHALL provide here the reporting schedule of the project. Reporting will be performed
at regular intervals as below:
 Sprint Based; at the end of each delivery iteration and no longer than 5 days after the
delivery


Project Phase Based; at the end of each phase of the project



Milestone Based; at key defined points which are considered milestones for the project

Milestones
The contractor SHALL provide here the list of milestones foreseen for the project but will ensure that
the following minimum project milestones are included for which a report MUST be provided:
 End of Requirements Analysis and Initial Backlog creation


Deployment to UAT Environment



Successful UAT period



Deployment to Production Environment
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Successful Knowledge Transfer to EASO ICT Service Desk and other stakeholders as defined
by EASO Project Manager



End of Post-Go-Live period



Project Closure

5. Minimum Deliverables
The Contractor SHALL list here the deliverables of the project, taking into account the list of minimum
deliverables below:
 Agreed backlog of user/attacker stories/requirements;


Final version and branch of the source code of the application stored in the EASO ICT Source
Code Repository;



Solution implemented according to the Business Requirements and available in the
Development and UAT Environments of EASO;



Full technical documentation for installation, management and maintenance of the
solution;



Threat modelling documentation;



Architecture design and technological links document;



Internal test documentation and results, including date;



Installation scripts for all environments of EASO ICT (development, UAT, Production) tested
and available in the EASO ICT Source Code Repository;



User Manual;



Administrator Manual.
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