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1. INTRODUCTION
1.1. Background, scope and objectives
The European Commission (‘the Commission’) is to ensure the protection of the European
Union (‘the EU’) financial interests and sound financial management1. In this context,
“pursuant to the principle of sound financial management, the budget shall be implemented in
compliance with the effective and efficient internal control”2. Effective internal control
includes “an appropriate risk management”3.
The EU is (i) the owner of space and ground assets developed under the EU Space
Programme and previous programmes, such as Galileo and Copernicus, which are fully4 (or
even possibly partially) financed by the EU and (ii) is responsible for operation and service
provision of the EU Space Programme components.
The scope of the study covers all potential extra-contractual liabilities affecting the EU in case
of damage created by these assets or arising out of defective service provision.
The main objective of this study is to assess which steps of the implementation of the EU
Space Programme could raise concerns as regards extra-contractual liability, to quantify those
risks, to examine possible remedies including through technical, contractual means and/or
through extra-contractual liability insurance. The results of this study should allow the
Commission to choose the best possible strategy to mitigate risks to which the extracontractual liability of the EU exposes the EU budget. In particular, the study should provide:
 Identification of hazards that could lead to the extra-contractual liability of the EU for
activities carried out under the EU Space Programme.
 Estimation and evaluation of risks;
 Identification of risk mitigation measures;
 Identification of the financing possibilities, including the possibility to take out extracontractual liability insurance, in case the EU is liable for damage arising out of
activities carried out under the EU Space Programme.
By conducting this study, the Commission intends to build upon internal analysis and
consultations that have already been performed in the past regarding in particular the law that
would apply in order to determine the extra-contractual liability in relation to the GNSS and
Copernicus programmes (now Space programme components). The available proprietary

1

Article 310(5) TFEU.

2

Article 36(1) Financial Regulation.

3

Article 36(3) (b) Financial Regulation.

4

Article 9 of the EU Space Programme Regulation.
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material that was used to support this reflection will be provided by the Commission at the
Kick-off meeting. The tables of contents of such material are provided as a reference
document.
Currently, if a court orders payment of damages to a claimant, the standard EU budgetary
rules and procedures would apply. Payments could be made under existing budget lines in
accordance with the applicable legal procedures and subject to budget availability.
1.2. List of Acronyms and Definitions
Acronym
ARAIM
C3S
CAMS
CEMS
CFI
CLMS
CMEMS
DG
EC
ECL
EDAS
EGNOS
EGNSS
EOS
ES
EU
EUSPA
EWS
FR
FTA
GNSS
GOS
GPS
GSA
HAS
Hazard

ISM
KOM
MoM
MPL
NAGU
NMA
OS
PL
PM
PNT
PR

Description
Advanced Receiver Autonomous Integrity Monitoring
Copernicus Climate Change Service
Copernicus Atmosphere Monitoring Service
Copernicus Emergency Management Service
Customer Furnished Item
Copernicus Land Monitoring Service
Copernicus Marine Environment Monitoring Service
Directorate-General
European Commission
Extra-contractual liability
EGNOS Data Access Service
European Geostationary Navigation Overlay Service
European GNSS
EGNOS Open Service
Emergency Service
European Union
European Union Space Programmes Agency
Emergency Warning Service
Final Review
Fault-Tree Analysis
Global Navigation Satellite System
Galileo Open Service
Global Positioning System
European GNSS Agency
High Accuracy Service
Objects, events or situations that could cause harm and lead to the
extra-contractual liability of the EU for activities carried out under the
EU Space Programme
Integrity Support Message
Kick-Off Meeting
Minutes of Meeting
Minimum Performance Level
Notice to Galileo Users
Navigation Message Authentication
Open Service
Plan
Progress Meeting
Position, Navigation, Time
Progress Report
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Acronym
RAIM
Risk

RUE
SAR
SAS
Severity
SDD
SST
SoL
SW
TFEU
TN
TS
WBS
WP
WPD

Description
Receiver Autonomous Integrity Monitoring
The likelihood (or probability of occurrence) of a hazard multiplied
by the severity (of the consequences) of the hazard (in case it
materialises)
RESTREINT UE/EU RESTRICTED
Search And Rescue
Signal Authentication Service
The estimation of the consequences in case the hazard occurs
Service Definition Document
Space Surveillance & Tracking
Safety of Life
Software application
Treaty on the Functioning of the European Union
Technical Note
Timing Service
Work Breakdown Structure
Work Package
Work Package Description

1.3. Applicable documents
Ref.
AD.
1

Title
Regulation (EU)2021/696 of the European Parliament and of the Council of 28 April
2021 establishing the Union Space Programme and the European Union Agency for
the Space Programme and repealing Regulations (EU) No 912/2010, (EU) No
1285/2013, (EU) No 377/2014 and Decision 541/2014/EU (“the Space Programme
Regulation”).

AD.
2

COMMISSION IMPLEMENTING DECISION (EU) 2018/321 of 2 March 2018
amending Implementing Decision (EU) 2017/224 setting out the technical and
operational specifications allowing the commercial service offered by the system
established under the Galileo programme to fulfil the function referred to in Article
2(4)(c) of Regulation (EU) No 1285/2013 of the European Parliament and of the
Council.

AD.
3

AD.
4

https://eur-lex.europa.eu/legalcontent/EN/TXT/PDF/?uri=CELEX:32018D0321&from=EN
COMMISSION IMPLEMENTING DECISION (EU) 2017/224 of 8 February 2017
setting out the technical and operational specifications allowing the commercial service
offered by the system established under the Galileo programme to fulfil the function
referred to in Article 2(4)(c) of Regulation (EU) No 1285/2013 of the European
Parliament and of the Council.
https://eur-lex.europa.eu/legalcontent/EN/TXT/PDF/?uri=CELEX:32017D0224&from=EN
Regulation (EU, Euratom) 2018/1046 of the European Parliament and of the Council
of 18 July 2018 on the financial rules applicable to the general budget of the Union,
amending Regulations (EU) No 1296/2013, (EU) No 1301/2013, (EU) No 1303/2013,
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Ref.

AD.
5

AD.
6
AD.
7
AD.
8

Title
(EU) No 1304/2013, (EU) No 1309/2013, (EU) No 1316/2013, (EU) No 223/2014,
(EU) No 283/2014, and Decision No 541/2014/EU and repealing Regulation (EU,
Euratom) No 966/2012
https://eur-lex.europa.eu/legalcontent/EN/TXT/PDF/?uri=CELEX:32018R1046&qid=1633097779241&from=EN
Commission Delegated Regulation (EU) No 1159/2013 of 12 July 2013 supplementing
Regulation (EU) No 911/2010 of the European Parliament and of the Council on the
European Earth monitoring programme (GMES) by establishing registration and
licensing conditions for GMES users and defining criteria for restricting access to
GMES dedicated data and GMES service information Text with EEA relevance.
EUR-Lex - 32013R1159 - EN - EUR-Lex (europa.eu)
COMMISSION DECISION (EU, Euratom) 2015/ 444 - of 13 March 2015 on the security rules for protecting EU classified information (europa.eu)
Commission Decision (EU, Euratom) 2019/1962 of 17 October 2019 on implementing
rules for handling RESTREINT UE/EU RESTRICTED information (europa.eu)
Security Notice on handling of sensitive non classified information (snc) issued by the
European Commission C (2019) 1904
handling_instructions_for_sensitive_non_classified_information_received_from_the_european
_commission.pdf (europa.eu)

AD.
9

Commission Decision (EU, Euratom) 2019/1963 of 17 October 2019 laying down
implementing rules on industrial security with regard to classified procurement
contracts
EUR-Lex - 32019D1963 - EN - EUR-Lex (europa.eu)
Table 1. Applicable documents

1.4. Reference Documents
Ref.
RD.1

RD.2

RD.3

Title
EGNOS Safety-of-Life Service Definition Document EGN-SDD SoL, Version:
V3.4, Date: 26/04/2021.

https://egnos-user-support.esspsas.eu/new_egnos_ops/sites/default/files/documents/egnos_sol_sdd_in_force.pdf
EGNOS Open Service Definition Document, EGN-SDD OS, Version: V2.3, Date:
03/10/2017.
https://egnos-user-support.esspsas.eu/new_egnos_ops/sites/default/files/documents/egnos_os_sdd_in_force.pdf
EGNOS EDAS Service Definition Document, EGN-SDD EDAS, Version: V2.2,
Date: 03/06/2019.
https://egnos-user-support.esspsas.eu/new_egnos_ops/sites/default/files/documents/egnos_edas_sdd_in_force.pdf
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Ref.
RD.4

RD.5

Title
Galileo Initial Service - Open Service - Service Definition Document, Version 1.1,
Date: May 2019.
https://www.gsc-europa.eu/system/files/galileo_documents/Galileo-OS-SDD.pdf
Galileo Open Service Signal-In-Space Interface Control Document, Version 2.0,
Date: January 2021.

RD.6

https://www.gsc-europa.eu/system/files/galileo_documents/Galileo-OS-SISICD.pdf
European Radio Navigation Plan, Version: 1.1, Date: 27/11/2018

RD.7

https://ec.europa.eu/docsroom/documents/33024/attachments/1/translations/en/ren
ditions/native
GNSS Market Report, Issue: 6, Date: 2019.

RD.8

https://www.gsa.europa.eu/system/files/reports/market_report_issue_6_v2.pdf
GNSS User Technology Report, Issue: 3, Date: 2020.

RD.9

https://www.gsa.europa.eu/system/files/reports/gnss_user_tech_report_2018.pdf
Copernicus Market Report, Issue: 2, Date: 2019

RD.10

https://www.copernicus.eu/sites/default/files/201902/PwC_Copernicus_Market_Report_2019_PDF_version.pdf
Legal notice on the use of Copernicus Sentinel Data and Service Information

RD.11

RD.12
RD.13

https://sentinels.copernicus.eu/documents/247904/690755/Sentinel_Data_Legal_N
otice
ESA-User license for the use of Copernicus Contributing Missions data - Data
Warehouse
phase
2
(2014-2020)
https://spacedata.copernicus.eu/documents/20126/0/CSCDA_ESA_User_Licence_
last_uploaded_2020_02_10.pdf/b879907e-bd00-688e-bf42bf27a00d70cb?t=1581335391752
Tables of contents of previous related analysis and consultations provided
separately within the call for tenders documents
Use of the logo of the European Commission - Guidelines for partner organisations
(europa.eu)

Table 2. Reference documents

2.

TASKS DESCRIPTION

The following subsections specify the list of tasks to be carried out by the contractor under
this contract. The tenderer is requested to review the tasks defined and propose solutions to
cover the objectives defined in the subsection 1.1 above.
This section incorporates additional information that may be relevant for the preparation of
tender and the Contract execution.
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The study shall include the following tasks:







Task 0: Project management.
Task 1: Identification of objects, events or situations (thereafter referred as
‘hazards’) that could cause harm and lead to the extra-contractual liability of the
EU for activities carried out under the EU Space programme.
Task 2: Risk assessment.
Task 3: Identification of risk mitigation measures.
Task 4: Identification of various sources of financing of the extra-contractual
liability of the EU for activities carried out under the EU Space programme.
Task 5: Risk Monitoring and Control.

2.1. Task 0 - Project management
Objective
The objective of this task is to perform the overall management of the contract.
Task details
The main activities to be performed over the duration of the contract are:


Contractual management.



Organization and coordination of internal communication flow.



Documentation management.



Tracking project status.



Establish and maintain the travel plan.



Review and verification of deliverables.



Organizing progress meetings (calling notices, agendas, chairing and reporting).



Identify needs for interface with external entities.



Ensure coordination between the different project activities.



Quality management.



Risk management.

For all review and progress meetings between the Contractor and the Commission, the
Contractor shall provide:


An Agenda of the meeting at least two days in advance of the meeting.



The Minutes of the meeting no later than five working days after the meeting.

For all other meetings attended by the Contractor, a short report shall be prepared in the
following five working days and including:


Main objectives for the meeting.



Discussions and analysis of each topic in the agenda.
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Documents/presentations exchange.



Conclusions and action items.



Corresponding action plan and additional recommendations if appropriate.

All material to be presented or distributed to parties outside the Contract (slides, etc.) shall
have to be authorized by the Commission.
The Tenderers shall provide a draft Project Management Plan along with the proposal
submission, and an updated version afterwards at T0 (T0 will be the date of entry into force of
the service contract).
The Contractor shall propose attendance to several meetings which he considers necessary to
fulfil the tasks.
The Contractor shall deliver a Monthly Progress Report with a summary of the activities
undertaken during the reported period, the meetings attended, travels and effort balance
(effort used and remaining).
A Final Report shall be prepared by the Contractor at the end of the project summarizing the
main findings of the project and, where applicable, recommendations.
Task deliverables
The deliverables for this task shall be at least:
Ref.
D0.1.1
D0.1.2
D0.2.x
D0.3.x

D0.4.x
D0.5

5

Deliverable Title

Date

Document Task
Type5
Project Management Plan (preliminary Proposal PL
Task 0
version)
Project Management Plan (final version)
KOM
PL
Task 0
Monthly Progress Reports
Monthly PR
Task 0
Minutes of Meetings with EC
After
MoM
Task 0
each
meeting
with EC
Meeting Reports
Ad-hoc MoM
Task 0
Final Report – Project Executive Summary T0+9
TN
Task 0

PL= Plan; PR=Progress Report; TN=Technical Note; MoM=Minutes of Meeting.
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2.2. Task 1 - Identification of hazards that could cause harm and lead to the extracontractual liability of the EU for activities carried out under the EU Space
programme
Objective
The objective of this task is to identify hazards that could cause harm and lead to the extracontractual liability of the EU for activities carried out under the EU Space programme.
Task details
The objective of this task is to identify hazards that could create harm and lead to the extracontractual liability of the EU for activities carried out under the EU Space programme
without the identification of any mitigation measures which will be the subject of Task 3. As
an example, the identified hazard could be a potential failure to meet minimum performance
levels of a given service set out in the relevant documentation, such as service definition
documents for European Geostationary Navigation Overlay Service (EGNOS) and European
global satellite-based navigation system (Galileo), or an EU satellite colliding with another
satellite.
The analysis of hazards shall be performed considering the following aspects:


Categories of events (see Task 1.1. below for an explanation).



The following services provided by the EU Space Programme components:

o Galileo6: Galileo Open Service (GOS), High-Accuracy Services (HAS), Signal
Authentication Service (SAS), Emergency Service (ES), Timing Service (TS),
contribution to Search and Rescue (SAR), to integrity-monitoring services7 and
to space weather information via the GNSS Service Center.
o EGNOS8: EGNOS Open Service (EOS), Safety of Life (SoL) (aviation,
maritime, etc.), EGNOS Data Access Service (EDAS).
o Copernicus: Copernicus Land Monitoring Service (CLMS), Copernicus
Marine Environment Monitoring Service (CMEMS), Copernicus Atmosphere
Monitoring Service (CAMS), Copernicus Climate Change Service (C3S),
Copernicus Emergency Management Service (CEMS), Security Service,
Sentinel observation data provided by ESA and Eumetsat, data service
platforms.
o Space Situational Awareness (SSA): space surveillance and tracking (SST)
service and Space Weather service.

6

Article 45 of the EU Space Programme Regulation.

7

The analysis shall consider the use of the Galileo OS for safety-of-life applications, such as Advanced Receiver
Autonomous Integrity Monitoring / Integrity Support Message (ARAIM/ISM).

8

Article 46 of the EU Space Programme Regulation.
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Applications making use of the above services
o Regulated and non-regulated applications.
o Applications along the whole value chain.



Territory: the analysis should cover situations that may cause damage outside a state’s
boundaries (e.g., air, sea, space, Antarctica, etc.).

Considering the high number of services provided under the EU Space Programme
components, the Commission will provide the Contractor with a list of services to be
prioritized. This list will be provided by the Commission at the Kick-Off Meeting.
Nevertheless, the Contractor is invited to provide a first iteration on this topic with its
proposal.
The objective of Task 1 shall be achieved using standard techniques and practices aimed at
identifying hazards that can contribute to incidents, and by screening these hazards using a
combination of available historical data and expert judgment.
The approach used for hazards identification should comprise a combination of both
qualitative and quantitative techniques, the aim being to identify as many relevant hazards as
possible. The qualitative element is to ensure that the process is not confined only to hazards
that have been materialized in the past. The Contractor shall propose a methodology for the
identification of hazards considering the aspects listed above.
Task 1.1. Categories of events
The Contractor shall categorize the hazards according to its type or nature in a classification
scheme. The scheme is to be proposed by the Contractor. It can be a scheme that considers
Programme-internal and Programme-external events, for example:


Programme-internal events:
o Hazards related to the broadcasted signals (e.g., Galileo OS not meeting
availability Minimum Performance Level (MPL).
o Operational hazards (e.g., Galileo OS not meeting the MPL for the timely
publication of Notice to Galileo Users (NAGUs), Copernicus data or
information not meeting the technical specifications (e.g., content, quality
and/or timeliness).
o Hazards connected with the operation of the spacecraft (e.g., uncontrollable
spacecraft).
o Hazards related to the provision of auxiliary services (auxiliary services are not
formally mentioned as EU Space Programme services according to the EU
Space Programme Regulation, e.g., services provided through the Galileo
Service Centre).
o Hazards of a voluntary temporary degradation of the services (e.g., planned
maintenance periods of different system elements).
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o Policy and economic hazards (e.g., EU decision to decommission one or
several components of the EU Space Programme which would lead to the
interruption of the associated services).


Programme-external events:
o Technical hazards affecting the user local environment (e.g., jamming or
spoofing of radiofrequency signals, physical tampering of the infrastructure
providing space services).
o Hazards affecting the propagation medium of the broadcast signals (e.g., solar
storms).
o Hazards related to the intentional or unintentional falsification or
misinterpretation of Copernicus data and information.
o Cyber-related hazards.

The current list of hazards shown above shall be further developed and refined by the
Contractor. For this purpose, the Contractor shall undertake a structured and comprehensive
consideration of known sources of hazards or initiating events, usually identified by
reviewing past incidents and losses. Brain-storming sessions led by the Contractor
(potentially, with the involvement of other stakeholders), could be organized to identify
additional hazards and to assess how a hazard might lead to the extra-contractual liability.
Particularly, concerning the Programme-external events, the Contractor shall undertake a
critical analysis and will justify those events where no liability will be retained by the EU
under any circumstances (e.g., the EU cannot be held liable for cases of jamming at user
level).
The Contractor shall perform at this stage a preliminary risk assessment including the
estimation of likelihood and evaluation of severity of the identified hazards. Based on this
preliminary risk assessment the Contractor, in consultation with the Commission, shall
prepare a list of hazards to be further considered in the following tasks.

Task deliverables
The deliverables for this task shall be at least:
Ref.

Deliverable Title

1.1.1

Report
on
Hazards
Identification T0+1
(preliminary version)
Report on Hazards Identification (final T0+2
version)

1.1.2

Date

Document Task
Type
TN
Task 1
TN

Task 1

2.3. Task 2 – Risk assessment
Objective
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The objective of this task is to assess risks. Risk assessment covers the estimation of the
likelihood (or probability of occurrence) of each hazard and the evaluation of the severity
associated with each hazard.
Task details
A risk is defined as the likelihood (or probability of occurrence) of a hazard multiplied by its
severity in case the hazard is materialised. Therefore, in order to assess risks, the Contractor
shall undertake both the estimation of the likelihood and the evaluation of severity of the
consequences associated with each hazard.
Estimation of the likelihood (or probability of occurrence) of hazards
The aim of the likelihood analysis is to determine how often a particular hazard might be
expected to occur over a specified period of time. These estimates are often based on
historical data. If there are no relevant historical data available, or if these data are sparse,
other methods such as fault-tree, or event-tree analysis, or other mathematical or econometric
models may be used. Estimates may also be based on expert experience and judgment.
Concerning the likelihood of non-compliance of the minimum performance levels for each
service provided under the EU Space Programme components, the Contractor shall take
assumptions which will be agreed with the Commission at Progress Meeting 1 at the latest.
Nevertheless, the model developed by the Contractor shall consider these probabilities as
input variables that can be modified at a later stage if necessary (e.g., better estimates are
available from the Programme components in the future based on historical data).
Evaluation of the severity (of the consequence) of hazards
The severity of consequences of each hazard on the users shall be evaluated.
For this analysis, the Contractor shall consider the number of users for each service. The
Contractor shall estimate the number of users for each service for the reference timeframe
(2021-2030).
The consequences may comprise:






Personal losses including death and injury.
Property losses, including real and intellectual property.
Economic losses.
Environmental losses (negative impact on land, air, water, flora, or fauna).
Loss of reputation or status.

The list of consequences is not exhaustive and shall be completed by the Contractor.
Although the consequences can be measured in different metrics (e.g., number or injuries,
number of wildlife affected, etc.) they shall be ultimately - and whenever possible - quantified
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in financial terms (e.g., monetary estimates per period of time9). The Contractor shall
explicitly explain the methodology used for the estimation of consequences, including at least
the accuracy of the estimation, data employed and their source and acceptability of the
method (i.e., whether it is based in any recognized methodology or best practices).
The contractor shall evaluate the potential consequences of each hazard, analysed in Task 1,
for the EU considering the applicable legal rules under:


The existing international legal framework (UN Conventions, especially the Liability
Convention and the Registration Convention, and customary international law)



The current legal framework of the EU.



The current legal framework of at least five (5) Member States with the highest number
of users of the services analysed.



The current legal framework of at least five (5) third countries with the highest number
of users of the services analysed.

The contractor’s analysis shall be based on and shall reflect attribution of responsibility
between the EU, ESA, EUSPA and industry according to the current governance scheme, as
well as contractual allocation of liability between these entities.
In order to show how the estimates of likelihood and severity combine into the final liability
risk for the EU, the Contractor shall develop a fault-tree analysis (FTA) or any other justified
methodology. An example of FTA methodology for estimating the Galileo liability risks is
provided in Figure 1. The Contractor shall provide a range of probabilities with some estimate
of uncertainty for each hazard.

9

The Contractor shall pay attention to use the same temporal framework for the characterization of the losses
(i.e., per year, per month, etc.).
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Figure 1. Example of FTA methodology to estimate Galileo liability risks

Risk matrix
Additionally, the Contractor shall define a risk matrix for each activity carried out under the
EU Space Programme that will help to perform an assessment of the risks and clearly identify
the most critical risks. Figure 2 shows an example of a risk matrix. The criteria for the
definition of the risk matrix shall be duly justified.
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>1000 M€

100-1000
M€

SEVERITY

10-100M€

1-10M€

<1M€

<1%

1-10%

10-30%

30-70%

>70%

LIKELIHOOD
Figure 2. Example of risk matrix

Timeframe: to reflect the evolution of risk exposure in time, the assessment of risks shall be
provided per year (or other sub-periods duly justified by the Contractor and agreed with the
Commission, e.g., 5 years) in the timeframe from 2021 until 2030. Risks that are likely to
change substantially (increase or decrease) in the near future shall be clearly identified and
prioritized for the next tasks.
Methodology / tool
The Contractor shall develop a methodology and associated tool that will be applied to this
project and will also allow the Commission to assess (and monitor – see Task 5) risks
associated to the activities carried out under the EU Space Programme in the future. The tool
shall be flexible and scalable, allowing the incorporation of additional criteria for the
assessment of risks that may arise during the implementation of the EU Space Programme.
This methodology or tool shall facilitate:
1. The identification of the high risks needed to be addressed by the EU, firstly,
implementing mitigation measures (whenever possible) and, secondly, by means of a
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continuous monitoring of the risks along the life of the EU Space Programme
Components.
2. The determination by the Commission of the acceptability of the risk for each activity
carried out under the EU Space Programme.
Task deliverables
The deliverables for this task shall be at least:
Ref.

Deliverable Title

Date

2.1.1

Report on a methodology / tool for
risk assessment (preliminary version)
Report on a methodology / tool for
risk assessment (intermediate version)
Report on a methodology / tool for
risk assessment (final version)
Tool for risk assessment
Report on the risks assessment,
including risk matrix (preliminary
version)
Report on the risks assessment,
including risk matrix (intermediate
version)
Report on the risks assessment,
including risk matrix (final version)

T0+1

Document Task
Type
TN
Task 2

T0+3

TN

Task 2

T0+5

TN

Task 2

T0+5
T0+3

Tool
TN

Task 2
Task 2

T0+5

TN

Task 2

T0+6

TN

Task 2

2.1.2
2.1.3
2.2.1
2.3.1

2.3.2

2.3.3

2.4. Task 3 – Identification of risk mitigation measures
Objective
The objective of this task is twofold: identify technical and legal risk mitigation measures.
Task details
Based on the risks assessment done in Task 2, it may be required that the EU implements
mitigation measures to reduce either the likelihood or the severity of the consequences (or
both) of each identified hazard.
This task is devoted to the identification and analysis of several categories of mitigation
measures, and it is consequently split into the following sub-tasks:


Task 3.1: Technical mitigation measures



Task 3.2: Legal Mitigation Measures

Task 3.1. Technical mitigation measures
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Technical mitigation measures that may reduce the likelihood or the severity of the
consequences of the hazards identified in Tasks 1 and 2 shall be analysed.
In general, these measures should cover prevention and protection measures addressing, for
example, operational security measures, in particular IT security redundancy for critical
system elements.
In case of GNSS, these measures shall also include techniques and requirements at user
receiver level, such as, Receiver Autonomous Integrity Monitoring (RAIM) algorithms,
multi-constellation, hybridization with other sensors, consideration of alternative Position,
Navigation, Time (PNT) solutions, etc.
In case of Copernicus, these measures shall also include aspects, such as improved product
assurance for Copernicus data and information or extended external verification of
Copernicus information.

Task 3.2. Legal Mitigation Measures
The contractor shall identify and analyse legal measures which could mitigate the extracontractual liabilities of the EU.
As regards service provision, Article 10 of the Space Programme Regulation states that the
services under the EU Space Programme components are provided without warranty in the
event of a damage ‘as regards their quality, accuracy, availability, reliability, speed and
suitability for any purpose. The Commission shall take the necessary steps to ensure that the
users of those services, data and information are duly informed’. A liability disclaimer is
included in the publicly available service definition documents for Galileo and EGNOS
services as well as in the Legal notice on the use of Copernicus Sentinel Data and Service
Information (RD10).
The Contractor shall analyse the validity and enforceability, under national laws of at least
five (5) EU countries with the highest number of users of the services analysed and at least five (5)
third countries with the highest number of users of the services analysed, of the disclaimers of
liability included in the above-mentioned service definition documents and shall propose
appropriate modifications where needed.
The Contractor shall propose, where appropriate, other additional legal mitigation measures
and shall analyse to which extent they can be relevant for:


Each service provided by the EU Space Programme component.



Each application.



Each user in the application domain.



Under different national jurisdictions in at least five (5) EU countries with the highest
number of users of the services analysed and at least five (5) third countries with the highest
number of users of the services analysed.



In the light of Article 340 TFEU.

Also, the Contractor shall identify and analyse possible legal mitigation measures regarding
the liability caused by the EU assets (ground infrastructure and space assets).
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The Contractor shall analyse and compare liability risks management solutions implemented
elsewhere (e.g., US, UK, China, Japan, India) listing benefits and drawbacks of each solution.
Task 3.3. Other Mitigation Measures
Other mitigation measures apart from the ones mentioned above should be investigated and
may, based on this investigation, be proposed by the Contractor. This includes any other
mitigation that, if implemented by the EU, would reduce the likelihood of occurrence or the
severity of consequences of the hazards analysed in Tasks 1 and 2.
For each mitigation measure, the Contractor shall quantify the residual risk and re-evaluate
the risks as per Task 2.
Task deliverables
The deliverables for this task shall be at least:
Ref.

Deliverable Title

Date

3.1.1

Report on Technical Mitigation Measures
(preliminary version)
Report on Technical Mitigation Measures
(final version)
Report on Legal Mitigation Measures
(preliminary version)
Report Legal Mitigation Measures (final
version)
Report on other Mitigation Measures

T0+6

Document Task
Type
TN
3

T0+8

TN

3

T0+3

TN

3

T0+8

TN

3

T0+9

TN

3

3.1.2
3.2.1
3.2.2
3.3.1

2.5. Task 4 – Identification of various sources of financing of the extra-contractual
liability of the EU for activities carried out under the EU Space programme
Objective
This task shall analyse the various possible sources of financing in case the EU were to be
liable for its activities carried out under the EU Space Programme.
Task details
In case a court orders payment of damages to a claimant, the standard EU budgetary rules and
procedures would apply. Payments could be made under existing budget lines in accordance
with the applicable legal procedures and subject to budget availability.
The Commission wishes to explore the feasibility and appropriateness of alternative financing
solutions. The Contractor shall carry out the following activities to support this reflection.
This task will comprise two components:
Task 4.1 - Insurance
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The most common categories of the extra-contractual liability are:


Liability for damage arising out of defective service provision.



Liability for damage caused by the EU assets:
a. Ground infrastructure.
b. Space assets:
i. In space to a third-party object (fault based)10
ii. On earth to a third-party object (absolute liability)11.

The current list of categories shown above shall be further developed and refined by the
Contractor.
Based on the risk assessment performed in previous tasks, the Contractor shall analyse
insurance market capacity and propose different insurance schemes covering:


Each identified category of the extra-contractual liability risk.



Each service provided under the EU Space Programme components.



Each application, differentiating notably between regulated and non-regulated
applications.



Each user type in the application domain.



Damage occurring, either simultaneously or separately, in at least five (5) EU
countries with the highest number of users of the services analysed and at least five
(5) third countries with the highest number of users of the services analysed.



For the set of recommended insurance schemes, the Contractor shall perform a survey
of the insurance market to obtain price estimations, including potential limitations
(etc.).

The recommended insurance schemes may also cover first-party property insurance solutions
that would protect the EU in the event of loss or damage during pre-launch, launch and inorbit operations.
Task 4.2. Alternative sources of financing of EU extra-contractual liability
The Contractor shall analyse and compare extra-contractual liability financing solutions
implemented in other countries (e.g., US, UK, China, Japan, India) listing benefits and
drawbacks of each solution. Based on it the Contractor shall propose alternative sources of

10

Article II of the Liability Convention.

11

Article III of the Liability convention.

Page 20 of 28

financing of EU extra-contractual liability, linked to the residual risks after mitigation, and
provide concrete modalities for their implementation.

Task deliverables
The deliverables for this task shall be at least:
Ref.

Deliverable Title

Date

4.1.1

Report on ECL Insurance Schemes
(preliminary version)
Report on ECL Insurance Schemes (final
version)
Report on ECL Insurance Market Survey
(preliminary version)
Report on ECL Insurance Market Survey
(final version)
Report on alternative sources of financing
(preliminary version)
Report on alternative sources of financing
(final version)

T0+6

Document Task
Type
TN
Task 4

T0+8

TN

Task 4

T0+7

TN

Task 4

T0+9

TN

Task 4

T0+8

TN

Task 4

T0+9

TN

Task 4

4.1.2
4.2.1
4.2.2
4.3.1
4.3.2

2.6. Task 5 – Risk Monitoring and Control
Objective
The objective of this task is to identify and provide a comprehensive methodology (and
associated tool) for monitoring and control of risks during the implementation of the EU
Space Programme. The proposed methodology shall be based on the analysis and comparison
of risk monitoring and control solutions already implemented in other countries (e.g., US,
UK, China, Japan, India) taking into account benefits and drawbacks of each existing
solution.
Task details
It is unquestionable that the number and types of hazards will evolve alongside the operations
and service provision of EU Space Programme components in the reference timeframe (20212030). Since at this stage it is not possible to anticipate the evolution of the risks characterized
in Task 2, it is instrumental for the Commission to be endowed with effective means for the
monitoring and control of risks during the implementation of the EU Space Programme.
In this sense, the Contractor shall develop a comprehensive methodology (and associated
tool) for monitoring and control of risks. Such methodology, when implemented by the
Commission, shall allow:


The effective and continuous monitoring of hazards (e.g., by means of the
identification of points/variables of control), which may lead to the identification of
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new hazards that may be identified in the future or removing ones no longer
applicable or with high priority.


The effective and continuous monitoring of the hazards already identified (e.g., by
means of the identification of key performance indicators, milestones, etc.), allowing
the re-evaluation of the frequencies and consequences if necessary.



The identification and implementation of mitigation actions.

Therefore, this methodology (and associated tool) shall provide the Commission with the
capability of re-estimating the risks as necessary and according to the needs of the EU Space
Programme along their life cycle.
Task deliverables
The deliverables for this task shall be at least:
Ref.

Deliverable Title

Date

5.1.1

Methodology for the Monitoring and
Control of Risks (preliminary version)
Methodology for the Monitoring and
Control of Risks (final version)
Tool for the Monitoring and Control of
Risks (preliminary version)
Tool for the Monitoring and Control of
Risks (final version)
Abstract and executive summary

T0+7

Document Task
Type
TN
Task 5

T0+9

TN

Task 5

T0+7

Tool

Task 5

T0+9

Tool

Task 5

T0+9

TN

Tasks
1,2,3,4,5

5.1.2
5.2.1
5.2.2
5.3.1

3. TECHNICAL PROPOSAL PREPARATION
The tenderers shall explicitly incorporate in their proposals the following information:
1) Project management information:
a) Work Breakdown Structure (WBS).
b) Work Package Description (WPD), including the responsible of the WP, task (and/or
sub-WPs) objective, start date and end date, inputs and outputs, people involved, and
efforts associated per WP and sub-WP.
c) Project Schedule.
d) Preliminary project risk analysis, identifying project risks and mitigation actions
prepared ad-hoc for the project, to be maintained during the project, updated and
provided at each PM.
e) Stakeholder management plan.
2) A preliminary identification of the main hazards that could lead to EU extra-contractual
liability.
3) A complete description of the methodology to identify and assess hazards, risks and
mitigating measures.
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4) A preliminary identification of main risks and risk mitigation measures.
5) A preliminary analysis on the extra-contractual liability insurance market and of the extracontractual liability management by other countries (e.g., US, UK, China, Japan, , India).

4. METHODOLOGY
The contractor is requested to provide an in-depth and complex research and analysis in line
with the objectives of the study and specifications of each task. The contractor is therefore
requested to collect, analyse, judge and present data that address the questions identified
under all tasks of the present specifications.
The contractor shall consider the previous analyses done on this topic by the Commission,
other EU institutions as well as available information from public and private stakeholders at
EU, national and regional level. The contractor shall also consider the existing relevant policy
and legislative framework.
An overall methodology and specific methodologies and detailed planning for each task shall
be presented by the contractor in the offer and further elaborated in the Work Plan of the
study. The contractor should respect the general methodology outlined in the present
specifications. However, the contractor may propose additional methodology and tasks if
deemed appropriate.

5. MEETING PLAN
Meetings between the Contractor and the Commission will be held via remote communication
(conference call, videoconference, etc.) and in Brussels. The Contractor is expected to attend
the following meetings with the Commission, to report about management and performance
of the activities:
Meeting

Date

Objective

Venue

Start of
Activities
(SOA)

T0

Start of the performance of the contract (the
day of entry into force of the contract).

-

Kick-off
Meeting
(KOM)
Progress
Meeting 1
(PM#1)
Progress
Meeting 2

12

Start of
Activities
T0+15d
Kick-off meeting
at the
latest
T0+2

Review of project progress

T0+4

Acceptance of deliverables of Task 1
Review of project progress

Commission,
Brussels12
Telco/
Visioconf
Telco/
Visioconf

It will be confirmed at a later stage whether the KOM and FRM can take place in a co-location in Brussels or,
on the contrary, due to COVID-19 restrictions, they must be organized by other means (teleconference,
visioconference, etc.).
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(PM#2)
Progress
Meeting 3
(PM#3)
Progress
Meeting 4
(PM#4)
Final
Review
Meeting
(FRM)

T0+6

Review of project progress

T0+8

Acceptance of deliverables of Task 2
Review of project progress

T0+9

Commission,
Brussels13
Telco/
Visioconf

Acceptance of deliverables of Task 3
Acceptance of deliverables of Task 4 and Commission,
Task 5
Brussels14
Acceptance of the abstract and executive
summary
Project conclusions and lessons learnt
Table 3. Meeting plan

Upon Commission’s request a teleconference/videoconference will be immediately organized
in order to discuss any important topic of the project.

6. INTERIM PAYMENT CONDITIONS AND PAYMENT OF THE BALANCE
The contract includes an interim payment. The condition to claim this interim payment are:
1. The claim cannot be lodged before T0+6 months AND
2. Deliverables of Task 1 and Task 2 must have been accepted.
The contractor may claim the payment of the balance in accordance with the provisions of the
contract provided that all deliverables listed in Section 7 below have been accepted by the
Commission.

7. DELIVERABLES
The following table summarises the deliverables to be prepared during the project.

13

It will be confirmed at a later stage whether the PM#3 can take place in a co-location in Brussels or, on the
contrary, due to COVID-19 restrictions, it must be organized by other means (teleconference,
visioconference, etc.).

14

It will be confirmed at a later stage whether the FRM can take place in a co-location in Brussels or, on the
contrary, due to COVID-19 restrictions, it must be organized by other means (teleconference,
visioconference, etc.).
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Ref.

Deliverable Title

Date

D0.1.1

Project Management Plan
(preliminary version)
Project Management Plan
(final version)
Monthly Progress Reports

Proposal

Document Task
Type
PL
Task 0

KOM

PL

Task 0

Monthly

PR

Task 0

D0.3.x

Minutes of Meetings with
EC

D0.4.x

Meeting Reports

After each MoM
meeting with
EC
Ad-hoc
MoM

D0.5

Final Report – Project
T0+9
Executive Summary
Report on Hazards
T0+1
Identification (preliminary
version)
Report on Hazards
T0+2
Identification (final version)

TN

Task 0

TN

Task 1

TN

Task 1

Report on a methodology /
tool for risk assessment
(preliminary version)
Report on a methodology /
tool for risk assessment
(intermediate version)
Report on a methodology /
tool for risk assessment
(final version)
Tool for risk assessment

T0+1

TN

Task 2

T0+3

TN

Task 2

Sensitive non
Classified

T0+5

TN

Task 2

Sensitive non
Classified

T0+5

Tool

Task 2

Report on the risks
assessment, including risk
matrix (preliminary version)
Report on the risks
assessment, including risk
matrix (intermediate
version)
Report on the risks
assessment, including risk
matrix (final version)
Report on
Technical Mitigation
Measures (preliminary

T0+3

TN

Task 2

T0+5

TN

Task 2

Sensitive non
Classified
RESTREINT
UE/EU
RESTRICTED
RESTREINT
UE/EU
RESTRICTED

T0+6

TN

Task 2

T0+6

TN

Task 3

D0.1.2
D0.2.x

1.1.1

1.1.2

2.1.1

2.1.2

2.1.3

2.2.1
2.3.1

2.3.2

2.3.3

3.1.1

Task 0

Task 0

Classification15
Sensitive non
Classified
Sensitive non
Classified
Sensitive non
Classified
Sensitive non
Classified
Sensitive non
Classified
Sensitive non
Classified
RESTREINT
UE/EU
RESTRICTED
RESTREINT
UE/EU
RESTRICTED
Sensitive non
Classified

RESTREINT
UE/EU
RESTRICTED
RESTREINT
UE/EU
RESTRICTED

15 Classification of the deliverables as requested under the Section 7 ’Security aspects’.
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3.1.2

3.2.1

3.2.2

version)
Report on
T0+8
Technical Mitigation
Measures (final version)
Report on Legal Mitigation T0+3
Measures (preliminary
version)
Report on Legal Mitigation T0+8
Measures (final version)

TN

Task 3

TN

Task 3

TN

Task 3

RESTREINT
UE/EU
RESTRICTED
RESTREINT
UE/EU
RESTRICTED
RESTREINT
UE/EU
RESTRICTED
RESTREINT
UE/EU
RESTRICTED
RESTREINT
UE/EU
RESTRICTED
RESTREINT
UE/EU
RESTRICTED
RESTREINT
UE/EU
RESTRICTED
RESTREINT
UE/EU
RESTRICTED
Sensitive non
Classified

3.3.1

Report on Other Mitigation T0+8
Measures

TN

Task 3

4.1.1

Report on ECL Insurance
Schemes (preliminary
version)
Report on ECL Insurance
Schemes (final version)

T0+6

TN

Task 4

T0+8

TN

Task 4

Report on ECL Insurance
T0+7
Market Survey (preliminary
version)
Report on ECL Insurance
T0+9
Market Survey (preliminary
version)
Report on alternative sources T0+8
of financing (preliminary
version)
Report on alternative sources T0+9
of financing (final version)
Methodology for the Control T0+7
of Risks (preliminary
version)
Methodology for the Control T0+9
of Risks (final version)
Tool for the Monitoring and T0+7
Control of Risks
(preliminary version)
Tool for the Monitoring and T0+9
Control of Risks (final
version)
Abstract and executive
T0+9
summary

TN

Task 4

TN

Task 4

TN

Task 4

TN

Task 4

TN

Task 5

TN

Task 5

Tool

Task 5

Tool

Task 5

TN

Tasks
RESTREINT
1,2,3,4,5 UE/EU
RESTRICTED

4.1.2

4.2.1

4.2.2

4.3.1

4.3.2
5.1.1

5.1.2
5.2.1

5.2.2

5.3.1

Sensitive non
Classified
Sensitive non
Classified
Sensitive non
Classified
Sensitive non
Classified
Sensitive non
Classified

Table 4. List of deliverables

The deliverables shall be provided at least 2 weeks before the review meetings identified in
Table 3. They shall be written in English and supplied in electronic form, in MS Word and
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PDF. Up to three paper copies of the deliverables shall be delivered when requested by the
Commission.
An abstract of no more than 200 words and, as a separate document, an executive summary of
maximum 6 pages, shall be written in English and supplied in electronic form, in MS Word
and PDF, in the Final review meeting.
The deliverables of the study will not be published by the Commission on paper or internet, or
publicly used in any other way, or made available to third parties.
The deliverables shall be labelled as confidential. The Commission logo must appear on the
cover page off all deliverables with the words “Funded by the” + Commission logo. A
disclaimer shall be added to the inner pages of all deliverables, including the abstract and
executive summary:
“This document has been prepared for the European Commission however it reflects the
views only of the authors, and the Commission cannot be held responsible for any use which
may be made of the information contained therein”.
For all review/progress meetings between the Contractor and the Commission, the Contractor
shall provide:
o An Agenda of the meeting at least two days in advance of the meeting.
o The Minutes of the Meeting no later than five working days after the meeting.

8. SECURITY ASPECTS
The implementation of the contract will involve the generation and handling of sensitive
information including classified information. Sensitive and Classified information generated
for the performance of the contract must be marked and handled in accordance with the
applicable Commission security rules.
The deliverables listed in the table 4 will be handled:



as “Sensitive non-Classified” in accordance with the Security Notice on handling of
sensitive non classified information issued by the European Commission C (2019) 1904,
as classified information at the level of RESTREINT UE/EU RESTRICTED in
accordance with the Commission Decision (EU, Euratom) 2015/444 of 13 March 2015
on the security rules for protecting EU classified information and Commission
Decision (EU, Euratom) 2019/1962 of 17 October 2019 on implementing rules for
handling RESTREINT UE/EU RESTRICTED information.

Detailed security instruction will be issued in the Security Aspect Letter which will be
annexed to the contract and in line with the provisions of Commission Decision (EU,
Euratom) 2019/1963 of 17 October 2019 laying down implementing rules on industrial
security with regard to classified procurement contracts.
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